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About The Web Book

If you want to create web sites, there are hundreds of books and web pages that claim to
show you how. Some of them are very good indeed. But this book isn't like all those other
books and web pages, for a number of important reasons:

1. The Web Book is an electronic book, or e-book. You simply download itasa PDF file
from www .the-web-book.com and print it yourself. Or read it on-screen.

2. The Web Book covers all of the technologies thatyou need to know in order to create
Web sites, both using static HTML pages and database-driven sites.

3. Unlike many books on the subject that werewritten some years ago, The Web Book
teaches you up-to-date methods. Follow the instructions here andyou can be
confident that you're doing things in the rightway, rather than using old-fashioned
techniques that are now frowned upon.

4. l've tried my hardest to keep everything non-technical. If you're "into" computers,
you should be able to follow everything just fine. You certainly don't need to be a
professional techie. In fact, if you are, you'll probably take offence at theway |'ve
simplified some things. Forwhich I apologise.

5. Ifyou already look after a web site, perhaps for your school or college, or the
department you work for,you may be itching to take your skills to the next level. Or
maybe you didn’t actually get much trainingwhen you took on the responsibility, and
you don’t really understand how everything fits together. Inwhich case, this book is
perfect for you. We don’t just tell you to press buttons. We explain what those
buttons do, and why you need to press (or not press!) them.

6. Here's the best bit. The Web Book is free of charge. So if youwant to teach yourself
how to do Web stuff, whether for creating your own sites or to make sites for other
people, just grab a copy of the PDF file, print out the book, and away you go.

Oneword of warning, though. Creating a web site and doing it properly isn’t a simple task
that can be done in an afternoon. Yes, weve all seen 2-page magazine articles that imply
otherwise, but sadly it's just not true. Even at 350 pages, this book is only a basic
introduction to some of the more complex topics. It’s quite possible to buy books on HTML,
CSS, PHP and MySQL which each run to 800 pages. | wouldn’t recommend it, however,
unless you have trouble sleeping.
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Our Recommended Hosting Companies

If you want to create a web site, you need a company to host it for you. There are thousands
of such companies out there — just type “web hosting” into a search engine and you’ll find
them. The examples in this book are based around a handful of hosting companies that |
personally recommend. | use these companies for my own sites and they’ve never let me
down.

If you're looking for a decent web host, 1'd love you to use one of the companies featured in
these pages. Firstly, because I happen to think they’re pretty good. And secondly, because I
will get a small amount of commission from the company when you sign up. That's what
funds the continuing development of this free book, which took me 5 solid months towrite.

To sign up with one of the recommended hosts, just go to www.the-web-book.conmyhosting
and click on any of the links or adverts on that page. Thank you.

Who’s Written This Book? And Why?

The Web Book is written by Robert Schifreen, a UK-based journalist, writer and technical
author. | have more than 25 years’ experience of writing all sorts of technical articles for
various computer magazines, and 9 years’ experience developing web sites for myself and
clients. I've also written a "traditional” book before, that was published in 2006 and was
available as a real hardback in real bookshops. A Google search for "defeating the hacker"
will find it for you.

Having taught web development to the 2,500 staff at a UK-based university for the past few
years, | thought it might be helpful to turn my course into a book, which is loosely based on
the stuff | teach and is also inspired by the questions that my students ask. From now on,
when people ask me how to create a web site, or whether it's easy, I don’t have to spend time
explaining everything. | can just say "go to wwv. t he- web- book. comand download my

free book, which tells you everything you need to know".

This is the book which I really wish had existed when | started doing web stuff all those years
ago. But, you're probably asking, why am | giving it away instead of selling it? There are 3
reasons.

One. | quite like the idea of being able to write what | want for a change, without having
publishers and editors to answer to.

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
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Two. | want as many people as possible to see this book, because | think it's genuinely
useful. The trouble with traditional publishing is that, of the hard-earned money that you
hand over to pay for a copy of a traditional book, most of it is swallowed up by the publishers
and their marketing costs. The author, the guy who sat in front of his PC for months writing
the thing, typically gets around 15% of your cash. Sometimes less. So I've decided to try
something different. This book is free to download and use. Itis financed in 2 ways:

e You canmake a donation atwww. t he- web- book. cont donat e

e If you sign up with one of the hosting companies mentioned at www.the-web-
book.com/hosting | get a small commission payment. It won't cost you any more to
sign up in that way, but it meansa lot to me.

And the third reason why I'm giving away the book? Having been a professional IT
journalist, editor and writer since 1983, |'ve seen what the internet is doing to the publishers
of magazines and books. Especially those companies which produce I T-related publications.
Computer magazines across the world are being shut down and book sellers are having a
hard time, because the Web, not the pages of a book, is undoubtedly the best place to find
information about technical subjects.

In many cases, those publications shut down not because the product was poor, but because
the publishers failed to see the internet coming and failed to act accordingly. Publishers
need to workwith the internet, not against it. Sure, a search engine means that | can find an
answer to a technical problem instantly without having to plough through shelves of books
and magazines. But the Web is also the greatest, biggest, best, cheapest and most efficient
way of copying and disseminating information that’s ever been invented. Just ask the music
industry. So by promoting this book on the internet as a free download | hope that | can
exploit the power of the internet rather than trying to work against it.

Why We’'re Here

No one could have believed, in the last years of the 20t century, that the way we’d all been
doing Web sites was about to change so dramatically. Butit did, in two fundamental ways.

Firstly, Web sites generally consisted of a collection of HTML document files. Each page of
the site was a separate file (don’t worry if you don’t understand much of what I'm saying here
- everything will be explained more fully shortly). While this works for relatively simple
sites, with just a few pages, there are better ways to create web sites. Using database
technologies such as MySQL, and programming languages such as PHP, you can create not
just simple informational web sites that allow you to publish information, but two-way sites
that allow your visitors to interact. Stop thinking "electronic newspaper" and think Facebook
or Ebay or Amazon.
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The second major change was in the fundamental way that web pages were structured, in
terms of layout and formatting. Font tags gave way to something called CSS, or Cascading
Style Sheets.

In a nutshell, creating web sites has become vastly more complicated over the past decade.
You'll see from the front cover that this book covers HTML, CSS, Javascript, PHP and
MySQL. If you're daunted by all that, then don’t be. We'll cover everything in a logical
order, building up your knowledge in layers, so that all the new material you leam will make
perfect sense because you’'ll be able to see it in context.

You are, of course, free to dip into the book as you wish, reading sections in whatever order
pleases you. If you want to know what PHP or MySQL is all about, then by all means skip
straight to those chapters. But if you can possibly spare the time, you’ll find it much more
beneficial to read everything in order. It'll make much more sense in the long run.

Of course, you may not actually need this book at all, if all you want to do is to put some
information online as quickly as possible so that other people can access it over the web.
There are plenty of free services out there that will allow you to do this, quickly and easily.
Among the best-known of these services are:

www.myspace.com A social networking site, especially good if you want to upload
pictures and music rather than text.

www.facebook.com  The best-known social networking site, where you can post
information about yourself.

www.wordpress.com If you want a blog but you don’t want to run your own version of the
WordPress blogging software, this site will host a blog for you. Just
sign up for free on the web.

www.blogger.com Another blogging site which is free to use. Owned by Google. 1fyou
want a personal blog with the minimum of fuss, then using this site or
wordpress.com is by far the easiest way to do it.

sites.google.com Create text-based pages and publish them online for free, courtesy of
Google.

www.flickr.com The best-known place to upload your photos and share them with the
world.

www.youtube.com Does for video what flickr does for stills. Upload 10-minute clips of
just about anything.

docs.google.com Google’s web-accessible word processor and spreadsheet. Use it just
for yourself, or share documents with friends for collaborative
editing.

spaces.live.com Free web space for you publish a blog, pictures, music, or whatever
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you like. From Microsoft.

www.twitter.com The micro-blogging site, where you can tell everyone what you’re up
to.

Before you read any further, you may want to consider signing up with one or more of these

systems, even if only to gain some inspiration into what your own site should, or shouldn’t,
look like.

Another option is to sign up with a site that offers an easy, automated way to create web
pages. Many hosting companies offer such things, thus making it easy to create pages on the
hosting space that you've just bought. Among such offerings are Easy Website Creator from
leading hosting company 1&1, the design selection screen of which looks like this:

Select Template

Step 1
Sadect o template

i_f_:f!‘l_ﬁh' Sav
] Done D Internet

Just pick a design and a colour scheme, type in some text, and you have a web site.

Another example of the genre is from UK-based hosting company easily.co.uk. Their design
selection screen is shown below:
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Once again, choose a design and just start typing.

Although these systems allow you to create a web site quickly and easily, they are very
limited. If you want JavaScript, PHP and MySQL, you're normally unable to add it. You
can’t easily make major changes to the design. Andyou’re frequently limited to just 20 or 30
pages, depending on which hosting package you sign up for. Sometimes the figure is as low
as just one page.

From Word Processor to Web Site

There's yet another way to create web pages, and that's to write the text with a word
processor such as Microsoft Word or OpenOffice Writer and then use the "save as web page"
feature to create files which you can put online. This is often a tempting option, because a) it
looks to be very easy, and b) lots of people write documents with a word processor and then
realise that they'd actually quite like to publish them online.

The trouble is, the "save as web page" feature in Microsoft Word, including the most recent
version, is horrible. It produces pages which contain ten times as much information as is
strictly necessary. Which means that they'll take up ten times the space on your server, take
your visitors ten times as long to download, and cost people ten times as much if they’re
accessing your site via mobile broadband or some other metered or pay-per-megabyte
connection. Seriously, don't do it.

If you do have some Word documents that you want to put online, there are some excellent
third-party products available to do the conversion for you. My favourite is "Click To
Convert”, which iswhat | use to create the web-based preview version of this book. All of the
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pages in the online preview are automatically generated from a master Microsoft Word
document in just a couple of minutes.

If you've bought a hosting package and a domain name, and you’re not quite sure what to do
with it, one of the quick-start pages as mentioned above is better than nothing at all. But if
you really want to make the most of the web, there really is no substitute for learning how to
do it properly, and that's whatyou’ll do if you continue reading.

But How Long will All This Take?

I do hope that you decide to read this book all theway through, and follow the examples in it.
Remember that this is a textbook rather than a novel. By all means read through it in a day
or two, but you won't get the best from it. For that, you need to work through it gradually, at
your computer, following the examples. You should allow a week or 2, at least, to get the
greatest benefit. Maybe even a little longer if you want to experiment further, and enhance
some of the examples with your own ideas.
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What Is a Web Site Anyway?

A web site is, traditionally, a collection of pages of information. Creating a web page is, in
many ways, very similar to writing a letter with a word processor and saving it on your
computer, but there are a couple of important differences.

First, you have to save the page in a special format (ie, language) known as HTML, rather
than as a normal document. HTML stands for Hypertext Markup Language. Why
hypertext? That's the name given to the way that we move between web pages by clicking on
hyperlinks (those bits of text which are normally in blue and underlined). A markup
language is just a way of "marking up" text to specify that, for instance, when the visitor to
our site clicks on Home he gets taken to the home page.

The reason we have to save our pages in HTML format, rather than as Word documents,
Excel spreadsheets, PDF files, Zip files, etc etc, is that the way we read web sites is with a
program called a web browser. For example, Intemet Explorer, Firefox, Safari, Google
Chrome, or Opera. The only type of information that web browsers are guaranteed to be able
to display are HTML files. Sure, if you puta Word document on your web site, or a PDF file,
some web browsers might make a good stab at displaying the file. But it's never guaranteed
towork.

The second difference between creating web pages and writing a letter is that, having created
your web page, you obviously need to save it. But rather than saving on your own computer,
where only you can see it, you need to save it onto a web server. A web server is simply a
normal computer, connected to the internet, which runs a web server program. This
program means that other people's computers across the internet can connect to it, requesta
copy of your page, and display it.

In theory, any computer that hasa permanent connection to the internet can be turned into a
web server. Just install the necessary software, which is easily available free of charge, and
the job is done. However, hackers love breaking into web servers and crashing them, or
trying to change the contents of the pages they store. So unless you really know what you're
doing, it's much easier and safer to rent some space on someone else’s web server to store
your web content, rather than running your own server. It's very cheap to do, as we'll
discover later.

How the Web Works
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It's useful at this point to outline, in very basic terms, just how the World Wide Web actually
works in practice. What really happens when you turn on your computer, open up your web
browser and type www. t he- web-book. com into the address bar? How does the

information get onto your screen? And where does it come from in the first place?

As | mentioned above, a web page is a document file, stored on a web server, created with a

program that’s a bit like a word processor but which saves its files in HTML format. When
you open up your web browser and type ww. t he- web- book. com your computer connects

via the internet to a large, centralised directory in order to find out where the ww. t he-
web- book. comsite is stored. This directory is called a DNS Server. DNS is the Domain
Name System, which gives each web server (or rather, each site) a unique name. In thiscase,
the-web-book.com. Computers, of course, don’t like names. They prefer numbers. In the
case of the internet, each web server has a unique number known as an IP address. So the

DNS directory allows your computer to look up the IP address of the server which holds the
t he- web- book. comsite.

Once your computer knows the IP address of the web server which holds the site, your
computer can then connect, again over the internet, directly to that server. Your web
browser sends a request to the web server, asking for a specific page of the site. The server
sends that page (or, if no specific page is specified, it sends the home page). Your browser
then displays the contents of that page, and the process is complete. At least, until you click
on a link in order to see another page, and the process starts all over again.

Domain Names

So how do new internet domain names get created? Or to put it anotherway, how do you get
the name of your site into that master DNS directory? It's a relatively straightforward
process.

Let’'s imagine that you want to set up a brand new web site from scratch. The first thing you
need to do is to think of a name for your site. For this example, we’re going to start selling
hamster wheels online. We need a web site, and we want to call it
www. hanst er wheel s. com To create a new web site name, and add it to the global DNS
directory, we need to call upon the services of a domain name registration company. There
are thousands of such companies, any of which will sell you an entry in the global DNS
directory. Prices vary, but they’re all selling you the same service, so shop around and find a
registrar that you're happy to deal with.

It's easiest if the registrar is based in your own country, but it's not essential. 1f you don’t
know where to find such a company, type "domain name registration™ into Google or look at
the adverts in your favourite computer magazine.
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For this example, we'll use a UK-based registration company called 123-reg.co.uk. Onceyou
surf to their web site you’ll see the following:

/> 123-reg | Domain names | Domain name registration - Windows Internet Explorer

a‘@ 4 [E I- hitEp e, 1 23-reg. oo uk)

ﬁ W' 123-reg | Domain names | Domain name registration

j I‘a Live Search
Bi- B - O @ - [ B G- @ »

o home | about 123-reg | blog | careers | offers | contact us | site map
T
1 2 3reg.. -
o log in to your .
Q control panel \ SIE 4 hep

domain names | email | web hosting | instantsite | ecommerce | Virtual servers | dedicated servers

from WebFusion om WebFusion

MONTHS

OFREE
Whichever way you want to

8 Ho
& ms?migw ] .99 ayear
create your website, we'll

give you 3 months fre; com &ezt .org

domain search £9_99,m,

:Ic;mi:ln name Snap up your ideal domain name today - it only
e rie s takes seconds to find and buy.
+ Online control panel -cn .at.be .es

v Full DNS control Iwww‘ £1 4
+ Email forwardin 99
We host over two . ayear

v Web forwardin million domains

.Co.uK “mauk

Create your website

free with every

. WE HOST OVER
emaiil from 88p M" I ION
UPGRADED
It's your email. Make it personal with an WEBMAIL DOMAIN NAMES
~ i individual, memorable address from 123-reg.
| @l Why choose us? %
o LI hannd aunnart
IDone ,_’_I_IF,_,_ﬁ Inkernet {E - |QIDU% - /ﬁl

In the centre of the screen, under "domain search", you can type in the name of the domain
you want to register. Although there are thousands of domain name registration companies
around, they’re all selling space in the same, single global directory, and you can only register
a name if no one else has already registered it. So the first step is to see if our required
hamsterwheels.com name is still available. We type hamsterwheels into the domain search
box, and the results come back a few seconds later:
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2 domain extras 3 your basket 4 your details 5 payment 6 confirmation

|www.hamsterwheels| |m Your basket

Your basket is currently
empty

add to basket

Popular domains

Can't find the domain you're looking for? Try our domain suggestions tool

Domain search Available Registration [ transfer
hamsterwheels tel W (» available i3 |2years -£2598 j
hamsterwheels.com &) taken ™ | own this - transfer it for £9 99
hamsterwheels co.uk o Zvailable [ 2 years - £5.98
hamsterwheels.org.uk o 2vailable 2 years - £5.98
hamsterwheels . me_uk o Zvailable 2 years - £5.98
hamsterwheels.uk.com o 2vailable r |2years -£59.98 j
hamsterwheels. uk.net o 2vailable r |2years -£593.98 j
hamsterwheels eu oy 2vailable [C year - £8.99

It's bad news. The hamsterwheels.com name is already taken, so we can't register it. We
could, though, register hamsterwheels.co.uk or hamsterwheels.eu, or any of a whole host of
alternatives (many more than fit on the picture above). Alternatively, we could try searching
for variations, such as hamster-wheels.com or wheels4hamsters.com.

Those 2 or 3 letters at the end of the domain name are important. They say a lot about your
domain. Generally, .com sites are international in nature, or US-based. Sites ending in
.co.uk are used by companies which are primarily based in the UK. Similarly, there’s a
domain for Germany (.de), France (.fr), New Zealand (.co.nz), and every single country in the
world, all of which were assigned by an official world body called ICANN, the Internet
Committee for Assigned Names and Numbers.

There are of course exceptions to the rule that says most suffixes are country-related.
Schools, colleges and universities in the US, for example, have .edu (for education) whereas
similar institutions in the UK use .ac.uk (for academia) instead. Charities and non-profit
organisations often use .org rather than .com, to emphasise the fact that they’re not
commercial. There’s also .net for internet-related companies, and many more, such as .mobi
for mobile communications. But rules are mostly made for breaking, especially in the area of
domain names. With a few exceptions (you can’t be .gov unless you're a Government
department, for example), you can normally choose whatever you want, so long as you can
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find a company that will register the name for you. So if, for example, you're based in
Germany and you want a .es domain name (for Spain, ie Espafia), there’s nothing to stop you
doing so.

The only country not to have its own domain suffix, as they’re called, is the small Polynesian
island of Tuvalu. Having been assigned the suffix of .tv by ICANN, the government of the
island accepted an offer of many millions of dollars by a Canadian entrepreneur, for the sole
rights to be able to sub-let .tv domain names to television stations around the world. So
whenever you see a TV station whose web site ends in .TV, and you wonder why the
television industry was given its own internet suffix, the answer is that it wasn’t given any
such thing.

As you can see, registering a domain name isn't expensive. In the example above,
hamsterwheels.co.uk is £5.98, or around US$10, for 2 years. You'll also notice thatyou can’t
buy domain names outright. You merely rent them for a period of between 1 and 10 years.
When the registration expires, you automatically have first refusal when it comes to renewal.
If you renew (which means paying again), the domain name remains yours. If you don't, it
goes back into the general list, and anyone else can register it. There is, asyou might expect,
a steady stream of individuals and companies who attempt to make money by renewing
domains that their owners have forgotten about, and then attempting to sell back to the
previous owners.

There are pretty strict rules in place to stop you registering a domain name if your primary
motive is to trick visitors into believing that you’re someone else. If the owners of coca-
cola.com forgot to renew their registration, for example, and you registered it for yourself,
there’s every possibility that Coke would complain to the company through whom you
registered the domain and ownership would be transferred. The whole area of dispute
resolution is, however, plagued with difficulties. Comrie Saville-Smith, from Edinburgh, an
avid fan of the CS Lewis "Narnia™ novels, was given the domain name narnia.mobi as a gift
by his parents for his birthday. But lawyers acting for the estate of CS Lewis complained, and
Comrie had to hand it back.

My favourite domain name dispute of all time happened in the very early days of the Web,
when an enterprising young man registered baa.com and set it up as a web site for fans of
sheep. The organisation known as the British Airports Authority, then colloquially (and now
formally) known as BAA, complained, claiming that this was a blatant attempt to extort
money by selling the domain name for a profit, and that the registrant had no real interest in
sheep. After a protracted legal battle, BAA won its case and the world’s sheepophiles had to
find a new home on the web.
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Anyway, assuming that we want to register our hamsterwheels.co.uk domain, all that
remains is to tick the box on the screen as shown above, provide some valid credit card
details to the company when asked, and the job is done. Within just a few minutes, a
confirmation email message will arrive. We are now the proud owners, at least for a year or
2, of an internet domain name.

Having bought the domain name, how can we turn it into a web site? There are two options
but, whichever we choose, the first step is always the same.

A web site consists of two things. First, the domain name, ie the www.something-or-
other.com name that someone has to type into their web browser in order to get to the site.
Second, the site itself, which is frequently (but not always) a collection of HTML files.

One of the most important steps in creating a new site is creating the link between the
domain name and the site's files. This is often referred to as pointing the domain name at
the site.

The Simple Option

In the simplest of our 2 methods for turning a domain name into a usable web site, we
merely register a free account at an existing web space provider such as MySpace, Facebook,
WordPress.com, Blogger, Google Sites, Flickr, YouTube, Google Docs, Microsoft's Windows
Live Spaces, and so on.

Each of these systems offer you the ability to create content (documents, pictures, text, video
etc) that is accessible to everyone (or to whoever you want to make them available to) via the
web. You don’t need any special software or skills, just a computer with internet access.

For example, in the case of hamsterwheels.co.uk, the easy option for creating a simple web
presence would be:

1. Register the hamsterwheels.co.uk domain name

2. Create an account on a blogging site such as www.blogger.com, on which we can
create some basic pages. When asked to choose an account name, choose
"hamsterwheels". Our blog will thus be assigned a URL of something like
hamsterwheels.blogspot.com. We could now simply tell people that the address
(URL) of our site is hamsterwheels.blogspot.com. But we have a better plan, which
will give our site a more professional feel.

3. Point our newly-purchased domain name at our blogger.com space. This is as simple
as logging into the web site of the company from which we purchased the domain
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name and typing hamsterwheels.co.uk into a box on the "where do you want to point
this domain?" page.

4. Now, whenever anyone types www.hamsterwheels.co.uk into their web browser, they
will end up at our new blog.

Having your own domain name for your online presence (eg www.hamsterwheels.co.uk)
rather than relying on the one that gets generated for you (ie hamsterwheels.blogspot.com)
givesyou avaluable amount of extra control that would otherwise not be available to you.

If you tell all your friends and customers that your web site is at
hamsterwheels.blogspot.com, what happens if you subsequently decide to move your pages
to wordpress.com or MySpace? Answer: Your site will effectively disappear because existing
users will no longer be able to find it.

However, if you've told everyone that your site is at www.hamsterwheels.co.uk, you won'’t
have this problem. For as long as the content is held on blogger.com, that's where your
visitors will end up when they type your URL into their browser. When you move the site
elsewhere, the visitors will end up at the new location instead. All you need to do is spend a
couple of minutes pointing your domain at the new location, and everything then happens
automatically.

So, if you're tempted to start setting up aweb site in a low-risk way, and simply get some free
space on a site such as MySpace or Blogger, it’s a really good idea to keep the myspace.com
or blogger.com address private, and register your own domain name for it instead. If you do
this from the start, it'll only cost a few dollars a year but will mean that you retain the
freedom to move your hosting whenever you wish, without the risk of confusing or losing
your existing visitors.

On page 35, once we've registered our domain name, I'll show you how to point it at your
page on Facebook.

The Flexible Option

Instead of pointing your new domain name at your area on a site such as MySpace or
Blogger, the "grown-up" option is to create a fully-fledged web site of your own and to point
the domain name there instead. To do this, you need to rent some space on a public web
server in order to host your site, ie to store your pages.

It generally makes sense to buy your hosting space from the same company that rents you
your domain name. Although it's not essential, it does keep things simple. Whenever you
rent a domain name, the registration company will also ask you whether you want to buy
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some hosting space. Simply tick the "yes" box and a few more pounds or dollars will be
automatically added to your bill. 1t's not particularly expensive. Renting the domain name
will be around $5 per year, and the hosting space will be roughly $5 per month (generally
payable annually in advance). You won’t be able to run the next Facebook.com on a hosting
service that costs $5 a month. But for a typical site that attracts a few thousand visitors per
week, a $5 plan should be plenty. If it turns out not to be, you can always upgrade later.

For what it's worth, the site from which you downloaded this book runs on a basic hosting
plan costing roughly $5 a month, and copes just fine.

Here’s a screen shot from 123-reg.co.uk, showing the options available for hosting packages
to complement our domain name registration. Asyou can see, it's not expensive. For less
than £30 ayear, or around $50, you can set up a web site from scratch, including the domain
name and the hosting. Just add some content.

Z} Domain extras - 123-reg orders - Microsoft Internet Explorer =S|
Ele Edit Yiew Favorites Tools Help ‘ |’,'
N A 3 e i ﬁ 35
Oﬁatk ML~ I d @ (0| / Seatch . Favarites ‘} T b - - gl &
Adress [&] hetpafwmi. 123-reg.co.ukjorder B> E |Lir|ks »
-

Your basket
Add web hosting from £1.85 a month

>y Domain names
- Web hosting gives you some space to create a website to use with your

domain.
hamsterwheels.co.uk
2 years - £5.08

ok, let's continue

hide webh hosting O

& o thanks
 Starter £1.85 a month / £22 20 a year
b 100MB weh space Also includes
b 1500ME data transfer ¥ Online file manager
b 15 POP3 mailboxes b FTP access
b Webalizer stats
b £20 Google AdWords vouchers
 Starter Plus £2.99 a month / £26.91 a year
(3 months freel)
» 250MB web space Also includes
» J000ME data transfer » Online file manager
» 26 POP3 mailboxes » FTP access
» ‘ebalizer stats
p £30 Google Advyords vouchers
» £30 MEM adCenter vouchers
 Starter Pro £3.99 a month / £35.91 a year
(3 months freel)
» S00MB web space Also includes =
| &] Done [ E&[ [ ntermnet

Whenyou're buying hosting, the main things to look for are:

1.  How much storage space for your site’s content do you get? Some companies only
give you a measly 100 MB or so, while others offer up to 10 GB or 10,000 MB.
Others offer unlimited storage.
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2. How much data transfer do you get? That is, the traffic that flows between your web
site and your visitors’ computers. If you have a page on your server that takes up
100 KB of storage, and 750 people look at the page each month, that’s 75000 KB or
75 MB of traffic each month. If the page contains a picture in JPG format that’s 210
KB, that’s an additional 210 KB of transfer each time. So you’ll want to make sure
that the amount of data transfer offered by your hosting company is sufficient for
your needs.

3.  What other facilities do you need, and are they included in the price? In our case,
for developing the sites covered in this book, we’re going to need the PHP
programming language and the MySQL database server. Most hosts offer this, but
not all of them do. And in some cases you have to pay extra (maybe $1 or 2 per
month).

As you’ll see, hosting companies offer dozens of additional features that may or not be useful
to you. Some offer 100 FTP accounts, for example, allowing up tO 100 different people to be
able to upload pages toyour site, each with their own username and password. Unlessyou're
a multinational organisation, this is unnecessary.

Equally, every hosting company will offer you a number of email inboxes associated with
your new domain name. In my opinion, it's easiest not to bother with them. Instead, create
one or more email forwarding entries instead (these are free), to forward incoming email
from your domain to, say, hotmail or gmail. Or to your existing email account.

Assuming you get your hosting space and your domain name from the same company, the
process of setting up a Web site from scratch goes like this:

1. Register the domain name online, and tick the box to say that you want hosting space
too.

2. You'll receive a confirmation email that contains two sets of important information.
First, how to log into the domain name control panel in order to point the domain
name at your hosting space. Second, the necessary passwords etc that you’ll need in
order to upload the HTML files, pictures, and all the other files that comprise your
new site, onto the server space that you're renting. | call those passwords etc the
"Fundamental Four", for reasons thatwill be explained shortly.

As for the information on how to point your domain name at the server space, you can ignore
it for now. Because you bought the domain name and the server space from the same
company, this step will already have been done for you. All you need to do is to start creating
some content for your web site and then upload it to the server. As soon as you start to do
this, your web site will begin to take shape. And in the remaining chapters of this book I'll
show you how to do just that.
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As for those fundamental four pieces of information that allow you to upload content to your
hosting space, what are they? They comprise:

The address of theweb server

A username for connecting to the web server

A password toaccompany the username

Details of which particular folder or directory you need to upload your files into.

About Web Content

rown =

Having rented some space on a web server, you can now get to work on the ongoing task of
creating, and maintaining, the content of your site. There are 3 ways to do this.

1. Install some ready-made software

There are plenty of web site management systems available, both commercially and as free
downloads, which you can install on your new hosting space and which will fulfil some or all
of your needs. Ifyouwant aweb site that works like a blog, which you can log into and post
new content via a web browser, you need to be looking for a CMS, or Content Management
System. In the world of free software, the leaders in this area are Joomla, Drupal and
WordPress. Just download the software from the web, install it on the hosting space that
you are renting, and you're ready to roll.

If youwant additional features such as picture galleries, real-time chat, etc etc, there are add-
on modules for most CMSes that provide such things.

If this sounds like the way you want to move forward, you may wish to skip the next few
chapters and go directly to page 134.

2. Develop a Database-Driven Site with a WYSIWYG Tool

The second way to create a working site within your hosting space is to use a product that
lets you use drag-and-drop, and point-and-click features to design your own CMS-based
system, which the tool then turns into a number of custom-written programs and databases
for you to upload to your hosting space. If you want to go down this route, the leading
commercial product is Adobe Dreamweaver, which is supremely powerful and
correspondingly expensive. If you want do build your web site in this way, much of what
follows is not for you. Instead, go buy a Dreamweaver book, or look on Adobe’s web site for
some tutorials.
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3. Create The Site Yourself

The third option, and the one which gives you the most power and flexibility, is to create the
web site yourself. This means starting off by creating a few simple pages using HTML, and
subsequently progressing to using database techniques with PHP and MySQL. If you choose
this method, you can make your web site do anything you want. It's the way that most
professional web developers work.

Don’t worry if you’re not an experienced programmer or designer. The programming side,
with PHP, isn’t particularly difficult. And there are loads of great web sites with ready-made
page designs that you can use for free.

If this sounds like the way you want to do web stuff, everything that follows is most definitely
for you. We'll start with the basics of HTML and CSS to create simple web pages, and then
move on to techniques such as web-based programming with PHP in order to create dynamic
Web-2.0 online applications.

Do you need a development server?

In order to create web sites, you need to store the content of your site on a web server. If
you’re renting some hosting space, you already have a perfectly usable web server for your
site. So, is it OK to use that server during the development process, for testing your site as it
takes shape and for storing pages that may not be quite finished?

Chancesare, yes it’s perfectly OK. There’s no harm in using your "live" hosting space, or part
of it, as a test bed for an unfinished site. And there’s certainly no need to set up a completely
separate web server, accessible only toyou, for development purposes.

However, setting up a test server might occasionally be required. For example, if you're
working on a new business idea that you hope will make you rich, you really don’t want half-
finished pages appearing on a publicly accessible site before the project is officially launched.
Also, if you’re working on a particularly complex piece of programming, which might crash
the server if it doesn’t work, you don’t want to risk damaging a working site that is already
being used by existing clients.

In such cases, you might want to consider setting up a test web server for development
purposes. Also, setting up such a server is a fun thing to do, which can teach you a lot about
how web sites and the internet work.

To find out how to set up a test web server, step by step, refer to Appendix A on page 340.
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Getting Everything Together

You should now know all about domain names, web hosting, HTML files, and uploading.
With this knowledge, you can now create your first web page. This means creatingan HTML
document file and uploading it to the hosting space on aweb server.

We’'ll need some hosting space on a server somewhere. There are thousands of companies
that will rent you space on their servers. This book features examples from a handful of
companies that I happen to personally recommend. Please, if you're looking for a web host,
check out www.the-web-book.com/hosting and sign up with one of them through the links
on that page. Itmeansl| geta small payment in retum.

If you choose to sign up with a different hosting company, that's fine. They all work in
roughly the same way, so you shouldn’t encounter any problems.

So having acquired some server space, what's next? To create web pages and upload them to
a web server you'll need some suitable software installed on your computer. First, you'll
need an HTML editor. This is a program which works much like aword processor, butwhich
saves the finished document in HTML format (ie, as a web page) rather than as a Word or
RTF file. Second, you’ll need a program which can upload (ie, copy) HTML files across the
internet from your computer to the web server. The standard method for doing this is called
the File Transfer Protocol, or FTP.

There are many HTML editors on the market. Some are expensive, complicated commercial
offerings such as Dreamweaver from Adobe or Expression Web from Microsoft. There are
also some free ones, such as nVu, Amaya and Kompozer, which you can download from the
internet. Similarly, there are lots of commercial FTP programs such as ws_FTP (the market
leader), and free ones such as FileZilla. Most commercial HTML editors, such as
Dreamweaver, also have FTP capability built in, but the free ones tend not to.

If you subscribe to a computer magazine that has a monthly CD or DVD on the cover, check
your collection of discs. You may find that there’s one or more HTML editors on them,
which you could consider using.

Microsoft and Adobe offer time-limited trial versions of their software which you can
download from their respective web sites. While products such as Expression Web and
Dreamweaver are certainly powerful, they’re also confusing for beginners so I’'m not going to
suggest you use them for now.
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If you already have an HTML editor or an FTP program installed, feel free to use it for all of
the examples in this book. If you don't have one, I'll assume that you'd rather use a free one
than have to buy something. That goes for all the software mentioned in this book.
Everything thatwe’ll be using is completely free.

For editing our HTML files we’ll use Amaya and for our FTP uploads we’ll use FileZilla.
These are, inmy opinion, the best of the freebies.

So before you progress to the next chapter, here’s what you need to do.

1. If you haven't already registered a domain name and bought some hosting space for
it, now is the time to do so. A Google search for "web hosting” will get you started.
Better still, check out the companies | personally recommend, at www.the-web-
book.com/hosting.

2. Make sure you have the details to hand of how to access your hosting space. You
should know the address of the server, the folder to upload files to, and a username
and password.

3. Download and install Amaya on your computer. This isyour HTML editor.

4. Download and install FileZilla on your computer. This is the FTP program for
uploading finished pages to the server.

The following chapters will explain how to do all this.

It's assumed that you’re working on a Windows computer, using XP, Vista or Windows 7.
Apologies to those of you who prefer Apple Macs, but this book isn’t compatible with your
alternative lifestyle and | have no plans to produce a Mac version.
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Domain Name and Hosting

The first stage in creating a new public web site is to register the domain name and rent some
hosting space, so let’s do that now. Let’s sign up at www.hostmonster.com, and register the
domain called www.the-web-book.com. That's the domain that I'll be using for all the
examples that follow. Obviously you'll need to substitute the-web-book.com for whatever
domainyou decide to register.

In the next chapter, I'll repeat the process using a different hosting company so you can see
where things differ, and where they tend to stay the same, regardless of what company you
choose to host your site.

Incidentally, a minor technical point that's worth knowing at this point. We won’t actually
be registering www. t he- web-book. combut merely t he- web- book. com That’s the way

that DNS works. You register the top-level name, such as t he- web-book.com or
fabnews. co. nz. How to handle prefixes is technically up to you, but in practice is
automatically handled by your hosting company. You could, if you wish, change the prefix
from www to web. Or configure things so that www. your si t e. comends up at one place
but web. yoursi t e. comends up somewhere else. Not that you’d do that, because it would
confuse people, but it's possible.

These additional prefixes are called subdomains, and can be useful in some circumstances.
The BBC’s news pages, for example, are at news. bbc. co. uk whereas its main site is

www. bbc. co. uk. Creating subdomains isn’t something that we’ll cover again in this book,
but most hosting companies support the facility if you particularly need to do it in the future.

Right, back to hostmonster.com. Let’s start by registering our name.
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hOSt monsier Home Hosting Features Help Center Contact Us About Us Domain Check Affillates

Sign Up Now +step1  step2  Questions?

Step 1 of 2: Select a Domain Host
HostMonster specializes in

Congratulations. Thank vou for choosing HostMonster.Com. vou have made the right customer satisfaction. Call E
choice in selecting us as your web hosting and eBusiness provider. We provide us with your questions
excellent custormer service, reliable hardware and affordable prices, Toll free
E -
= L
We appreciate vour business and look forward to a great relationship, (356] 573-HOST = k*
(866) 573-4678 &
~‘

| Have a Domain 4

| Need a Domain

Help me transfer my domain

Help me get my Free Domain®

Enter Domain Name:

hhe-web-book

” com LI Enter Domain MName:

[domainname.com)

[domainname. corm)

[T add HostMonster privacy

FREE! HostMonster will provide you the information

you'll need for transferring your domain.

We enter the domain name we want to register, and allow hostmonster to check whether it’s
available.

Note the option for privacy. There’s a public directory of internet domain name registrations
that allows anyone to find out the name and address of the person or organisation which
registered any domain. It's known as the "whois" system. By selecting the privacy option,
which all domain name registration companies offer in one form or another, your personal
name and address are withheld from the directory. Unless you're a large company, you'll
probably want to do this.

Our domain name is available, so let’s sign up and buy it, along with the basic hosting
package so we get some space on the server for our web content. We'll need to supply our
credit card details and an email address, and also choose a password for logging into the
control panel.
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Successful Signup Questions?

Congratulations, your purchase was successful.
HostMonster specializes in

Please review the following information. & confirmnation of this purchase, along with your customer satisfaction. Call
username and password, will be emailed to hostmonster@schifreen.com. us with your questians

Toll free.
COMTROL FAMNEL FOR the-web-book.com This will i
(This will openina g6y 573-HOST

new window.} (866) 573-4678

“our site will be visible to everyone within one business day.

Domain Information

Domain Name: the-web-book .com

i

Account Information

Business MName: Crakweorth Business Publizhing Ltd
First Name: Fobert
Last Mame Schifreen

And we’re done. That's all there is to it. We've now set up the required infrastructure for a
brand new web site. We've got a name, and some space on which to host the site. All we
need to do now is wait for the email message with details of how to connect to our hosting
space.

After a few minutes, itarrives. Here’'swhat it looks like:

Welcome to HostMonster.Com! {the-web-book.com) Inbes |%

HostMonster.Com to hostmonster show details 802 PM {11 minutes ago) | 4 Reply | =

1 monster

Welcome to HostMonster.Com! (the-

web-book.com) ACCOUNT SETUP INFORMATION:
Thank you for choosing Hosthonster . Com. Our goal is to Web Address:
provide superior web hosting and top-notch customer service http:ithe-web-book.com/
(=0 you'll want to refer us to your friends!). View your
receipt. FTP Address:
fip:ithewebboTthe-web-book.
. /public_html
IMPORTANT ACCOUNT INFORMATION: comiuble m
Anytime you contact our support staff, pleaze have the Hame Servers:
fallowing accournt information avvailable for walidstion: M1 HOSTMOMSTER COM

ME2 HOSTMOMETER .COM

= [omain name: the-web-book.com
& zername: thewebbo Email Server:
» Pazzword S s mail the-web-book com
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So now we have those "fundamental four" bits of information we need in order to upload
content to our new hosting space. The address of the server for FTP uploads is the-web-
book.com and the folder is /public_html. The username is thewebbo.

For obvious reasons I've obscured the password. Remember to keep all web hosting
passwords safe and secure, and not let anyone else use them. Anyone who finds your
password could, in just a few seconds, delete your entire site from the server. Or, worse,
replace your carefully-crafted pages with gibberish or obscenities.

Having bought some hosting space, the only way you’ll ever log into the hosting company’s
systems is via FTP in order to upload files. But all hosts also offer a control panel of some
sort, where you can maintain your billing information and do all sorts of other interesting
things. Let's have a look at our control panel now. To do this, we surf to

www. host nonst er. com and we'll see that there’s a control panel login option. We simply

log in with our username and password as specified in the email we received earlier:

D i hewabbo

24/71SUPPORT NOW HOSTING
450,000 L iemmmm—wmam
L 84507000 _
DOMAINS Control Panel Login
hOSt monster Home Hosting Features Help Center Contact Us About Us Domain Check Afflliates

Web Hosting Plans Include: ] . g
P — Professional Web Hosting t 14

Having done this, the control panel appears.
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If you've not seen a web control panel before, it probably looks rather daunting. Especially
when you see that there are 8 tabs/sections and our screen shot shows just one of them. The
good news is that you’ll hardly ever need to touch it. But the other good news is that, should
you ever need to change anything about the way your web hosting works, it can all be done
via this control panel. One word of advice, though: each time you change something on the
control panel, make a note somewhere. It'll come in useful one day.

Let’s take a brief look through some of the most important sections of this control panel. The
design of which, incidentally, is not unique to hostmonster. It's a commercial product called
cPanel, which many hosting companies buy because it saves them having to write their own.

Stats

The area down the left hand side of the screen is your web site dashboard. It shows you how
much storage space and transfer capacity you're using, when the hosting account expires,
and so on. There’s also a link to the Service Status page. Ifyou ever find that your web site
isn’t working properly, check this page before assuming that it's your fault. The server may
be down for maintenance.

Partners/Promotional

This section shows various additional services that you can sign up for, some of which are
free. Feel free to click on the links and explore further. But none of these services is
essential, at least for the time being, so don’t bother signing up for anything unless you really
wantto. It'll only complicated things further on.

Mail

From here you can set up the way that email works for your domain. When you buy a
domain name, you have control not only over the website at wwv. your domai n. com but
also any email sent to anyone@our domai n. com At some point we’ll need to configure
this, because we want to ensure that mail sent to, say, i nf o@ry-web- book. comactually

ends up somewhere where we can access it. Equally, we want to be able to send mail which
appears to have come from sonmeone @ry- web- book. com But for now, this can wait. We

need to get the web site up and running first.

Files

The Files section of cPanel lets you browse and back up the files on your site, ie the HTML
documents that comprise your web pages. It's simplest to do this via an FTP program rather
than theweb control panel, though, so my advice is to ignore this feature.

Logs
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It's useful to know how many people have been looking at your web site. All web servers
keep logs of such things, and all hosting companies offer you a variety of ways to view those
logs. One of the friendliest log viewers is webalizer which, asyou can see, has been installed
on the server for us. Toview the logswe need do nothing more than click on the link. We'll
talk more about logs, and how to market your web site, in a later chapter.

For now, though, click on Choose Log Programs and make sure that Webalizer is enabled.
That way, when you come to the chapter on how to look at the stats foryour site, there will be
some nice Webalizer graphsto look at. If you don't tick this option, there won't be,

Security

These options allow you to add security to your web site. You can add password protection
to some or all of your pages, or prevent access to your site from certain IP addresses. Leech
Protect adds additional protection to password-protected areas of your site, by allowing you
to specify how many different IP addresses a particular password is permitted to be used
from. This prevents misuse of your site caused by passwords to protected areas becoming
known and being distributed among hackers. We’'ll cover web site security, and how to
protect the information on your site, in much more detail in a later chapter. Generally,
protecting your web site is something you do within the site itself, rather than from a control
panel.

Domains

This area of the control panels lets you manage the domain names that you have registered
via the hosting company. You can transfer their registration to a different company if you
wish, or move other domains that you own from a different hosting company to this one.
You can also create subdomains, as mentioned on page 28.

Databases
In later chapters, we'll set up MySQL databases on the server and then create web sites that
can access them. From this section of the control panel you can manage those databases.

Software/Services

This section allows you to change theway that certain key software applications on the server
work. For example, you can change the master configuration file for the PHP programming
language if you need to tweak certain settings.

Advanced

Among the options available here are "cron jobs". Most web servers, including this one, use
the Linux operating system rather than Windows, and a cron job is the Linux equivalent of
what Windows refers to as a scheduled task. This is a way for you to tell the server to
automatically run a specific program at specified times throughout the day, week, month
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and/oryear. You might, for example, set up a cron job that runs a PHP program on the first
day of every month, which checks the membership database of your web site and sends an
email reminder to everyone whose subscription to the site is about to expire.

It's Not Rude to Point

Earlier on, | mentioned that the easiest way to get a professional-looking web presence is to
register your own domain name but, instead of buying hosting space and spending time
creating pages, just point the domain name at your personal area on a site such as MySpace,
Blogger.com, Youtube, Facebook etc. Now that we've registered our domain name, | can
show you how to do just that.

First, make sure you know the web address (URL) of the site that you want to point, or
redirect, your domain name to. In this example I'm going to point www. t he- web- book

. comat my page on Facebook, to make up for the fact that | haven't created any web content
for my new domainyet.

Log into the web control panel. If you're using cPanel, you need the Domains section.
Specifically the option called "Redirects”, which brings up a page that includes a section
which looks like this:

"a Redirects

Redirects allow you to make & specific web page redirect to another page and display the contents of that page. This way you can make a page with a long
URL accessible by a page which has & shorter and easier to remember URL.

Add Redirect:

A permanent redirect will notify the visitor's browser to update any bookmarks that are linked to the page that is being redirected. Temporary redirects will
not update the visitor's bookmarks.

Type | Permanent (301) -I

http:.-"f(www.)'—‘lthe-web-bnnk.cnm ;I fl

redirects to— |http:ffwww.facebook.com/srch.phD?nm=robert+sch_’5

www redirection: Only redirect with www. & Redirect with or without www. (Do Mot Redirect www.
I wild card Redirect

Add

Note:

Checking the Wild Card Redirect Box will redirect all files within a directory to the same filename in the redirected directory.

As you can see, I've typed (actually, pasted) the address of my Facebook page into the
"redirects to" box. I'vealso selected t he- web- book. comas the source.

That's all you need to do. Click the "Add" button, wait a few seconds for your server to

update itself, and the job is done. If I now open my web browser and attempt to surf to
www. t he- web- book. com I actually end up at my Facebook page instead.
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Obviously, if you're intending to go down this route from the start, there’s no need to pay for
hosting space when you register your domain name. Indeed, you can stop reading this book
now, as we've covered everything you need to know. However, with so many good offers
around for combined registration and hosting, you may decide that it's easier to just buy
both at the same time, even if you start off by pointing your domain name at an external site
for the first few months rather than creating your own content.

If you really do want to register just a domain name and have no intention of occupying any
hosting space, most hosting companies offer this service. They all offer redirect facilities,
too, so that you can point your new name wherever you wish.
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Some More About Hosting

Let's take another look at the process of registering a domain name and signing up for
hosting. This time I'll use another of the companies | recommend, namely site5. Their home
page offers the following services:

[l Sited Web Hosting For W... + |EE
b C f % hiip//wwwsite5.com/ > | DO~ £~

Sites SUPPORT * COMMUNITY cus  EEMEmallus B cHatnow & calLus CLIENT LOGIN 3}

Web Hosting Reseller Hosting Virtual Servers Dedicated Servers About

Web hosting for web designers.

FREE MIGRATION AMAZING SUPPORT 99.9% or 99.99% |
We Handle Everything Always Friendly & Helpful  Uptime Guarantee 1
We will migrate your entire website to Site5! A Just read through the over 538 reviews left by our ~ We aim to please with our uptime guarantee, a
dedicated staff member will help you for the customers at RatePoint to see what makes us real-time status of all our servers, public stats on
entire transition_ Learn more! AMAZING. Meet the 47 staff at Site5! each server's uptime, and a 30 day free triall
Web Hosting Reseller Hosfing Virtual Servers Dedicated Servers
from $4.95/mo from $23.95/mo from $50/mo from $165/mo
» SHARED HOSTING » RESELLER HOSTING » VPS » MANAGED SERVERS
Starting at $4.95/mo Starting at $23.95/mo Starting at $50/mo Starting at $200/mo
» SHARED CLOUD » RESELLER CLOUD » CLOUD VPS » UNMANAGED SERVERS
HOSTING HOSTING Starting at $100/mo Starting at §165/mo
Starting at $22.50/mo Coming Soon!
DAY MONEY BACK ¥/ RatePoint (& |
i { corsumer approved ? i) SAFE HARBOR

We're mostly interested in the main tabs across the top of the page. As you can see, there are
4 different offerings: web hosting, reseller hosting, virtual servers and dedicated servers.
Most hosting companies offer some or all of these services, so it’s worth exploring the
differences between them.

Shared Hosting

Shared hosting (accessible from the Web Hosting tab on site5’s home page) is the most
common and popular option. Y our web site (ie the html pages, images, PHP files, MySQL
databases etc) is stored on a web server along with some other customers’ sites. Typically
around 10 others. Needless to say, the security settings on the server prevent any customer
from seeing any other customer’s private files.
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Shared hosting is the most cost-effective and popular option, and generally works well.
However, it can sometimes cause problems. If one of those 10 customers runs a very popular
site, it'll slow down access to the other 9 sites. More importantly, if one of those 10
customers writes some server-based programs which don’t handle security properly, such
that hackers manage to penetrate the site and gain root access to the server, the hackers now
have access to all 10 customers’ areas. Including yours. Which is one good reason why it’s
always advisable to back up your web site regularly, just in case the worst happens.

In its favour, shared hosting is easy to set up and is cheap. You'll typically pay less than $9a
month for the hosting, including the rental of your domain name. And while such a package
(ie, roughly a tenth of a server) isn’t powerful enough to host something like Amazon or
Facebook, it's normally perfectly capable of running a site that receives around 10,000
visitors per day.

Reseller Hosting

If you want to get into the business of running a web hosting company, but you don’t have
any servers, that’'s no problem. Just sign up with a host that offers a reseller account. You
can now sell hosting packages under your own name and, if you wish, brand the web site
with your own company’s logo and details. Reseller hosting, also known as “white label”
hosting (because the label is blank and you can put your own company name on it) is not
what this book is about, so the subject is not covered further.

Dedicated Servers

A dedicated server is exactly what the name implies. Your own web server. Your own
physical computer at the hosting company’s data centre, probably as a rack-mounted device
rather than in traditional desktop format. And because it's connected to the internet at a data
centre, rather than at your home or office, internet connectivity is much, much faster.

The benefits of a dedicated server are obvious. You get to use the full capacity of the
computer, because no one else’s web site is stored on it. Y ou normally also get trusted with
the root/administrator password, so you can install anything you wish, and change the
configuration. This isn’'t generally allowed on shared servers, for security reasons.

Dedicated servers don’t come cheap. Typical costs are between $100 and $500 per month,
according to the spec of themachine.

Another way of obtaining a dedicated server is to buy your own machine and find a company
which is prepared to install it in their own datacentre for you. This is known as co-location,
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or co-lo. You get decent internet connection speed, and somewhere secure to store your
important server. But generally speaking, the hosting company won't look after it for you. If
it blows a fuse, you’ll need to go on site and fix it yourself.

Virtual Servers

Somewhere between the two extremes of shared hosting and dedicated servers sits the
middle ground which is known as a virtual server, or a virtual private server, or a VPS. It
looks and feels like a dedicated server, in that it's a machine to which only you have access.
However, it’s actually a virtual machine, running on a computer that can host 10 or 20 such
virtual machines at a time.

A VPS is more powerful than a shared hosting account because you have more control over
yourvirtualmachine. Pricesare typically around a quarter of the cost of a dedicated server.

So, which hosting package should you go for? Shared hosting, dedicated server, or VPS? For
a single web site, or if you're just starting out, go with a shared host. It's perfectly adequate.
If you outgrow the account, or you want to start hosting multiple sites for different projects
or different clients, your hosting company should be able to upgrade you to a dedicated
server (either real or virtual) at a later date.

Although a VPS is more powerful than a shared hosting account, it's generally not
particularly difficult to use. For example, here’s the screen that appears in my web browser
when | log into my VPS hosted by site5:

r_. Site5 Backstage : SiteAd..

« C N 1% https//backstagesiteS.com, e a» Q O k-

site®  hackstage

SiteAdmin / Manage Hosting Accounts

Your SiteAdmin Accounts

Sites e pane! you use Io edit and manage your indhidual websiles. You can use SiteAdmin lo set up FTP, domain painters, susdomains, e
mat

Description
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Here, |’ ve selected the Site Admin tab, which shows me all of the sites currently hosted on
thisaccount. There’sjust one right now, namely The Web Book. Clicking onthe site name
brings up the control panel for that site:

« C M ¢ hips//proxy-netadmin-347944.backstage.siteS.com/frontend/nad/indexh g Q 0O F-

& SiteAdmin TN,

the-web-book.com VP51 (SiteAdmin) account on webbook

[l SiteAdmin 2.0 is on its way! View 3 preview of whats in store!

Home

Password
Welcome to SiteAdmin! SiteAdmin is the Iatest version of our fiagship control panel software
Server Information developed exclusively by the Site5 Engineering Team. SiteAdmin is your main confrol panel for each
My E-Mail Center indnidual websile - you can use dozens of useful lools for your website, plus manage FTP
accounts, parked domains, point domains, setup e-mail accounts and more. If you have more than
Web Site Tools one website through our True MultiSite plan, or by muitiple SiteS accounts, you can easily switch
between your sites from the dropdown menu above.

SiteAdmin

Manage My Domains
Please visit our Community Forums to chat with Site5 stall, management and other customers!
MySQL Databases
My FTP Accounts Account Information =
Stats & Web Logs Domain Name: the-web-book.com
3rd Party Tools Username: thewabbo
IP Address: 174.120.30.124
Advanced Tools Servername: webbook
Resource Usage
Used Max
Disk space: oMe Unlimited MB
Bandwidth (MB): 417525 MB no limit MB
POP accounts: 0 unlimited
Forwarders: 1] unlimited
Autoresponders: 0 unlimited
Mailing lists: o unlimited
Email filters: 0 unlimited
FTP accounts: 0 unlimited
Domain pointers: 0 uniimitad
Parked Domains: o 999989
b-domains: 0 unlimited ]

Because this is a VPS rather than a shared host, | also get a Multi Admin tab, as shown in the
picture above. From there, | can create new web sites, ie new hosting accounts that point to
my VPS.

Shared Hosting Signup with Site5

When you're signing up for a shared hosting account, which is probably what you’ll end up
doing, all hosting companies operate in a very similar manner. Starting on page 28, |
showed how to sign up with Hostmonster.com. Another hosting company which | happen to
recommend is site5, so let’s try them now.

At www.siteb.com, clicking on the Web Hosting tab and then choosing the Shared Hosting
option brings up a variety of packages and price plans:
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Sites SUPFORT + COMMUNITY  CONTACTUS BN EmaLus B cHatnow | § caAllus CLIENT LOGIN

Home Web Hosting Reseller Hosting Virtual Servers Dedicated Servers About

Shared Hosiing / Plans & Features Or View our Cloud Hosting Plans »

If you have any questions on which web hosting plan is best for you and would like to talk to one of our sales engineers, simplyrequest a callback. We
would be happy to call you at a time good for you to go over everything,

HOSTBASIC HOSTPRO HOSTPRO + TURBO REDUNDANTPLUS
Key Features = $4.95/I‘T‘r0' $8.95/I‘f‘r0' $] ] .95/!‘“0’ $22.50/mo’

[ Disk Space UNLIMITED (How ?) UNLIMITED (How?) UNLIMITED (How?) 2GB
@ Bandwidth UNLIMITED (How?) UNLIMITED (How?) UNLIMITED (How?) 50 GB
@ Websites 1 UNLIMITED (How?) UNLIMITED (How?) 10
@ Free Migration to Site5 1v4 « « «
@ Easy Website Builder (Toup of « « L4
@ Backups «f 4 " o

B Backstage (Tour)

SiteAdmin (Demo) ;
Our easy to use custom theme for cPanell
B MultiAdmin (Toun
Give each website you creale a separate b4 X + o
[ Dedicated IP x X 4 «
@ Redundant Central Email x x X L4
[E Redundant Failover Ability X x X o
@ Uptime Guarantee 90.9% 99.9% 99.9%6 '99.99%
" $4.95/mo $8.95/mo $11.95/mo
24 Months }i(2 yean)) a You Save 17% You Save 1% You Save 14% *
; $9.95/mo $12.95/mo $22.50/mo
12Maonths (1 yeen BRI You Save %% You Save 7% You Save 10%
Monthly b3 $10.95/mo $13.95/mo $25.00/mo

[ 45 Day Money Back Guarantee o «f

L4 L4
BE ONLINE WITHIN MINUTES! ORDER NOW! ORDER NOW!

This book is designed to help you create web sites using PHP and MySQL. Reading further
down the page (which I haven't included here), both of these are included. Nothing else on
the list of features is particularly crucial at this stage. As can be seen from the image above,
the starter option includes unlimited disk space (so you can store lots of HTML and PHP
files, and MySQL databases). It also includes unlimited bandwidth, which is important
because you don’t want to be liable for additional charges if your site attracts more visitors
than you had hoped for. Some hosting companies charge extra for bandwidth over a certain
limit, which makes planning and budgeting difficult. Italso means that, if you want to make
large files available for downloading, you’ll quickly run out of bandwidth and will either have
to close the site until the next billing period begins or hand over more money. Thankully,
that's not the case with site5.
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Let’s go for the hostPro package. Unlike the starter option, it allows the hosting of multiple
domains/sites, which might be useful later. Also, if you sign up for one month at $10.95 and
use a coupon code of FREETRIAL, it's free! (If you subsequently do decide to sign up and
want to pay for 6, 12 or 24 months up front, in order to get the cheaper rates, you can do so).

Crder Shared Web Hosting

gEFI o w RESTART ORDER
hoose Plan

Step 1: Choose Your Package

Choose a plan and confract length. The longer your confract, the
lower your monthly price.

Choose Plan: | hostPro |z|

Pricing Details: hostPro

Term Length Monthly Price Per Term Setup Fee Discount
@ 1 month $10.95 $10.95 $0.00 0%

6 months $10.50 $63.00 $0.00 4%

12 months $9.95 $119.40 $0.00 9%

24 months 58.95 $214.80 50.00 16%

‘ Coupon Code: | FREETRIAL (Optional)

Next, we're asked if we want the Turbo option, for an extra $3 a month, to make it easier to
host multiple sites. This might well be useful in the future, but for now we can probably
manage without it.
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—

STEP 1 STEP 2
Choose Plan Choose Domain Order SUmeI’Y
hostPro
Would you like to Turbocharge your hosting account?  menih DO

Coupon:
Free 30 Day Trial(Calculated at checkout)

Turbecharge your account! Our new Turbocharge option enables our exclusive True MultiSite(TM) .
features, allowing you to host unlimited full-featured domains, each with their own full e-mail. control Total before discount: $0.00
panel and more. You get:

» True MultiSite{TM) Enhanced Hosting =3 RESTART ORDER
¥ Unlimited Sites: each with their own e-mail, control panel, users and more

» A dedicated IP address for your account

¥ Create your own additional hosting accounts with your choice of options.

¥ Mo need for domain pointers - easily create unlimited sites with our True MultiSite(TM)
interface

» Want to know more? Read our Site5 wiki article. (opens in new window)

Would You Like to Turbocharge Your Account?
Add Turbocharge: [ YES! Add the Turbocharge feature for an additional $3.00/m!

If you aren't interested in this offer, just click "next” to go to the next step!

Next, we need to choose a domain name. To register a new name, type the name into the
relevant box and click the “check availability” button. In this example we'll try for hamster-
wheels.com and, as luck would have it, the domain is still available because no one else has
registered it. Remember, though, that hamster-wheels.co.uk, hamste-wheels.org, hamster-
wheels.de and all the other geographical variations may be taken, and you’ll need to bear this
in mind when choosing the name for your site. Registering just one domain doesn’t give you
worldwide exclusivity of the brand name. Equally, if hamster-wheels.co.jp turns out to be a
major Japanese conglomerate, and they subsequently accuse you of cashing in on their
image by setting up a similar business, you’re in for an interesting discussion with the legal
profession. So it does pay to do your research before settling on a name for your site.

Step 2: Choose Your Domain

Enter the domain name (www.mysite.com) you would like to use for this account. If the domain is
available, you can register it with us. If you already own the domain, you can transfer it.

© Use a domain name you already own
@ Register a new domain name

http:/fwww.| hamster-wheels.com Check Availability

hamster-wheels.com
You can register this domain with Site5.com for only $9.96 a year!

° Include registration of domain for a 1 year period ($9.96/yr)
@ Include registration of domain for a 2 year period ($9.96/yr)

Is this a new domain? If 50, you can register it immediately for only $9.95 (one-year registration) along with your
hosting account. Click on the "Check Availability” button to find cut if your domain is available for registration
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In addition to the hosting fee ($10.95 a month if you go for a 1-monthly contract), site5
charge a very reasonable $9.96 per year for registering the domain name. Note that the
domain name rental isn’t part of the free trial so, if you don’t proceed with the site after the
first month, you'll still need to pay for (and will own) the registered domain name.

Next, you'll be asked to register for an account on site5’s system, by specifying an email
address and password. You'll also need to supply your credit card details, even if you're
signing up for the free trial (but you card won't be charged if you cancel within the trial
period).

Ullimately you’ll end up at the screen shown below. In this order, I've actually chosen to
transfer one of my existing domain names into site5, rather than register a new one, so the
total cost so far is $0. Had | registered a new name, the cost would be $9.96.

Sites SUPFORT ' COMMUNITY -~ CONTACTUS | EEM EMAILUS & cHaTnow %, caLLus M

Home Web Hosting Reseller Hosting Virtual Servers Dedicated Servers About

Order Shared Web Hosfing

mn

STEP 1 STEP 2 STEP 3 STEP 4 Order Summary

Choose Plan Cheoose Domain Your Info Review

hostPro: foodar.com

Your order is complete and awaiting processing! 1 mentn

@ $10.95/month

Coupon:

Account Number:
Free 30 Day Trial(Calculated at checkout)

Received at: Sun Aug 29 08:30:56 CDT 2010

We are now processing orders 24 hours a day, 7 days a week. Unless we cannot automatically verify your Total before discount: $0.00
order details, your order will be processed within a few minutes! At this time you will receive a welcome
email at Bualie sest@oakworth.biz. L4

If you need help transferring your domain name to our servers, you can get further assistance in our detailed &) RESTART ORDER

domain name transfer guide and FAQ.

Additionally, please take a moment to register for our Community Forums. They are an incredibly valuable
tool that bring Site5 staff and customers together in a friendly community environment. We would love your
participation in our community!

Again, thank you for choosing Sited!

Best Regards,
The Site5 Team

The screen promises that my Welcome email will arrive in a few minutes, which it does. It
contains my login information for Backstage, site5’s own admin system and control panel.
You'll also receive a second email which contains FTP details and other associated
information. In the case of site5, here’s an extract from that message:
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Welcome New Shared Hosting Customer! tnbox |x

Site5 Sales to i fest 10:26 PM (18 hours ago) Reply
Robert Schifreen:

Thank you for choosing Site5 for your web hosting needs!

In this email you will find all of the necessary login information required to connect to your new
web hosting account as well as how to direct your domain name to your new web space.

You may want to print and sawve this email for future reference.

Your Backstage Account Portal:

Site5 Backstage is your main hub for accessing all aspects of your Site5 senice. Through
Backstage you can access your account settings, your SiteAdmin control panel, obtain
support and mare.

If you are a new Site5 customer, you should soon be receiving a separate e-mail with your
Backstage login info.

Your Account Login Infarmation:

This login information can be used to connect to your account via your FTP Client, Macromedia
Dreamweaver, Microsoft FrontPage, etc.

Domain Name..: fusle cun @
Account IP__- 178 00 00 130
Username.....: fosds o
Password.....o fE5 v

We’'ll need those FTP login details later. For the moment, logging into Backstage brings up
the following:

site§ hackstage-

Dashboard SiteAdmin Add-Ons Domains Support Promote Us

/g\ Dashboard / Your Backstage Home

The most important tab in the Backstage system is Site Admin, which is the area from which
you’ll administer your site. Incidentally, if you sign up with site5 and your Backstage area
doesn’t have a SiteAdmin tab, it generally means that your credit card payment is still being
verified. Waita couple more hours and everything should start to work just fine.

To manage your site5-hosted site, click on the SiteAdmin tab in Backstage and you get to the
following screen:
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¢ Favorites (& SiteAdmin for foodar.com

SiteAdmin

fOOdarcom hostPro account on kwyjibo
Q SiteAdmin 2.0 is on its way! View a preview of what's in store!
Home 3 -
SiteAdmin
Password
Welcome to SiteAdmin! SiteAdmin is the latest version of our flagship control panel software
Server Information developed exclusively by the Site5 Engineering Team. SiteAdmin is your main control panel for each
individual website - you can use dozens of useful tools for your website, plus manage FTP
My E-Mail Center accounts, parked domains, point domains, setup e-mail accounts and more. If you have more than
one website through our True MultiSite plan, or by multiple Site5 accounts, you can easily switch
Web Site Tools between your sites from the dropdown menu above.
Manage My Domains Please visit our Community Forums to chat with Site5 staff, management and other customers! E
MySQL Databases
Account Information
My FTP Accounts
Domain Name: foodar.com
SEEENIE Username: foodarco
3rd Party Tools IP Address: 174.122.37.130
Servername: fwyjibo
Advanced Tools
Resource Usage
Used Max
Disk space: 0.16 MB 3531007 MB
Bandwidth (MB): 0MB 999939999.0 MB
POP accounts: 0 unlimited
Forwarders: 0 unlimited
Autoresponders: 0 unlimited
Mailing lists: 0 unlimited
Email filters: 0 unlimited
FTP accounts: 0 unlimited
M cin maintaea. n . e L
Done €D Internet | Protected Mode: Off fa v H100% -

The links down the left hand site of the Site Admin screen let you manage all aspects of your
site. If you're creating a site based around PHP and MySQL, then one link that you'll use
often is My SQL Databases, to create empty databases which your PHP programs can then
access. We'll cover such things in later chapters.

HTML Editor and FTP Client

With our hosting space now purchased but sitting empty, we need some programs that will
let us start to fill it. This means an HTML editor to create pages, and an FTP program to
upload those pages to the server.

FTP programs come in two flavours, namely clients and servers. For copying files between 2
computers, you need a client. An FTP server iswhat the web server runs, allowing clients to
connect to it. Don’t mistakenly install an FTP server on your computer, as it will allow
everyone in the world to attempt to connect to your computer via the internet and copy files
to or from your computer.

There are plenty of free HTML editors available for Windows, and the one we’ll be using
throughout this book is Amaya. It's relatively easy to use and, unlike some of the other free
programs, doesn’t attempt to install additional spyware or toolbars thatyou don’t need.
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There are many free FTP clients available. One of the most popular is Filezilla, so that's what
we'll use.

Amaya

To download Amaya, visit ht t p: / / ww. W3. or g/ Amaya and follow the Distributions link
to reach the download page. It doesn’t matter whether you get the http or FTP version — the
programs are both the same, the only difference is how your computer performs the
download.

New versions of Amaya are released every 4 months or so. The examples in this book are
based on version 11.2, released in mid-2009.

Once you've downloaded the Amaya program and saved it to your computer, double-click the
file to start the installation process. Keep clicking Next to accept the suggested options, and
the installation will complete. The installer will add an icon to your Windows desktop,
making it easy to run the program whenever you want.

Make A Web Work Folder

Now is a good time to give a moment’s thought about where you want to store work-in-
progress web pages on your computer. When you’re creating web content, such as HTML
files, the normal way of working is to create and edit the files on your computer, and only to
upload them to the web server (and thus make them available to the public) when they’re
finished. This has a number of advantages. Primarily, it means you always have backup
copies of your pages, because there’s the version on the server and the version on your PC.
Also, it means that information which you haven’t finished writing or checking can’'t be
accessed by anyone except you. If your company is about to launch a new product, for
example, uploading unfinished, unannounced details on the web site for Google (and thus
the world in general) to find is unwise.

You need a folder on your computer to store your web work. For the purposes of this book,
I'll assume that this folder is on your desktop and is called Web Work. 1fyou want to create
it somewhere else, or give it a different name, that’s fine. But if you're happy with my
suggestions, right-click onyour desktop and create a new Web Work folder now.

Filezilla

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you justthe same, but brings me a small commission that funds the development of this book.
47


http://www.w3.org/Amaya
http://www.w3.org/Amaya

Visit http://ww filezilla-project.org to download the FileZilla FTP client.
Choose the option to download the latest Windows version. The examples in this book use
version 3.2.3.1, released in mid-2009, but you may find that a slightly later version is
available by the timeyou read this.

Having downloaded the .EXE file, double-click it to start the installation process. Or if you
downloaded the .ZIP file, you'll need to extract it first (right-click the file and choose Extract
All), and then double-click the extracted installer file.

You might be asked whether to install for all users or just for you. Unless you specifically
don’t want to do so, choose the "all users” option. It means that, if you have multiple user
accounts on your computer, everyone will be able to use FileZilla. (You’ll need to be logged
into your computer as an administrator to be able to do this "All Users" installation. Ifyou’re
not, try the other method.)

You'll then see a list of components that you wish to install, such as icon sets, shell
extensions and so on. De-select them all, as they aren’t necessary. Butyou’ll probably want
to select the "desktop icon™ option in order to have the installer create an icon on your
desktop.

We now need to configure FileZilla so that it can connect to your hosting space on the web
server to upload the files you create. This requires those "fundamental four" pieces of
information | mentioned earlier.

If FileZilla isn’t already started on your computer, double-click its desktop icon to run it.
You’'ll see a screen that looks something like this.
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[Breana SEE

File Edit View Transfer Server Bookmarks Help
ERERE IR TIE R
| Host: I Username: I Password: I Pork:

Lellc

Local site! | 4 j Remote site!
B (& Desktop
‘D My Documents
) 1 My Computer
“e Ot (Advent)

Filename | Filesize: | Flletype | Last madified Flename + [ Filesize | Filetype | Last modified | Permissions | ownerjGroup |

e (Advent) Local Disk.

<Mot connected to any servers

1 directory Empty directory,

ServerjfLocal file I Direction IREmute File: Size | Priorit: | Status

Queued files | Failed transfers Successful transfers

Queue: empty @@

Note the references to Local Site and Remote Site. The former shows the files on your
computer, while the latter shows files on the web server. Or at least, they will when we have
configured the program.

From the File menu, choose Site Manager and then click the New Site button. Choose a
name for the server you want to connect to, and press Return. Web Work is a suitable
choice, or perhaps use the name of the site you intend to create. FTP programsallow you to
create multiple connections like this, each with their own name, so that you can upload files
to different servers (or different folders on the same server) if you wish.

Having named your connection, look under the General tab and enter the host name. That's
Filezilla’s term for the address of your web server. In this case, I'll use t he-web- book. com
because that's what the account information sent by the hosting company tells me to use.
Change the Logontype to Normal and enter your server username (thewebbo in my case)
and password.

Now click on the Advanced tab. In the Default Local Directory box, click the Browse button
and select the Web Work folder you made earlier. For the default remote directory, just type
a/ (forward-slash) character.

That's all there is to it, so click the OK button. FileZilla is now configured to connect to our
web server.

We can now test that it works so, from the File menu, choose Site Manager again. Click on
the name of your server and then click the Connect button. After a few moments, you should
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be connected. Depending on how Windows is configured on your computer, you may receive
a pop-up warning from the Windows Firewall asking if it's safe to unblock connections to the
FTP server. If so, justclick on Unblock.

Assuming that FZ can connect to your server, you should see something like this:

& the-web-book - thewebboi@the-web-book.com - FileZilla = |ﬁ‘ ﬂ

File Edt WYiew Transfer Server Eookmarks Help

- Eh-Q R.O&ER $=-s
|ﬂust: Ithe-web-buuk Username: |anunymuus Passpord: [eessessssssses port: | Quickconnect Ivl

Fesponse: 220 You will be disconnected after 15 minukes of inactivity. ;I
Command: USER thewebbo
Response: 331 User thewebbo O, Password required
Command: e
Response: 230-User thewebbo has group access to: thewebbao
Response: 230 OK, Current restricted direckory is |
Status: Connected j
Local site; | D:\Documents and Settings)robertlDeskbop! el Wark) j Remote site: | ! j
=) robert ;I B
1) Application Data
1) Cookies
= Desktop _I
) albums
+ 5 My Drophox
43 Web Wark
L @R [El
Filename  # | Filesize | Filetype | Last modified | Filename 7 I Files\zel Filetype | Last madified | Permissions | OwnerfGroup =
i 2.
120 .cpanel File Folder 12/04f2009 20:,,,  drwx------ thewebba t, .,
155 htpasswds File Folder 12/04/2009 20:, ., drwsxr-xr-x thewsbbo ..,
[£53.s5h File Folder 13/04/2009 18:,.,  drwx------ thewebba b,
|access-logs File Folder 12/04f2009 20, Irwwrwxrw thewebba b, .,
Zete File Folder 12/04/2009 20:...  drwxr-xr-x thewebba b,
Email File Folder 12J04)2009 20:... drwsr-x— thewebbo t.., 7
|Zhpublic_ftp File Folder 12j04§2009 20:. .. drwsr-xr-x thewebbo £, ..
| public_html File: Folder 13042009 211, drwsr-xr-x thewsbbo ..,
Itmp File Folder 12/04f2009 20:, ., drwxr-xr-x thewebba t, .,
v File Folder 12/04§2009 20, wsrwsrw thewebba b, .,
@ bash_lo... 24 BASH_LOG... 12/04j2009 20i..,  -rw-r--r-— thewebba b,
@ hach nr 191 RASH PR La T Tl s AT . Fheie hhrl.r- i
) 3
Empty directory. 11 files and 10 directories. Total size: 25,676 bytes
ServerjLocal File Direction I Remote file I Size: | Priorit: I Status |
Queued files | Failed transfers Successful transfers

::R: Cueue: emply -e

On the left hand side of the screen, under Local Site, you can see the local folder on your
computer which we designated to hold our HTML files. In this case, it's the Web Work
folder, which currently has nothing in it because we haven’t yet created any HTML files.

On the right, the Remote Site column shows the folders and files on your server. You'll see
various folders such as .cpanel, .htpasswds, .ssh and others. The folder that is of primary
interest at this point is public_html. This is where you will put all of the content that makes
up your web site. All of the other folders are for use by the web server only, and are not
accessible to the general public via your web site. For now, it’s safest to leave them alone and
not be tempted to explore or delete them.

With an HTML editor and an FTP client now duly installed and configured, we're finally
ready to create web pages. So close FileZillaand we’ll get started.
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Your First Web Page with Hostmonster

Time to create aweb page. Start Amaya, and close the tip of the day if one gets displayed.

From the File menu, choose New Document and you’ll see a box something like this:

Remdocumen

x|
» || D:\Daocurments and Settingsirobert|Deskbapiweb Warkiinde:x:| htrml j Kl |

Title:

{* Replace current IM et Web
v first Web page
™ In new tab

= In new \Window Charset |i50-8859-1 "l

Document profile;

fxHTML Transitional =]

[~ From kemplate
Ihttp:,I'p'www.wS.arg,l'.f\mavall'TempIatesll'cv.xtd j %-l

Create I Cancel |

Click the folder icon near the top right hand corner, browse to your Web Work folder and
click OK. Amaya will now generate a filename for your new page that ends with New.html,
but this isn’t what you want. So change it to index.html, as illustrated above.

Why index.html? Because if someone visits your web site and doesn’t specify a particular
page that they want to see, the server will show them the home page. And the way that you
tell your server which is the home page, is by naming it index.html.

If someone visits your site and explicitly types www. your si te. coni product s. ht m into
their Web browser, the server will send them products.html. But if they merely type

WWW. your si t e. com the server will attempt to send them index.html. And if index.html
doesn’t exist, the visitor will see an "Error 404 — page not found" error message. So, you
always need to start with index.html when you’re creating a new site, or any new folder in an
existing site.

Incidentally, you may have noticed we named our page index rather than Index or INDEX.
This is important. Generally, you should always name web pages in lower case, without any
CAPITAL LETTERS or spaces. That's because most Web servers are case-sensitive, and
regard Index.html and index.html as two separate files. To avoid confusion caused by pages
not being found because they were typed by the visitor (or specified in a hyperlink) in the
wrong case, it's best to standardise on everything being in small letters.
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So, we've named our page. Now choose the "Replace Current” option, give your page a title,

and un-tick the From Template box. Then click Create, and go ahead and type some text
onto your page. It'll look something like this:

o
File Edit Wiews Insert Format Links Tools Help
Q (:) @ Q Sl‘\ ID:\,DocumentsandSett|ngs1,robert1,Desktop1,WebWork\,lndex.html j _,r-'.
L EE A ey e PR
Hello ¥ Elements
IERERFE NS
This is my first web page! TED T P ik
I EHEEEHE
2] (2]
9| =
fil i il = = (i
v Style
Theme |[Mo theme ¥
ms| 19|
IT\mes j |12 j
HEE|
¥ Apply class
html =body >p > |Text 0;

Whenyou're finished, click File/Save, then File/Exit Amaya.

We've now created an HTML file, which should be in your Web Work folder. So double-click

the folder and then double-click the index.html file that’s in there. The file will open in your
web browser and should look like this:
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an first Web page - Microsoft Internet Explorer =121 x|

fle Edt  Wew Favortes Jools Help |

\ . 3 n 7 . 4
Q5 - @D - (¥ [2) | Pseerh preents @3- 10 0l -| JEvE B
Address (8] 0:\Documents and Settingslrobert\Desktoptweb Warklindex sl =] Boo |unks »

Hello,

Thas is my first web page!

|
&1 Done

[T Sy Computer

We’'re nearly there. The page is on your computer, but it's not on the web server, so only you
can see it. The final step is to use FileZilla to upload a copy of the HTML file to the web
server.

Open Filezilla and connect to your server (from the site manager, click your site and then the
Connect button). On the left hand side of the screen, in your local area, ensure that
index.html in the Web Work folder is listed. On the right hand side, in the Remote Site area,
double-click the public_html folder to open it.

Now double-click the index.html file. FileZilla will copy it from the local folder to the remote
one. You should see it listed among the contents of the remote site:
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8 404, shml 175 Chrome HTML 09032006 “FW-F--t-- thewebbo k...
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@ 500, shral 71 Chrome HTML  09/03/2006 Pip-ten thewsbba b,
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I
A

Queug: empty e

There it is, right at the bottom of the list, after assorted files such as .htaccess, 400.shtmland

others.

If your hosting company puts any folders or files in your public_html folder, it's generally
quite safe to delete them (albeit after a cursory check to ensure they're not vital) if you don’t
know what they are. After all, your public_html folder is your public web site, and anything
in there is accessible to anyone in the world who types the correct filename and site name
into their web browser. For now, though, you can rest assured that these particular files are
harmless so don’t do anything with them yet.

With your index.html file uploaded, you now have a real, live, publicly-available web site. At
least, that's the theory. To find out for sure, close FileZilla and open your web browser
(Internet Explorer, Firefox or whatever you prefer). Type the URL of your site (www.the-
web-book.com in our case here) and you should see your page like this:
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/= My first Web page - Windows Internet Explorer = il

@@ w431 % [E] it o the-web-book.comi =1 Bl | [ oo the-web-book.com (2]
S5 @My Fist Weh page | | B -8 - L m - B G @ 7
Hello,

This is my first web page!

Dane [T T [@meemet Va -~ [miww -

We've done it! A working web site, hosted on a public server, available to the world! Now's
the time to mail all your friends with the URL so they can admire your efforts.
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Your First Page with Siteb

In the previous chapter I showed how to create your first web page using the Hostmonster
service, which is one of the hosting companies | happen to recommend. | also happen to
think very highly of Site5. If you've signed up with Site5, using the procedure that | wrote
about on page 37, here’s how to get your first live page up and running.

Instead of using FileZilla for this example, I'll use the Free FTP program from Coffee Cup
Software. As the name implies, it's completely free to download and use, and is available for
all recent versions of Windows. You can get it from www.coffeecup.com. Once youve
downloaded and installed it, which takes just a couple of minutes, running the program for
the first time produces a familiar display:

D FreeFE

Eile Edit View Actions Bookmarks Help

= v / v = vﬁv-

Servers o D ¢ : e Fie e = | Bookmark Vew Terminal

i v C:\Users\Adminstrator Documents = v <<<Choose a server to connect to...
6@ % |8
Name Size Date Time Type Permi... *
3
& Defaultr.., 198 2010-06-19 1646 Remote De...
desktop.... 4028 2010-08-04 09:48  Configurat.
= farman.j... 370k 2010-07-31 18:58 PG File
AnyBizS... 2010-06-19 1416 Folder
BB Flash... 2010-08-10 00:30 Folder
Camtasi... 2010-08-13 1818 Folder
Cyberlink 2009-12-28 1340 Folder
Aot WinA7n, 193 Ealdee

i Batch Name Status Transfer Details Progress

For help, press FL. Locak 23

The two small panels at the top of the screen will show the folder structure of your local
computer and the remoteweb server. The large panel will show the status of any transfers as
they progress.

As with any FTP program, we need to start by configuring it to connect to our web server. So
dig out that email you received from site5, with the FTP access details. Then, from the File
menu in Coffeecup FTP, choose Manage Servers. On the box that subsequently appears,
click the green “+” button to add a new server and you’ll see the following:
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rMy Servers @1
R Nickname:
Server:
Username: anonymous
Password; SEEssssEs
[ show passwaord
Remember password
[ Passive mode
=]
[ oK ] [ Cancel l
In the “nickname” field, enter a name for this connection. I'll call mine Site5 Test. In the

“server” field, enter the FTP address to which you want to connect. Thiswill be in the email
you received from site5, or whichever other hosting company you chose. Itll probably be
your chosen domain name, or something like it.

If the email which contains the FTP details also includes an IP address, you should be able to
connect by specifying either the numeric IP address or the domain name. In this case, it's
preferable to use the name rather than the number. By doing this, your connection will still
work if the hosting company changes the IP address of your server, because the DNS
directory system will automatically be updated.

Finally, in the username and password boxes, enter the details from your hosting company’s
email.

With the information in place, click the Connect button and you should see, in the right hand
panel, folders and filenames from the web server that you’re connected to. Among these will
be a folder called public_html. This is the top-level folder of your web site, into which you
will upload all your files (html pages and PHP programs) that are to be accessible to the
people who use your site. Anything that you place in a folder that’s outside of public_html
will not be accessible via a web browser. You can use this space for your own purposes if you
wish, by accessing it from your FTP program.

For the moment, close the FTP program and follow the instructions on page 51 to create a
simple web page with Amaya (or, if there’s a different HTML editor that you prefer using,
that's fine). Once the page is created, and saved on your computer, reopen Free FTP and you
can upload it to theweb server. For simplicity, save the page as index.html.
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Start Free FTP and, as before, open the connection to your web server. Double-click the
public_html folder on the right hand pane, as that’s the folder on the remote server into
which we need to put the file. Depending on which hosting company you're using, you'll
probably find some files and/or folders in there already. In the case of site5 there’s merely a
cgi-bin folder. Y ou're unlikely to need this, but it's doing no harm so can safely remain. If
there are any html files, or htm files, the neatest option is to delete them.

In the left hand pane, which shows your local PC, navigate to the folder in which you saved
your index.html file. The screen should now look something like this. Make sure that the
index.html file in your local computer window is selected.

[ Free o e o] e |
File Edit Yiew Actions Bookmarks Help
i ) — —
= L) I

= « % 4 & v |!+ v v Lg_‘ =
Servers Upload Download Edit Save File Freview Archive Bookmark View Terminal Disconnect
mf| »+ D:ltrashcan), - J» [site5 test] public_html/ -

30| | @ o Q| |@

Name Size Date Time Type Permi.., * MName Size Date Time Type Perm
2. =R
[ edbum.e... 135kB  2003-04-18 18:07 EXEFile i ] cgi-bin 2010-08-29 16:26 Folder drwr-xr-x
[ dvdburn... 15.0 kB  2003-04-18 18:07 EXEFile ™
IGREP.C... 6.8 kB 2006-07-27 11:13 Ms-DOS A... |||
[l index.hitml 1B 2010-08-30 18:20 HTML File
list.com 26,7 kB 2006-07-27 11:13 COM File
[CIPE2.EXE 1355kB  2006-07-27 11:13  EXEFile
[ plaip.exe 2520kB  2006-07-27 11:13  EXEFile
P e e 90e 0 LD _ nne a7 a7 1143 EvE e 2
4| 1 3 ] 1 C
i Batch Name Status Transfer Details Progress
Activity

To start the file transfer, press the Upload button at the top of the program. Afer a couple of
seconds, the right hand pane will contain not just the cgi-bin folder but also the index.html
file. Assuming it does, your upload was successful and you can now close the FTP program.

All that remains is to test that your new web site is now online. Open a web browser, surf to
your new site (www.whatever-you-chose.com) and you should see your index.html page
displayed.

It'sas easy as that!
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Now step away from the computer!

Once you know the basics of creating web pages, it's hugely tempting to plough straight
ahead and start creating a complete site. Although that’s almost certainly what you want to
do right now, it's a bad idea for two reasons. First, although you know the basic method for
creating pages, there are lots of time-saving techniques that we haven’t covered yet. Much
better to know about them first, before it’s too late to go back and start using them. Second,
there’s more to creating web sites than simply typing text into an HTML editor and hitting
the Save button. You need to give some serious thought to the design and usability of the
site, how you’re going to display the text, how you’re going to import existing content from
other documents, and, most importantly, who and what your site is actually for.

So if you're tempted to skip this chapter and get on with building your site, please don't. If
you stop reading now, and start creating your site, you’ll end up with lots of pages that are
very difficult to update and which don’t conform to recommended standards. By all means
create a few test pages, and feel free to keep on experimenting, but please don’'t assume that
there’s nothing else important left to leam.

At the very least, please don't start creating a site for real until you've read:

1. The remainder of this chapter.
2. The chapter about CSS, which starts on page 74 .
3. The introduction to Content Management Systems (CMSes) which starts on page 134.

WWW — What, Why, Who?

Before you start to create a site, it’s vital that you have clear in your mind:

1. What type of site you’re creating.
2. Why you’re creating the site.
3. Whothe site is for.

What type of site are you creating, and why? Isit an information site, where people expect to
quickly find what they’re looking for and then leave? Or is this an entertainment site, where
visitors browse and read with no particular purpose, and won’t complain if it takes awhile to
find what they’re looking for among all the pretty graphics and animations?
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This matters because it will affect the layout of your pages. If you want people to quickly find
what they’re looking for, your menus need to be clear and concise. Preferably stick with just
one (or a maximum of 2) menus on each page. Ifa visitor is looking for your contact details,
they shouldn’t have to scan 6 different menus. Either the item is on the menu or it's not, and
this should be possible to discover almost instantly.

Equally, keep your menu choices unambiguous and mutually exclusive. For example, if your
site is all about vehicles, don’'t have a menu which contains items called "vintage vehicles"
and "buses”. Or if you're writing the site for your company’s HR/Personnel department,
avoid having menu options called "new staff" and "for managers”. Y ou’ll merely confuse the
visitor who's looking for vintage buses, or the person who'’s a newly-recruited manager. A
confused visitor won’t spend time exploring the options — he’ll simply try someone else’s site
instead, or give up entirely. Therefore, spend some time planning your menu headings and
hierarchy so that the choices are obvious.

The best way to plan your layout and menus (navigation) is with pen and paper, or a
whiteboard. There’s no need to use a computer at this stage, so put away the PC and start
scribbling. When you have some rough designs, create some PC-based mockups and show
them to a few people for comment. lIdeally, those people should be potential users of your
site.

There’s no need to create the mockups as proper HTML pages. Use a graphic editor such as
Windows Paint, or a spreadsheet, or whatever else you want at this stage. The pages don’t
have to function properly. If you'd rather use a computer to create mockup pages, rather
than pen and paper, one excellent program is called Mockups, from Balsamiq Software. You
can download it for around $50, or use it online for free. Check out wwv. bal sam q. comfor

more.

Put page content where visitors expect to find it. A logo at the top of the page. Menus on the
left or across the top. Main content to the right. Don’t set out to be different — you’ll only
end up being frustrating.

Importing Existing Content

HTML is the primary document format used for Web pages. It's the only one that every Web
browser can be guaranteed to read, whether that Web browser is a PC, Mac, mobile phone,
iPod, PDA, Blackberry, television, or any other device that has built-in internet access.

All of which leaves the question of what to do with all those existing Word documents, Excel
spreadsheets, PowerPoint presentations, PDF files and so on, that you'd like to make
available online via your Web site.
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Generally, you have two choices. The first option is to upload the files to your site, just as
you would with any other file such asan HTML document or a css file. Y ou can then provide
a link to the .DOC, .XLS, .PDF or .PPT file just as you would to any other page on your site.
However, there’s no guarantee as to what will happen when the visitor clicks on the link. It
will depend greatly onwhich Web browser the visitor is using, whether he left- or right-clicks
on the link, and what software is already installed on his system.

Among the various things that might happen are: the browser will open the file and make a
stab (sometimes a pretty good one, sometimes not) at displaying it; the browser will pass the
file to another program on the computer, which will open and display it; the browser will
complain and do nothing; the browser will offer to save the file to the visitor’s hard disk.

Despite these potential problems, not to mention the fact that non-HTML files aren’t as easy
for search engines such as Google to find, uploading non-HTML files to Web sites is still
common practice and may sometimes be the only feasible option. Or at least, the only option
that you have time to implement.

The second option is to convert the document to a "proper” Web page, ie to an HTML file.
This means starting from scratch, copying and pasting unformatted plain text from the non-
HTML file into your HTML editor (eg Amaya) and then formatting it. I1fyou have the time,
this is by far the better route.

One technique which you should definitely avoid is the "save as web page" feature built into
programs such as Word and Excel. Although thiswill produce an HTML file, the conversion
process is inefficient at best and downright appalling at worst. The resulting file will be
many times larger than a version created by copying and pasting, and probably totally
unintelligible. Which makes it hard to maintain, and totally impossible to apply CSS styling
to. This is a classic example of a short cut which will lead to major problems in the long
term. Do not be tempted to go down this route. There's more about this on page 13.

Writing For The Web

Writing Web pages isn’t like writing printed documents, because people read Web pages in a
different way. For a start, if a Web page doesn’t provide the reader with the information
they’re looking for within 5 seconds, they’ll give up and use Google to find a different site.
Here are some tips to consider when you’re writing a new Web page or editing an existing
one:
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1. Think aboutwho you’re writing for. What sort of audience? Young or old? Technical
or non-technical? Are they looking for information or entertainment? Do they want
a plain, easy-to-read design, orwould something more arty appeal?

2. Don’t start with a long "welcome" intro, saying what the page is for. The visitor will
quickly skim-read the page and make up their own mind as to whether it seems
suitable. The quicker they find out, the more chance of them staying around.

3. Don’t assume that everyone reading your Web site will have an enormous screen or a
fast internet connection. They may be browsing on a mobile phone or PDA, where
the screen is small and every minute online costs money.

4. Keep paragraphs shortand columns narrow. It's much easier to read thisway. Also,
don’t pack too much information on each page. Users prefer to click rather than
scroll.

5. Linespacing of 1.5 or 2 is good. Small textwith 2.0 line spacing is easier to read than
large text with 1.0 spacing.

6. Never use blue or underlined text. People will think it's a clickable link.

7. Stick to the various conventions, such as a click on your main logo taking readers to
the home page. Someone looking to contact you will be seeking a "Contact Us"
button, not something that says "Get in touch™.

8. Don’t arrange text in columns such that the reader has to scroll the screen up and
down. It'sa Web page, not a newspaper.

9. Don’t waste too much above-the-fold (the area of the screen that can be read without
scrolling) with waffle or large pictures.

10. Check the spelling of your pages, but don’t rely solely on any automatic spelling
checker.

Fonts and Colours

Fonts (typefaces) are important. Sans-serif fonts tend to work best on screen, rather than
serif fonts. But don’t use non-standard fonts that your readers are unlikely to have installed
on their computer. You can read more about fonts on page 82.

Readers will use your site’s colour scheme to form a subconscious opinion about you. When
did you last see a bank’s Web site that was bright red and yellow? When did you last see a
hamburger restaurant site that was dark blue? Choose appropriate colours for your pages,
but don’t go overboard. And don’t force people to rely on colours, such as referring in your
text to "the yellow box", because the visitor might be colour-blind or might be reading your
page on a black and write printout.

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you justthe same, but brings me a small commission that funds the development of this book.
62



Hyperlinks

Probably the most important concept underlying the entire World Wide Web is the
hyperlink. Those 1 or 2words, normally in blue and underlined, which your visitor can click
on to move to another page or another site. Once you know how to create simple web pages,
and some hyperlinks to allow your visitors to move between them, you have the basic
building blocks for constructing just about any site you could ever need.

Before we can create hyperlinks we’ll need to create a second page for our site to complement
our index.ntml home page. So fire up Amaya and, using the instructions on page 51, create
another page in your local Web Work folder. This time, name it more.html instead of
index.html. With 2 pages created for our site, we can now create some hyperlinks between
them.

Using Amaya, open your index.html page. To do this, go to the File menu, choose Open
Document, then select File, then browse to the index.html file inyour Web Work folder.

Edit the page so as to include some text which will include the clickable hyperlink. Then
select the actual words that you want to turn into a link, by dragging over them with your
mouse like this:

B~y Index Page - Amaya 11.2
Bl Edt Wews Iwert Fumet Lnks Toos Help
() €. "2 [Enpocuments and Settngslrobert\Destzcp\Web Workyndex bt =

Qe | b e | PG 6 S
i Welcome to Amay.. | wi My Index Page = | ¥ Elements

PR T I
TRhnhmnPiE
You can (TR by clicking here. EIEEIEE

This is my Index page, ie the home page of the site

e =@
ol [ o S AR

v syle

Theme o thewe =]
| 1
BEEEE
EE8 828

v Apply class

v s

> List of style sheets
> Files

» Arributes

Jreml > body o [ Mext =]

By selecting the text, we've told Amaya which words we want to turn into a hyperlink. All
that remains is to specify which web page to open when the link is clicked. So, from the
Links menu, click on "Create or change link™ and, in the box that appears, type nor e. ht m
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and click the Confirm button. Then click somewhere on the blank white space within your
index page.

Your link is now created, and should appear on your page as underlined text like this:

MEE]
File Edit Wiews Insert Format Links Tools Help
o @ "-? IE:\Documents and Settingsirobertl Deskkopiweb Workiindex. html j ‘,.'
- ] = s &
_ A @ e ey Dme | P
i Miglcome to Amat. .. 3| i My Index Page ¢ = v Elements
This is my Index page, ie the home page of the site. - L
TETn Pig
You can find out more by clicking here. l;‘ |;| |;| E‘ l;‘
(&) 4] (=] (&) & (= (=
I @& | =@ E
AR R=RENE
v Style
Theme Mo theme 'l
s 19
ITimes < 1z h
=HEE&|
v Apply class
¥l
» List of style sheets
> Files
> Anributes
"Itl‘ﬂl »body zp > Text g_

You've probably noticed my choice of clickable text, namely "find out more". You might have
expected me to choose “click here" instead. After all, doesn’t it make sense to always turm
"click here" or "click this link™ into, well, something clickable? Actually, no it doesn’t.

One important aspect of web site design is accessibility. This means making sure that your
site can be used fully by those with disabilities. For example, that bit of text which pops up
when someone hovers over a picture (in case they can't see the pictures), or visitors being
able to navigate through your site using keyboard shortcuts rather than a mouse. Making
your site accessible is, if nothing else, common sense and a polite thing to do. In many cases,
depending on which country you're based in and whether your site is produced by an
organisation in the public or private sector, creating an accessible site is actually a legal
obligation and you risk prosecution if disabled users can’t make full use of it.

People who are blind or partially-sighted often use screen reader software to help them
navigate the web. This special software reads out the contents of web pages via a voice
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synthesizer. Having read out the contents of the page, it will then scan the page for
hyperlinks and read those too, so that the user can press a key as soon as he or she hears the
particular link they want to visit. And that’s the reason why | chose to highlight the words
"find out more" rather than “click here". Because a blind person would much rather listen to
a list of choices that consisted of "find out more", "go to main menu", "print this page",
"browse our catalogue” and so on, than a list that said “click here", "click here", "click here",
"click here" or "click here".

Anyway, back to our page. We've created a link from our home page to our "more info" page.
Before our fantastic new two-page site is ready to test, we should also create a link from
more.html page to the index page. So close the index page, open the more.html file instead,
and, using the same process as above, add a line to more.html which says something like
"click here for the home page”. Then turn "home page" into a clickable link which goes to
index.html and save the file. Then quit Amaya.

Before we can test our links, we'll upload them to the server. So refer to the instructions on
page 53 for uploading files, and use FileZilla to upload both index.ntml and more.html to
your server. Finally, close FileZilla and use your Web browser to surf to your web site. Click
on the links, and you should be able to move between your two pages. Isn’'t that neat?

Now thatyou know everything that’s required to create a simple web site with links, why not
try creating a third and fourth page for your site, and set up some more hyperlinks between
them?

Linking to Other Sites

The destination for your hyperlinks doesn’t have to be limited to pages on your own site. You
can easily create links to other places. In the box where you type in the destination for the
link, just type in the complete address (URL) for the destination site, including the http://
part at the start. Including the http:// isvital, otherwise external links won't work.

If you want to try this, add a line to one of your web pages that says "You can search the web
with Google”, then highlight the word Google and create a link to
http: //ww. googl e.com Upload the page to your server and check that the link takes

you to Googlewhenyou click it.

Mailto: Links

Here’s a neat idea that allows people to send you email messages via your web site.
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Open one of your web pages (either your home page or more.html) and add a line which says
"You can send us an enquiry via email if you wish". Now highlight the phrase "send us an
enquiry” and turn it into a link. In the Link box, where you normally type the destination

page, type:

mai | t o: your nane@our mai | . conPsubj ect =Enqui ry

where yourname and yourmail make up your own personal email address.

Now save the page, upload it, surf to it via your Web browser, and see what happens when
you click on the link. Your computer’s default email program will automatically open, ready
to send a message to the address you specified. Plus, the subject line of the message will
already be filled in with the word "Enquiry".

This is a simple way to allow visitors to your site to interact with you. However, there are
drawbacks. Primarily, it'll only work if the visitor's computer has been set up to send email,
and their computer knowswhich program to open when it encounters mailto: links in Web
pages. Not all computers can handle this, and there’s no way you can anticipate the
problems. In a subsequent chapter, when we come to discuss HTML forms and PHP, I'll
show you a much better way of allowing visitors to send messages via your site. But for now,
mailto: links will have to suffice.
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Understanding The Basics of HTML

On page 15 | mentioned HTML, the language of the Web. Or at least, the language that all
Web pages have to be written in. | also pointed out that you don’t have to understand the
intricacies of HTML, because programs like Amaya automatically generate this special code
foryou.

However, for reasons that will become apparent when we start to learn about CSS style
sheets, you do need to know some HTML. Thankfully, the amount you need to know is
relatively little, and it's not difficult.

Let’s take a look at some of the HTML which Amaya has, until now, been hiding from you.
Use Amaya to open your index.html page. Then, from the Views menu, click on Show
Source. The screen will split to show your page at the top and the HTML code version at the
bottom. Use your mouse to drag the dividing line upwards, so you can see more HTML code
like this:
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EEE
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Although the code looks daunting at first, two fundamental rules will help you to make sense
of it.

1. An HTML file contains a mixture of page content (ie, the words on the page) and
formatting commands. Page content appears normally, and Amaya generally
displays it in black. HTML formatting commands, called tags, always appear in
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pointy brackets <like this> and Amaya generally displays them in purple, unless you
change the program’s settings.

2. HTML tags generally occur in pairs. The first occurrence turns on a particular effect,
or marks the beginning of a particular section. The second occurrence turns off the
effect, or marks the end of the section. The second occurrence uses the same tag
name as the first, butwith a forward-slash at the start of the tag name.

Armed with these two vital facts, you should now be able to start making sense of the HTML
code that comprises our page. There are 2 main sections to the page, namely the head and
the body. The head section, which starts with a <head> tag and ends with </head>, contains
information about the page as a whole. There’s a meta-tag called Generator, the value of
which is Amaya. This tells anyone who cares to look at the HTML code of your page that it
was created with Amaya. There’s also a head tag called <title> which is where your page’s
title gets put. The page title is what appears in the title bar of the web browser window when
visitors (or you) look at your site.

Some tags don't actually need a closing tag, ie the version with the forward-slash at the start.
The meta tag is one such example. However, recent changes to the HTML specification say
that all tags must be closed, even those that don't officially need to be. This helps to avoid
errors on pages, which could confuse some browsers. Hence the </ > tag, which means
"close the previous tag".

The most common tag that you’ll see on web pages is <p>, which starts each paragraph. The
paragraph then ends with </p>, and then a further <p> tag starts a new paragraph below it.
There are other tags that affect theway that text looks on the page. For example, the <b> tag
makes text bold and <i> makes it italic. To see how these work, click your mouse somewhere
in the HTML window and then, somewhere within a paragraph, type <b>. Then, a few words
later, type </b>. Now click back into the top half of the screen, and you’ll see that your
chosen words are now displayed in bold like this:
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One set of tags thatyou’ll use often are the heading levels. There are 6 of these tags built into
the HTML language, which allow you to create headings of up to 6 levels. Typically, the main
heading on your page will be a level one heading, which starts with an <h1> tag and ends
with </h1>. You might then want to include a sub-heading later on, for which you’d use a
matching pair of h2 tags.

Amaya can generate heading tags for you automatically. In the top half of the screen,
highlight the first line and then click the T1 button in the right hand panel. Then click into
the lower half of the screen and see how that text is now surrounded by hl tags like this:
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Earlier, | mentioned meta tags. Specifically the meta-tag with a name of "Generator" and a
value of "Amaya". Meta-tags are a way for a web page to supply information about itself to
the web browser that is displaying the page. One of the most popular uses of meta-tags is to
include a brief description of the page, and a few keywords about it too. For example, the
<head> section of an HTML file might contain the following code:

<met a name="description" content="Latest availability for the Grand Hotel ">
<nmeta nane="keywords" content="availability, |ate bookings, vacant roons">

It's always a good idea to include these two tags (a description and some keywords) on every
page you create. It will help your site to be found and indexed by search engines such as
Goaoogle.

In the past, search engines based the contents of their indexes on little more than this
information. However, that's no longer the case, as many web site operators tried to cheat
the system by, for example, including explicit sexual keywords to describe fairly dull sites. So
although meta-tag information is no longer as important as it was, it is still taken into
account by search engines as part of a much more complex process.

There's more about this in the chapter on Search Engine Optimization, on page 334.
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HTML Accessibility, Accuracy and Privacy

You maybe surprised to know that anyone, and not just you, can view the HTML code for the
web pages you create. Equally, you can view the HTML code of any page on the Web. Just
about every Web browser, including all the leading ones such as Internet Explorer, Firefox
and Safari, have an option that will show you the source code, as it’s called, of the pageyou’re
looking at.

For example, open your web browser and then surf to one of your favourite pages, such as
Google, Wikipedia, Facebook, or any other page that you prefer. If you're using Internet
Explorer, bring up the View menu (press the alt key to show the menu bar if it's not
displayed) and then choose View Source. All other browsers have a similar option, either
from themenu line or via a right-click. You’'ll then see the HTML source code of the page.

This total lack of privacy has two implications. First, it means that you should never hide
things in your HTML code that you wouldn’t want others to see. For example, there’s a
method for putting comments into HTML code which don’t show up on the finished web
page butwhich will show up if someone views your source code.

Second, the public nature of HTML means that, if you want to know how someone has
achieved a particular effect on their web page, you can just view their code and find out.
There’s nothing wrong with doing that. Professional web people do it all the time. However,
if you're tempted to copy and paste entire chunks of someone else’s hard work into the code
view screen on Amaya, don’t be. It’s technically possible, of course, but morally and legally
wrong.

Validating your HTML

Designing a web page isn’t particularly easy, especially if you want to ensure that your HTML
code is correct. Thankfully, there are various web sites available on the internet which will
automatically check one or more pages on your site and report any errors. These sites exist
because of the above-mentioned lack of privacy when it comes to HTML. Ifyour page is on
the internet, anyone, or any automated system, can look at its HTML code.

The best-known HTML validator, as such services are called, is run by the World Wide Web
Consortium (WWW(C, or W3C for short). Touse it, justgotohttp://val idator.w3. org
and enter the address of your page. If you haven't yet uploaded the page to a server, there’s
an option that lets you upload the HTML file to the validator, or you can even copy and paste
a block of HTML code straight from Amaya into thevalidator.
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Either way, the end result of the validation is (hopefully) a congratulatory screen such as
this:

Markup Validation Service
Check the markup (HTML, XHTML, ...} of Web documents

Jump To: Congratulations - Icons

This document was successfully checked as XHTML 1.0 Transitional!

Result: Passed

Address : http://www.the-web-book. com/
Encoding: is0-8859-1 |(detecl automatically) =l
Doctype: XHTML 1.0 Transitional I(deten:l automatically) |

Root Element:  html

Root Namespace:  hiip/fiwww.w3.0rg/1999/xhtml

The W3C validators rely on community support for hosting and development.
Donate and help us build better tools for a better web.

If your code fails validation, the validator will normally tell you why, so you can go back and
fix any problems.

It's always a good idea to ensure that all your pages validate correctly. If they don't, there’s
no guarantee that every visitor’'s web browser will be able to display your pages properly. In
some cases the layout might look slightly wrong, while in others the page might not display
at all. Some browsers are much more forgiving of minor errors such as unclosed tags, or
tables where a new row is started before the previous one ends. Some, though, will complain
bitterly.

A Bit More about Accessibility

Like many aspects of web site design, accessibility (making it possible for people with sight
and mobility problems to use your site) is one of those things that’s remarkably easy to build
in from the start but very time-consuming to retrofit as an afterthought. Therefore, it makes
sense to consider it as early as possible in the overall design process.

Some of the things that you should do to ensure that your site is accessible include:

e Provide alternative ALT text for every picture or image that you use.
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e Don't create information which can’t be understood by those who can’t see colours
properly. Eg, “Click the red box rather than the green one in order to browse our
brochure”will be of little use to someonewho’s colour-blind.

e Ensure that there is sufficient contrast between text and background colours.

e Avoid scrolling text and other dynamic effects. They are hard to read.

¢ Avoid any technique which may produce flickering effects on-screen.

e Use the clearest and simplest language for site content.

o Keep paragraphs short, and include some white space between them.

e Do notuse frames. Screen readers don't like them.

e Dark text ona light background works better that light text on a dark background.

e Use a line spacing of around 1.5 to ensure that the text on a page doesn’t look too
“heavy”.

Now that you know the basics of HTML, and specifically the way that formatting tags work
for things such as paragraphs, headings, bold text and so on, we can move on to learn about
CSS.

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
73



Cascading Style Sheets

One of the key techniques used in modern web page design technigues is something called
the separation of presentation and content. In the early days of the web, there was no way to
do this, which meant that HTML pages were bloated, repetitive and difficult to understand.

For example, if you wanted the main body text of the site to use the Verdana typeface, in a
size of 12 pt, every single paragraph of text would need to start with a <font

face=verdana si ze=12pt > tag. That could amount to hundreds or thousands of such

tags across the entire site. If you subsequently wanted to redesign the site, changing all those
tagswas a lot of work.

A few years ago, along came a new revision of the HTML language (and a new generation of
web browsers that were capable of displaying pages created with it). Top of the list of new
features was something called CSS, or Cascading Style Sheets, or HTML Style Sheets.

A style sheet is a separate file that complements one, some, or all of the HTML pages on your
site. It contains all the information about how the text, pictures and layout of your pages
actually looks. So, to update the above example, there might be a section in the CSS file
which states that all instances of the <p> tag should use the Verdana typeface in a 12pt size.
Now, all the pages of your site merely need to surround the paragraphs with nothing more
than a <p> tag and they’ll all magically appear in the correct typeface and size. The best bit,
is that you can tweak the appearance of every paragraph in your entire site just by changing
one entry in a single CSS file, rather than having to change any <font> tags.

CSS has other benefits too. When you specify which CSS file is to be used to format your
page, you can actually specify different CSS files for different situations. For example, one
set of styles forwhen the page is viewed on screen and a different set for when the user prints
the page on their printer. And yet another set for when someone views the page on a
smartphone or a PDA or a projector.

I mentioned accessibility, and making your site disability-friendly, on page 64. CSS can help
here too. You can set up a separate style sheet for people who have basic sight problems or
dyslexia, ie large text, no graphics, and a more readable background colour. You can then
easily add an option to your site that uses this style sheet rather than the normal one, for
those visitorswho prefer it. Andall, of course, without having to maintain separate copies of
the page content, because this is now separate from the presentation side of things.

The ability to separate presentation and content has other benefits too. Creating good web
sites requires skills in both writing and design. CSS means that one person can concentrate
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on writing the content for the site, while someone else can work their magic on the style
sheets.

CSS is so much part of web design nowadays, that it's rare for anyone to create a new site
from scratch which uses the old <font> tags. That's not to say that there aren’t millions of
old-fashioned pages still around, but CSS is definitely a better way of doing things, so that’s
the method thatwe’ll cover in this book.

About DOCTYPEs

Before we start with CSS, a word about document types. You'll have noticed, above the
<head> section in the HTML code shown on page 68, , a line that starts with the word

DOCTYPE. In full, theline is:

<! DOCTYPE HTML PUBLIC "-//WBC// DID XHTM. 1.0 Transitional //EN'
"http://ww. w3. org/ TR/ xXHTM_1/ DTD/ xHTML1- transi tional . dtd" >

This is known as DTD, or Document Type Definition.

HTML is continually evolving. As mentioned above, for example, the advent of CSS now
means that you are advised not to use <font> tags. The DOCTYPE is away for you to tell the
visitor's web browser which version of HTML you'll be using. With this information, the
browser can ensure that your page displays correctly.

The two main document types that you'll see used most are XHTML 1.0 Strict and XHTML
1.0 Transitional. Transitional is the version that allows both new-style CSS as well as old-
fashioned <font> tags. "Strict” mode doesn't allow <font> tags. If you specify a Strict
document type, and then proceed to use <font> tags, you are technically producing invalid
HTML which the browser mightwell reject.

The simplest option is therefore always to use a Transitional doctype, but to adhere to the
latest standards and techniques.

Getting Started with CSS

If Amaya isn’t already open on your computer, open it now. Then load your index.html
home page. The quickest way to do this is to use the right-hand menu pane, which is not
something we've covered before.

The right-hand side of your Amaya screen probably looks, right now, something like this:
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There are various menu options that can be opened and closed on this panel, each ofwhich is
preceded by a » character, such as Elements, Style, List of style sheets, Files, Attributes, and
so on. When a menu set is visible, the prefix shows as ¥. When it's hidden, the character
showsas » instead. You can show or hide these sections by clicking on the arrow characters.

Perhaps the most useful of these sections is Files, which brings up a simple file manager that
makes it quick and easy to open any of your existing web pages. The Apply Class box is also
useful, for reasons that we’ll come to shortly.

So, click on the arrow characters to close all of the sections, then open the Files section and
the Apply Class section. Your screen should now look thus:
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Note, by the way, that the Style section is nothing to do with CSS. It's a built-in feature of
Amaya that uses a non-standard way of changing the look of web pages, so wewon'’t be using
it.

Now it's time to open your index.html page. Use your newly-found file manager to browse to
your Web Work folder, and double-click on index.html. Or, if you prefer, go to the File menu
on the top line and then use the Open Document option. Either way, you'll end up with your
index.htm| page open and ready for editing.

We now need to create the style sheet file for our site. From the File menu on the top of the
screen, choose New, then New Style Sheet. Use the folder button to browse to your Web
Work folder if it's not already shown. Amaya wants to name the file New.css but this is
unwise. It is conventional to name the main style sheet file style.css and not to include any
capital letters in the name. So change New.css to style.css in the New CSS Style Sheet box.

In the same box, select the | n New Tab radio button for where to open the file, then click
Create.
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You will see that there are now 2 (or maybe 3) tabs open in Amaya. One is your index page,
and the other is your css file. You can click on the tabs to switch between files.

In the previous chapter, we learned about HTML tags. Now, we can start to create a style
sheet that applies particular formatting to particular tags.

Into your blank css file, type the following:

p {
font-famly: Verdana;

color: red

}

Your screenwill look like this:
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We've now created the first entry for our site’s style sheet. This specifies that all <p> tags
should use the Verdana font and should be coloured red.

The format of a CSS file is fairly easy to understand, once you know the basics. On the first
line of each entry goes the name of the HTML tag that you want to specify a style for,
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followed by a curly bracket. On subsequent lines, specify the various aspects of that style,
such as font-family and color. I'll explain later how to find out what other style aspects are
available.

Each style aspect ends with a semi-colon. Finally comes a closing curly bracket.

Note that the semicolon on the final style characteristic is optional, as you can see from the
way that it's not been included in the examples on the illustration below. However, it’s
generally good practice to get into the habit of always including the semicolon at the end of
every line. Otherwise, if you add new style options below what is currently the last line in a
style definition, and you forget to add the semicolon to what is no longer the last line, your
style sheet file won't work properly because the web browser won’t always know where one
line ends and the next one begins.

While we're here, let's add another style definition to our CSS file, this time for the <ul> tag
which defines a bulleted list (ul stands for Unordered List, in contrast to a numbered list
which uses the <ol> tag for an ordered list).

So, add a new section to the CSS screen as follows:

ul {

color: green;

}

Your CSS file should now look like this:
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Flip back to your index.html page by clicking on its tab. Has anything changed? Are your
paragraphs now in Verdana and coloured red? Sadly not, for one very good reason.
Although you've created a style sheet, we haven't yet added the necessary command to our
index page to specify where it should get its style information from. So let’'s change that.

First we need to save the style sheet that we were working on. So flip to the style sheet tab
and, from the File menu, choose Save. Now flip back to the index.html page tab.

From the Format menu, choose Style Sheets and then the Link option. In the box, just type
style.css and press the Confirm button. There’s no need to specify the full path, because both
your index.html page and your style.css file are in the same folder.

And now, as if by magic, your index page has changed. Y our paragraphs of text are now, as
requested, using the Verdana fontand are red.

We also specified a style for our unordered lists, so let’s see if that works too. First, type a
few short paragraphs into your index page like this:
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As expected, they will be red and Verdana because that's what the style sheet says that
paragraphs should be. Butthat’s about to change.

Select your entries, using the keyboard or mouse. Then, from the Insert menu, choose List,
then Unordered List. Here’swhat the screen should look like now:
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Your list uses <ul> tags, and your style sheet says that <ul> tags should be green. So they
are.

The list items aren’t using the Verdana font, though, because your ul tag style didn’t say that
they should. Butwe can fix that quickly and easily. Flip back to your css file by clicking on
its tab. Add a new line to the ul tag style to specify font-family: Verdana. Save the css file
and then flip back to the index page, and you should find that the font used by your list has
now changed.

The ability to change one, or indeed hundreds, of pages by making a single change to a single
style sheet file is what makes CSS so useful. If all of the pages in your site are linked to the
same style sheet, changing the CSS file changes all of the pages instantly.

A Word About Fonts

You probably have one or two hundred fonts installed on your computer. Most people do.
Every timeyou install a new program, it frequently comes with a selection of new fonts that
are installed. If you look at the list of available fonts in Microsoft Word, or whatever word
processor you happen to use, the list will be enormous. However, that doesn’t mean that you
can use all of them on your Web pages.
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When you specify a font in your CSS file, the actual data (all those lines and curves) that
make up the font don’t get included in the page. All that makes it into the HTML is an
instruction to the visitor's web browser to display your chosen text in your chosen font.
Which only works if that font happens to be installed on the visitor's computer. If it’s not,
the browser will make a stab at choosing a font that looks vaguely similar, but the end results
are rarely identical.

Because of this, it's always safest to ensure that you only specify fonts in your CSS fileswhich
are pretty much guaranteed to be installed as standard on most visitors’ computers.
Although there aren’t many such fonts, they do provide a fairly wide cross-section of styles.
The fonts in question are as follows, in their actual style so you can see what they look like:

Arial

Verdana
Trebuchet MS
Courier New
Georgia

Times New Roman

Note that these names are case-sensitive, so specifying verdana in a style definition isn't the
same as Verdana, and probably won’'t work unless the visitor's web browser is feeling
particularly forgiving at the time. Which most modern browsers never do.

These 6 fonts can be classified loosely into three categories. Arial, Verdana and Trebuchet
MS are what's known as sans-serif fonts. Serifs are the embellishments on the ends of
characters, and sans-serif fonts don’t have them. Compare this with serif fonts such as
Georgia (which is used throughout this book) and Times New Roman.

For body text, ie the main bulk of the text on your pages, sans-serif fonts tend to work best.
For headlines and picture captions, serif fonts look good.

Couri er Newis an example of a fixed-width font. In this font, each character is the same
width. So the word RAI LVWAY is the same width as the word | LLI Cl T, as they both
contain 7 characters. Like this:

RAI LVWAY
| LLICIT
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In fonts that aren’t fixed-width, each letter is a different width. Like this:

RAILWAY
ILLICIT

Such fonts are often known as proportionally-spaced fonts, as each character’'s width on
paper is proportional to its actual width.

Using a fixed-width, non-proportional font is useful in lists of numbers if you want all the
columns to line up correctly. For just about all other purposes, proportional fonts tend to be
more readable and look more professional. Unless you specifically want to create a web page
that looks like it was produced on a typewriter.

Classes

So far, in our discussion of CSS, we've talked about defining styles based on HTML tags. By
creating a style definition for the <p> tag we can specify how all of the body paragraphs on
our pages look. Equally, by creating a style called ul, we can style all of our unordered lists.
If you were to add a style for the hl tag, you could change the look of all the level-1 headings
on your pages.

As you might expect, there’s a lot more to CSS than letting you choose a fontand a colour to
be associated with HTML tags. Actually, CSS is hugely complicated, and is the bane of most
professional web developers’ lives. A typical reference book on CSS runs to over 600 pages,
but thankfully we’re not going to go into that much detail in this book. There is, though, one
more highly useful feature of CSS that you’ll want to know about, and that’s classes.

A class is a style that you can use anywhere on aweb page, rather than for a particular HTML
tag. Rather than being named after a tag, you can name your classes as you see fit. For
example, if you often find yourself mentioning the name of your favourite cheese on your
web pages, you could create a class called fave-cheese. Then, wherever the name of that
cheese appears, you assign it to that class. The text can be an entire paragraph, a few lines,
or even just one word. Here’s how to create a CSS class and refer to it within a web page.

Make sure that Amaya is open, and that you have both your index.html and style.css files
open in separate tabs. Now, in your style sheet file, add a new style as follows:

. fave-cheese {
color: yell ow
font-famly: Arial;
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font-size: 18px;

}

There are 2 differences between this style and the others that we have created. First, we
chose our own name for the style, rather than using the name of an HTML tag. Second, the
style name startswith a dot. The dot is what tells the browser that this is a class rather than
an HTML tag style.

Save your css file (File, Save), then flip back to the index page. Notice the Apply Class area
on the right hand side of the screen, which now lists your class.

Type some text onto the page, highlight it, then double-click your class name in the list.,
Your chosen text is now formatted according to your class. Highlight some more text and
apply the class to it too.

Between them, tag styles and classes allow you to format your web pages just about any way
you wish. If youwant to style all instances of a particular tag, ie all of your hl headings or all
of your paragraphs, use tag styles. Where you want to just style a few words or sentences
here and there, use a class.

Making Styles Work For You

The main benefit of using styles in HTML pages is that they make it easy to make wide-
reaching changes to a web site with a single click. Just change a single entry in your css file
and the entire site changes. However, if you are to gain the maximum benefit from using css
there are two things you need to know about.

First, keep the number of styles (tag and class) to a minimum. Ifyou find yourself creating 6
different versions of the fave-cheese class in order to fit the particular idiosyncrasies of your
site’s layout (eg one version for headings, one for picture captions etc), you lose much of the
benefit of CSS because there are now 6 different things that you need to change if you want
to alter the way that the names of your cheeses are displayed.

Second, choose your class names with care. Pick names based on what the class is used for,
not what it looks like. Consider what would happen if 1'd named my cheese class "arial-
yellow" rather than "fave-cheese”. If | ever redesign my site and decide that | want the
cheese names in purple rather than yellow, I'll end up with a class called arial-yellow which
actually displays in purple. This will make it much less obvious to me, or anyone else in the
future, to remember what each class is used for.
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HTML Tags Names

To make the most of HTML tag styles, you obviously need to know what tag names are
available to you. You can find a complete list on the internet (just type HTML Tags into
Google), but here are a few to get you started:

<hl>to <h6> Heading level 1to 6

<table> Used at the start of a table.

<tr> Starts each row of a table.

<td> Stands for Table Data. Used for each cell of the table.
<b> Bold text.

<i> Italic text.

<body> The entire body of the web page.

<ul> Unordered list, using bullets at the start of each item.
<ol> Ordered (ie, numbered) list

<li> A list item (used within ordered and unordered lists).
<a> Anchor. Used to create hyperlinks.

A Better CSS Editor

Style sheets are an incredibly powerful feature of modern web design, and there’s absolutely
no reason why you should use any other method to format your pages. Unfortunately,
Amaya doesn’t make it particularly easy to create and maintain CSS files. So far, you've
created styles manually, line by line. This is slow, prone to errors, and only works if you
happen to know the language of css (font-family, color, and so on).

Now that you understand the basics of what a css file is, and the sort of commands it
contains, we need to find a better program for editing css files. Preferably one that’s free.
There are quite a few such programs available, downloadable from the internet. The best
one, in my opinion, is Topstyle Lite. It's a cut-down version of a commercial product called
Topstyle Pro, which offers even more features. But for anyone who needs a basic program to
easily create and edit css files, Topstyle Lite is perfect.

Your next task, therefore, is to download and install Topstyle Lite. Close Amaya for the
moment, but don’t uninstall it. We’'ll continue to use Amaya for editing HTML pages.

To download Topstyle Lite, go to ww. newsgat or . comand follow the links to Topstyle and
then to Topstyle Lite. Or type "topstyle lite" into Google. Once you have downloaded the
installer file, double-click it to start the installation. The version of Topstyle Lite that we're
using in this book is 3.5.
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With TopStyle Lite installed, launch the program. Then go to the File menu and choose
Open. Browse to your WebWork folder and locate the style file that we have already created,
and double-click it to open it with Topstyle Lite. The screenwill look something like this:
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One of the great things about the web is that HTML and css files are just standard text files,
rather than using proprietary or complex formats such as Word or Excel. This means that
you can switch editors easily. If you don't like Amaya, you can load your HTML file into
another application. Equally, the css file that we created earlier with Amaya can now be
loaded into Topstyle Lite.

Let’s start by changing the colour of our favourite cheese text, from yellow to blue. Not just
any blue, but a nice bright pale blue. In Amaya, you'd have to know the name (or code
number) for the particular colour, but Topstyle Lite makes things much easier.

Click somewhere within any of the 3 lines that make up the definition of the .fave-cheese
class, and you’ll see the full details of the style shown on the right hand side of the screen.
Click the yellow block and an arrow linking to a drop-down list of colours will appear. Click
that arrow. Choose a colour from the list of options, or select the top option from the list
which says Choose Colour. This then brings up a colour picker from which you can select the
particular shade of blue that you want. When you're finished, click OK. See how the
definition of the class has been edited.

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
87



Let's use TopStyle Lite to create a completely new style. We'll create a tag style for a second-
level heading, ie the <h2> tag.

Move your cursor down to the bottom of the screen, below the existing pair of style
definitions. Then, from the Edit menu, click on New Selector. A selector is the official name

for a style's title (whether it's a tag or a class). In this case it’s a tag so, in the HTML Element
box, scroll down to h2, select it, and click OK.

TopStyle Lite will create the firstand last lines of the style definition, like this:

h2 {

Now you can use the panel on the right hand side to select the style and design of your h2
tags. Here’s an example:
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As you can see, I've chosen a text colour of dark orange, and a top border of a grey line that's
1 pixel thick.
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Using TopStyle Lite to create a new class, rather than a tag style, is just as easy. Again,
choose New Selector from the Edit menu to bring up the New Selector box that looks like
this:

nnnnnnnnnnnnnnnnnnn

New Selector x|

Current Selectar: Selectors:

| Bl
HTML Element: ' Clazss  ID il 4+

| =

a
& active FPzeudo Element:

afocus
arhover
alink.

& wizited

[hone]
.&fter
‘before

=
=

blockquaote Pzeudo Clazss:

body
code
div
=l
farm

k1 =]

aK I Cancel |

From the set of radio buttons that offer a choice of Class or I D, choose Class. Then, in the box
below, type the name of your class, and then choose the options as you wish. TopStyle Lite
will automatically add the dot at the front of the class name if you forget.

When you've finished experimenting with TopStyle Lite, save your css file by choosing Save
from the File menu, then quit the program.

Before we leave the subject of CSS and TopStyle Lite for the time being, let’s just check that
our new <h2> tag style works correctly.

Open Amaya, then open your index.html page. Type a few words, and highlight them. Then,
from the Insert menu, choose Heading and then H2. This will mark those words as a level-2
heading by surrounding them with an <h2> tag at the start and a </h2> tag at the end. You
should find that your words now display correctly, using the h2 style that you created with
TopStyle Lite.

ID-based Styles

Before we leave this brief introduction to CSS, there’s one more thing you need to know
about, before you can move on to the next chapter. So far we've covered two different
selector types, namely tags and classes. There’s actually a third type, called an ID. Here’s
how it works.
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HTML allows you to assign a unique name, or id, to any tag on a page. The only stipulation
is that a name must be unique on that page. For example, consider this level-2 heading:

<h2>Further Information About Cheddar Cheese</h2>
We can give this heading a unique id by changing the opening h2 tag thus:
<h2 id="further-cheese">Further | nformation About Cheddar Cheese</h2>

Unless you say otherwise, this heading will appear as any h2 heading would, according to the
h2 entry in your style sheet. But because this particular heading has its own id, we can do
something rather clever in the css file, like this:

#f ur t her - cheese {
col or: navy;

Notice the # symbol at the start of the style name. This signifies an ID-based style. It simply
means that the style is only applied to the HTML tag which has the id of further-cheese. It
doesn't matter whether that tag is an h2 heading, a paragraph, a list item, or indeed anything
else. The only rule is that you mustn’t assign the same id to more than one HTML tag on the
same page. If you need to apply the style in more than one place, use a class instead.

Extreme CSS

When used relatively simply, CSS is a powerful tool that will help you create web pages that
are easier to understand and easier to maintain, when compared to the old way of doing
things with <font> tags. But if you thought that this chapter has taught you everything there
is to know about CSS, you’re sadly mistaken. By using the advanced features of CSS you can
gain even greater control over the look of your pages. For example, here’s the home page of

one of the best exponents of CSS-based design, namely the folks at
WWW. csszengar den. com
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The Road to Enlightenment

Littering a dark and dreary road lay the past relics of browser-specific tags, incompatible
DOMs, and broken CSS support.

A demonstration of what

can be aecomplished
visually through CSS- Today, we must clear the mind of past practices. Web enlightenment has been achieved
e g Seleot amy thanks to the tireless efforts of folk like the W3C, WaSP and the major browser creators.

style sheet fram the list to The css Zen Garden invites you to relax and meditate on the important lessons of the
masters. Begin to see with clarity. Learn to use the (yet to be) time-honored techniques in

load it into this page. A i . )
new and invigorating fashion. Become one with the web.

Download the sample g, ywhar is This About?

There is clearly a need for CSS to be taken seriously by graphic artists. The Zen Garden

aims fo excite, inspire, and encourage participation. To begin, view some of the existing
designs in the list. Clicking on any one will load the style sheet into this very page. The code

remains the same, the only thing that has changed is the external .css file. Yes, really.

€SS allows complete and total control over the style of a hypertext document. The only way this can be illustrated in a
way that gets people excited is by demonstrating what it can truly be, once the reins are placed in the hands of those able
to create beauty from structure. To date, most examples of neat tricks and hacks have been demonstrated by structurists

and coders. Designers have yet to make their mark. This needs to change.

Participation
Graphic artists only please. You are medifying this page, so strong CSS skills are necessary, but the example files are
0 e for

commented well enough that even C38 novices can use them as starting peints. Please see the CS

advanced tmtorials and tine on working with C88
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Under the Sea! by Eric
Stoltz

Make "em Proud by
Michael McAghon and
Scotty Reifsnyder

Orchid Beauty by
Kevin Addison

Oceanscape by Justin
Gray

€SS Co., Ltd. by
Benjamin Klemm

Sakura by Tatsuya
Uchida

Kyota Forest by John
Palitowski

A Walk in the Garden

by Simon Van
Hauwermeiren

next designs »

View All Designs

View This Design’s C55

€SS Resources

Cone liyililili’ila Internet

| RN

RS

By clicking on the menu entries on the right hand side of the page, you can choose other CSS

style sheets to apply to the page. For example, here’s the Orchid Beauty style:
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the beauty of css design.
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The point to remember here is that the HTML file which contains the page content (ie, the
text such as "Littering a dark and dreary road...") is the same each time. It hasn’t changed.
All that changes is the CSS file that it’s linked to, which controls the position and appearance
of the text, and the positions and names of the image files.

If you want to know how more about how it's done, order a copy of "The Zen of CSS Design",
written by the authors of the site. It’s available from Amazon and just about every major
bookstore.
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Page Layouts and Div Tags

So far, our look at CSS has concentrated on visual appearances. We've covered how to
specify fonts, sizes, and colours. But CSS is much more than that. Most importantly, it also
covers the layout and arrangement of pages. For example, look at this page.

/2 spiderweb - Windows Internet Explorer = | = |1|
1-\:/#1\:_]-.‘ __‘f XI@, Ditrashcanitemplate-22 10}spiderwebijndex, html j -) Iff" Live Search P'
b & Spiderweb fi- B - 2 m o ke @ CEe @ T

+ Spiderweb I -

Home
Blogs
Photos

About

Contact

Aiquan ibero Welcome to Our Site
Consectetuer . . . . N . .

This website layout is released under a Creative Commons Attributions 2.5 License. You're free to
Consectetuer efit use this layout for anything as long as you link back to Free CSS Layouts
#etys pelentesnug Lorem ipsum dolor sit amet, consectetuer adipiscing elit. In nec risus non turpis interdum rutrum.
Suspendisse mauris Vestibulum et metus.

Mulla id magna sed dolor sollicitudin lacreet. tempus in, lacus. Duis tempor posuere diam.

Suspendisse vel tellus quis nunc malesuada porta.

Nulla id magna sed dolor sollicitudin laoreet. tempus in, lacus. Duis tempor posuere diam.
Aliquam libero Suspendisse vel tellus quis nunc malesuada porta.
Consectetuer
Consectetuer elit You are allowed to use this design only if you agree to the following conditions:
T - You cannot remove copyright notice without our permission.

- If you modify this layout it still should contain copyright.
e - You may copy, distribute, modify this layout as long as links to www. free-css-layouts.com

remains untouched.

|
Dane [T T T T [@mtemet Fa~[®1m% - 4

Notice that the page is divided into two columns. Actually, the top section of the page, which
contains the Spiderweb title and the grey bar, uses the full width of the page. The remainder
of the page is split into two vertical columns. The left-hand column holds some links, while
the main content of the page is on the right hand side.

This layout is typical of many web sites. They use a two- or three-column layout in order to
fit all the required content on the page in a logical place. Having the page’s collection of links
and menus (known as the navigation, or nav for short) in a separate column like this also
means that the main content is narrower than the full width of the screen. This makes it
easier for people to read the page on screen.

So, how do we use CSS to create a page layout like this? The key is the <div> tag. A div, in
this context, stands for a divider or a division. It lets you separate entire blocks of your page,
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including other HTML tags, into discrete items whose layout can then be controlled by the
css file.

A div is not like any of the HTML tags we've encountered so far. It's not the sort of thing that
you’d assign a font or colour to. Instead, you use css to specify its position on the page,
relative to the top left hand corner or to other divs. You can also specify its background
colour, border, margin and so on.

By carefully nesting your divs, ie opening a new one before closing the current one, you can
create the hierarchy that leads to the columnar effect shown above.

So in the above example, the page comprises 4 divs. First is the overall outer div which holds
the entire page. Within this are 3 more divs, to create the top panel, the left hand column
and the right hand column.

As a simpler example, let’s use divs and css to lay out a page. Here’s the effect we want to
end up with:

Y Untitled Document - Micrasoft Internet Explorer = IE]E]
Hle Edt Wew Favorkes Took Heb | 2
y A A = A :
e - ) - (] (2] ()| ) searh S ¢ Faverites £2) | S NERA S
Addess [ indes himl I 8se ks
Header
Lorem ipsum delor st S“l‘he“(linﬂ
amet, consectehuer
adipiscing ebt, sed diam Lorem spsum dolot sit amet, consectetuer adipiscmg elit, sed diam nonummy nibh evismod tmnesdunt ut
nomumny mibh evismod lacreet dolors magna abquam erat volutpat. Ut wizt emum ad manem veram, qus nostrud exerc: tation
tincidunt ut ullamcorper suscipit lobortis nisl ut ahiquip ex ea commodo consequat Dhuis autem vel enm imire dolor in
hendrert m wilputate velit esse melestie consequat, vel dlum delore eu feugat rilla faciine at vers eros et
accumsan et wsto odio digmssim qu blandst praesent luptatum zonl delemt augue dws dolore te feugart nulla
facilsi.
TTe wner erim ad rrumiem versam, quis nostrud exerci tahon ulamcorper suscpit loborts mel ut shaqup ex ea
commedo consequat Duss autem vel eum imure delor in hendrent in vulputate velt esse moleshe consequat,
vel ilum delore e feugiat nulla facilisis at vero eros et accumsan et dusto odio dignissim qui blandit praesent
luptatum zml delert augue dus dolere te feugat nulla facihs, Lorem spsum dolor it amet, consectetuer
adipiscing elit, sed diam nommmy nibh euismod tincidunt ut lacreet dolore magna aliquam erat wolutpat.
Footer
2] Done [T T [ [NJiocalinranet

Here we have a very common web page format. A header line at the top, a left and a right
hand column, and a footer area at the bottom.
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Here’s what the body section of the HTML file looks like, for this page. I've added some line
numbers to assist in the explanation which follows — these are not part of the HTML and you
should remove them if you want to paste this into Amaya to experiment further.

<body>

<di v id="container">
<div id="top">
<hl>Header </ h1>
</div>

<div id="leftnav">
<p>

Some text goes here...
</ p>

</div>

<div id="content">
<h2>Subheadi ng</ h2>
<p>

Sone text goes here.</ p>
<p>

Some text goes here
</ p>

</div>

<div id="footer">
Foot er

</div>

</ div>

</ body>

You may be surprised at just how short and un-complicated it is. Let's take a look at this code
in a little more detail, because understanding the basics of div-based page layout is vital if
you want to know more about how web sites work.

On line 2 we create a div and we name it container. This is the overall div that contains the
rest of the page. It doesn’'t matter what names you choose for your divs, but many web
people choose to call themain div the container.

On line 3we create another div called top. This is effectively inside the container because we
haven’t yet closed the container div. The top div gets closed on line 5, and its contents (just
an hl heading) appear on line 4.
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Between lines 6 and 10 we create another div called leftnav, the contents of which is just a
single paragraph. Lines 11 to 18 hold the content div, which is the right-hand column in the
illustration above. Lines 19 to 21 create our footer div.

Finally, on line 22, we close the container div.

With the page created, we can now create the css file for it. Here’s what it looks like. You'll
see that I've used a slightly different formatting layout, with the { symbols on a separate line.
It's quite OK to do this if you prefer it.

#cont ai ner

{

wi dt h: 90%

mar gi n: 10px aut o;
background-col or: #fff;
col or: #3383;

border: 1px solid gray;
i ne-height: 130%

}

#t op

{

paddi ng: . 5em

backgr ound- col or: #ddd;
border-bottom 1px solid gray;

}

#top hl

{

paddi ng: O;
mar gi n: O;

}

#1 ef t nav

{

float: left;
wi dt h: 160px;
mar gi n: O;
paddi ng: lem
}
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#cont ent

{

mar gi n-1 eft: 200px;
border-left: 1px solid gray;
paddi ng: lem

max-w dt h: 36em

}

#f oot er

{

cl ear: both;

mar gi n: O;

paddi ng: . 5em

col or: #333;

backgr ound- col or: #ddd;
border-top: 1px solid gray;
}

#leftnav p { margin: 0 0 1emO; }
#content h2 { margin: 0 O .5em O; }

The first section of this css file is #container. This, if you remember, means that we’re about
to specify the styles for the HTML tag whose id is container. Which just happens to be our
main div. Of primary interest is the fact that we’re setting its width to 90%. This means that
the overall width of our page will be 90% of the screen width, on whatever screen the visitor
happens to be using to view our site. If you look at the picture of the page, the remaining
10% is taken up by the vertical areas of white space to the left and right of the main text area.

The second section, #top, is used to specify a few more things about the top div. Below this
is a section entitled #top hl. This is something we've not encountered before, and is yet
another useful feature of css. I n this case, it means that the styles which follow are only to be
applied to level-one headings within the #top div.

The final 2 sections, #leftnav p and #content h2, use the same technique. They specify what
the standard paragraph text will look like in the leftnav column, and how the h2 heading in
the content pane will appear.

Although this may all seem very complicated at first, it's fairly easy to get used to with some
practice. If you want to use this example as a starting point for your own pages, just type or
paste the HTML code and the css file into Amaya, and then tweak the content and styles as
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you wish. By experimenting with TopStyle Lite to change the styles, you can make the page
look just how you want it to.

If you want to upload the finished product to your hosting space, remember to upload both
the css file and the HTML file. Otherwise the layout will look completely wrong. IN
addition, you'll also need to add HTML and BODY tags to the html file, as well as linking the
style sheet to it.

The CSS Box Model

Using css to create page layouts, rather than just using it to format your text, is complex.
You would be well advised to start with a ready-made design from a site such as
www. opendesi gns. or g rather than designing your own from scratch. But if you do want

to learn more about the intricacies of CSS for page layout, there are plenty of good books and
online resources available. A Google search for terms such as "css tutorial™ or "learning css"
will getyou started.

One of the most important concepts in css-based page layout is something called the box
model. It explains how padding, spacing, justification (left, right, centred etc) and margins
interact to affect the final position of an item on a page.

D U O : - content edge
A
E——— 7 - padding edge
lexft border edge
e margin edge

It is beyond the scope of this book to cover this topic in any more detail, but you can find out
more by searching online for "css box model".
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Pictures On Pages

To puta picture on one of your Web pages, here’s what you need to do:

1. Obtain the picture as an image file (typically .JPG or .TIF) from your scanner, camera
or any other suitable source.

2. Copy the image file into yourweb folder along with the HTML files thatmake up your
site

3. Add an <img> tag to the HTML page at the point where you want the picture to
appear.

Let’s try doing this now.

First we need to find a picture to use. If you have something to hand, copy it to your Web
Work folder. Ifyou don’t have any images, visit your favourite web site, right-click one of the
pictures on the page and choose "Save Picture As", and save it in your Web Work folder.

You might at this point be somewhat surprised to discover that stealing pictures from other
people’s web sites is as easy as right-clicking. Sadly, this is generally the case. Never assume
that pictures on your web site are safe from others whowant to use them. If this is a problem
for you, eg if you're a professional photographer or artist and you want to show off your work
online without others helping themselves to it, the best deterrent is to upload only small
thumbnail pictures onto your public site. Anyone who wants to see full-size pictures can
then be asked to pay before being allowed into a separate, subscribers-only area of the site.
Another option is to use a graphics program to add a watermark or logo to your pictures, but
this detracts from their overall look.

With your picture safely stored in your Web Work folder, open Amaya and load one of your
HTML pages. From the Insert menu, choose Image. Then browse to your Web Work folder
and select the picture you placed there earlier.

In the space provided, type some "alternate text". This is the text that a visitor's web
browser will display if the visitor hovers their mouse over the picture. It's also the text that
will be read out aloud to anyone who visits your site with the aid of some screen reader
software. Therefore it's a good idea to always include some alternate text (or alt text, as it’s
known) for every picture you use on your site. In fact, Amaya won't let you leave this box
blank so you have no choice in thematter.
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Your chosen picturewill now appear on yourweb page. Here’s how it looks on my computer.
Note that I've used the Show Source option to show both the standard page and the HTML
source code:

EIE]
File Edit Views Insert Format Links Tools Help
O @ ‘5?\ IE:\Dncuments and SettingsirobertiDeskiopiweb Worklindex html ﬂ f-'
= . I o EC # 1 )
QBE@='|£/ ¥ &y " °‘~‘4|V‘;-.—%,|‘es%,‘;-k
i Welcome to Amay... 3| i My Index Page ¢ £ > Elements
This is my Index page, ie the home page of the site. [ | > Syle
« Bus e
» Train oo
« Tram
» Plane
« Helicopter =
|
» List of style sheets
v Files
- Desktop -
B[] My Dropbox
B web work
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2] backupzi.BaT —
[ chrome Ink
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> Attributes
<h2>A Smaller Heading</h2> » Special characters
-
|
'1tm| =body >p> rText ‘;_

Notice the <img> tag in the lower window, which specifies the name of the image file, the alt
text for it, and the width and height of the picture.

If you want to see your finished page online, upload both the HTML page and the image file
to the hosting space on your server. Don't forget to always upload all of the image files that
your site uses. Ifyou don’t, and a visitor’'s web browser encounters a page where the <img>
tag references a picture file which doesn’t exist on the server, the picture on the page will
typically be replaced by an empty box with a red cross in it. If you've ever seen a page on the
web which looks like this, now you know why. The person who created the page forgot to
upload the image file, or they renamed the image file on the server without updating the
<img> tags on the page to match.

About Image Sizes
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The dimensions of a picture file on a computer are generally measured in pixels, and the
overall size of the file is, like any other file, measured in KB and MB (kilobytes and

megabytes).

The typical person who visits your web site will have a screen size of around 1024 pixels wide
by 768 pixels deep. So if you want a picture which fits on the screen alongside some text and
navigation, you’ll probably want to ensure that the image is roughly 300 pixels wide and 200
deep. Equally, if you want the picture to take up almost all of the screen, a size of 1000 by
700 might suffice.

However, the typical image from a modern digital camera is often more like 3000 by 2000
pixels. Take something from your scanner in high-resolution scanning mode, and it could
even be 3 or 4 times that figure. The picture will thus be far too big to fit on the screen. The
web site visitor will have to scroll within their browser to see the full image.

Some web developers get around this by changing thewidth and height settings in the <img>
tag. This forces the browser to resize the image to the required size. However, it doesn’t
change the overall size of the image file on the server, in terms of its KB and MB. A picture
from your camera that's 3000 pixels wide, in a file that's 4 MB, will still occupy 4 MB of
server space if you alter the <img> tag to display the picture at 200 pixels wide. It will
therefore still download very slowly onto your visitors’ computers.

So, here’s a vital rule about pictures on web sites that you should always follow. If the
picture you want to use on your page isn’t the right size, use an image editing program to
resize it BEFORE placing it on your web page. Never resize a picture by changing the width
and height settings in the img tag.

If you don't have a program that can resize pictures, upload the image to somewhere like
www. pi kni k. comand use their online tools.

Pictures As Links

On page 63 we leamed about hyperlinks, and how to turn a snippet of text into a clickable
link which leads to another page or site. Y ou can also turn an image into a hyperlink too, so
that clicking on the image takes the user to another location.

First, select the picture from within Amaya by dragging over it with the mouse. It will be
surrounded by a border like this:
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This is my Index page, ie the home page of the site.

s Bus

e Train

s Tram
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Then simply go to the Linksmenu, select "create or change link", and enter the required page
to which thevisitor will be taken when they click the picture.

Note that some browsers add a border around any picture which is used as a link, and this
may mean that the picture doesn’'t look quite as you want it to. To get around this, set the
picture's border width to zero somewhere within the <img> tag for the picture. For example:

<inmg src="picture.jpg" alt="This is a picture" border="0">

Finding Images to Use on Your Site

Stealing images from web sites to use on your own is both morally and legally wrong.
There’s no harm in borrowing such a picture as a training exercise, which is whatwe’re doing
here, but it's certainly not advisable to do it on a real web site. If you need an image to
illustrate your site but you don’t have your camera to hand, or you don’t have a suitable
image, help is thankfully at hand. There’s a variety of web sites which offer royalty-free
pictures that you can use on your sites without payment. My favourite is at ww. sxc. hu,
which is registered in Hungary but is presented in English.
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A Browser Icon for your Site

Have you ever noticed how some web sites have their own special icon that appears in your
web browser’s list of favourites, and on the browser’s address bar? It also appears on the
desktop if you create a shortcut to the site. An icon like this can help to make your site stand
out on your visitors’ computers, and also adds an extra degree of professionalism to your
design.

For example, if | add the BBC Newsweb site to my list of favourites, notice the small black
BBC icon in the address bar and in my Favorites menu:

f:" BBC NEWS | News Front Page - Windows Internet Explorer

— e,

| X IE hiktpef inews bbe.co.uk)

Fil=  Edit iew | Favorites Tools Help

7,:5 @ Siumae Add ko Favarites. ..
Add to Favorites Bar

Add Current Tabs ko Favoarites..,

W

Organize Favoarites. ..

|} Favaorites Bar L4
£ | M5N.com
N E # | Radio Station Guide
E argiva
& | http--80,169.174, 77-sitefinder-home-Horizon Sites sitefinder, xls
& | font size and microsoft outlook express Resources  TechRepublic M
world ) Microsoft Websites 3 :

UK EX BRC MEWS Mews Front Page

This sort of icon is known as a "favicon", because its most common purposes is to appear on
your visitors’ lists of favourite sites. I1fyou want one foryour site it's not hard to do. What
you need is a graphics program which has the ability to create and save an image in favicon
format.

While there are many such programs around, some of which are downloadable for free, it
doesn’t really make sense to install a program on your computer that you won't use very
often. There are quite a few online favicon editors that you access via your web browser, and
these work just as well. A Google search for "favicon editor" or "online favicon editor" will
bring up lots of them, so just pick one that works for you.

As an example I'll use the one at:
http: //ww. nobi | efi sh. com servi ces/ favi con/favi con. php

Itlooks like this:
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To create your favicon, click the pixel boxes in the drawing area. The colour picker allows
you to choose the colour of each pixel.

Note that a favicon is a fixed size of just 16 by 16 pixels (some operating systems and
browsers support larger ones, but not all do, so stick to 16x16 if your editor offers you a
choice of sizes). This means that your design will necessarily be fairly crude. Don't try to
cram too much information into a favicon as it just won'’t look right. Equally, resist the
temptation to use an editor which claims to be able to convert a digital photo or other full-

size image into a favicon. You can try it, but the results won'’t be particularly appealing or
comprehensible.

As you draw, click on the Create Favicon button to see how things are coming along. Here’s

my attempt at being a favicon artist. The design is a cross between a pen nib and a letter W,
in case you’re wondering!
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Favicon drawing area:
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Clear icon Background
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Mirror = Flip
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With the design complete, click Download Icon and the site will download a file to your
computer called favicon.ico. Don’'t change the name of the file or it won't be displayed
properly by your computer orweb browser.

All that remains is to upload the file to your web site using FileZilla. The rules about favicons
state that the file must be uploaded to the root folder of the site. In our case, this means the
public_html folder. 1fyou put the file in any other folder on your site, itwon't work.

Having uploaded the file, we can now test it. Open your web browser, surf to your site, and
you should see something like this:
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,"j My first Web page - Windows Internet Explorer

@:_—;v 3| 2 IQ hitkpe e, the-web-book, com)

'i:? | '{.&3 @ Suggested Sites + @ | Free Hotmail @ | Wweb Slice Gallery =

QMV first Web page | |

Hello,

This is my first web page!

Notice how our new favicon appears in the browser’s address bar and also on the Internet
Explorer tab.

You can even get the favicon to display on your desktop. Just right-click on your Windows

desktop and then choose New, Shortcut. For the location of your shortcut, type the web site’s
address. In this case ww. t he- web- book. com For the name I'll just use TWB, to keep

things concise. | now have, on my desktop, a direct shortcut to my web site, which even
shows the proper icon:

o A

My Conputer T'WE

If the favicon doesn’t appear and you get a generic browser icon instead, double-click the
icon to visit the site. This should force Windows to download the favicon, after which the
display should be correct.
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Short Cuts to Great Web Pages

Now that you know the basics of HTML and CSS, you're probably itching to create some real
pages. However, you're probably also feeling rather daunted, having realised that creating a
web page which looks good isn’t going to be as easy as you might have hoped.

Thankfully, help is at hand. There are lots of ready-made page designs that you can
download for free from the internet, and then customise as you wish. It's much easier to
start with someone else’s design and then adapt it, rather than creating something from
scratch. However, even if you're starting with someone else’s work, you will find it difficult
to customise the page unless you know the basics of HTML and CSS first. Hence the
previous chapters.

Two of the best-known sites that offer free, ready-made, CSS-based templates are:

Open Source Web Designs  www. oswd. or g
Open Designs www. opendesi gns. org

Both sites are very similar in nature. You browse the list of available designs, and then
download any that you want to use. Each design normally consists of a single index.html file
containing the sample design, an accompanying style.css file, and a collection of pictures that
the site uses. Once you have download all of this, you tum it into a usable site by doing the
following:

1. Tweak the CSS in order to fine-tune the look and feel

2. Tweak the index.html file too, if required

3. Copy the index.html file as many times as necessary, in order to create each of the
pages for your site

4. Tweak or replace some or all of the image files, if required, to make the site more
relevant to your audience.

5. Upload the finished set of files to your hosting space.

Here’s an extract from OSWD, so you can see the sort of material that's available:
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And here’s a similar page from opendesigns:
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Both sites are similar in what they offer, and each contains around 2000 separate designs.
Remember, though, that what you get is not a finished web site. It’s justa single page, nicely

designed, thatyou can use as a building block.

Using an Open Source Design

As an example of how to download and use a freely available web design, let’s take a look at
one of them in detail. In this case, the design comes from opendesigns.org and is called Hot

Gray.

To start, locate the design on the web site and download it. 1t'll arrive on your computer asa
.zip file, which you need to extract. Just right-click the file and choose Extract All.
now click into the folder, within which will be another folder called Hot Gray. Within there

will be files you actually need:

L

I—;_J images
|

license txt G
Texk Document =
1kE =

index. htmnl
HTML Dacurment
4 KB

style,css
Cascading Style Sheet Document
3 kKBE

1] “l 1l
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The license.txt file is a text file which spells out what you can and can’t do with this particular
design. Although most of the free web designs have licences and restrictions, the restrictions
are rarely tough. In the case of Hot Gray, the licence file merely stipulates:

Ok, I'm gonna be straight here, no legalese: this theme is free for personal and commercial
use as long as the footer links are kept intact.

You don't have to link from every page of your site if you don't want to, only the front page.

Sounds perfectly acceptable to me. So, copy the Hot Gray folder to your Web Work folder in
order to keep all of your web-related projects in one place. Then double-click the index.html
icon so we can see what the page actually looks like in aweb browser:

? [ Untitled Document
C M % fleE:/Documents %20andd 205ettings/robert/Desktop/\Web % 20Work ot _gray indes hitml > O F~

Home ContactUs AboutUs Se

Hong == Setvices == SE Optimization

Pages Servicii de optimizare

Home Posted on 27 Dec 2007 by Author in Category 1, New Category Blog

Caontact Us Ante in pretium dignissim, nibh ligula vulputate massa, in blandit diam tellus nec lectus. Nulla dolor.

Ahout Us Sed non dolor et est dicturn bikendurn. Vestibulurm eu orcl eu lacus adipiscing cursus.

Senices

Products Donec eget turpis. Etiam tellus quarm, condimenturm eget, consectetuer eget, bibendum a, nunc
Curahitur facilisis interdum dalor

Categorles & Sed pellentesque magna ac magna

Search Engine Optimization & Nullam lacus

Search Engine harketing & Utegestas suscipittortar

Web Development

Affiliate Marketing Etiam uliricies venenatis risus. Munc nibh. Fusce imperdiet odio rhoncus massa. Praesentvehicula,

Miscellaneous dui a interdum pellentesgue, augue ante vestibulum serm, vel dignissim velit nisi ac urna

Sed lobortis purus ac pede. Etiarm tempor odio. Cras sed magna. Mauris quis nislin dolor
condimenturn suscipit.

Integer nibh wna, pretiurm nec, gravida o, suscion guis, pede. (1 Insum maurls, laculls viise,
adipiscing quis, Wizmcarper at, nis!. Duis placerat incidunt lacus. Pellentesque adipiscing
condimentum torar. Aenean ut odio.

Buspendigse turpis purus, suscipit guis, venenatis eget, posuere vitae, mi. Pellentesgue auctor erat
at nisi. Sed mauris nibh, sollicitudin sit amet, bikendur ac, luctus ac, elit Mauris nec urna. Donec
vitae purus

Yivamus commodo, erat eu varius ultrices, duivelit pellentesque odio, quis condimentumn tellus orci
fringilla 12, Etiam vehicula adio in velit. Integer odio. Sed blandit pellentesgue magna.

@ Copyright Webste 2009, Al Rights Reserved s
Design by Optimizare Site | Paste

Looking pretty good so far, considering that we haven’t had to actually do any design work at
all. This is more like it!

Tweaking the Text
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Changing the sample text that's on the index.ntml page supplied as standard is simplicity
itself. Load thefile into Amaya, and just type over what's already there. Delete anything that
you don’t want.

In the example below, I've replaced the main text with a paragraph of my own. In addition,
I've created a short list of foods, and used the Unordered List option in Amaya (the button on
the right hand panel that | have ringed in red) to format the list in the style as defined in the
css file. In this case, for the Hot Gray design, the normal rounded bullets are replaced by
small rectangles.

I've also deleted the "Posted on..." line under the main heading. This is useful for blog-type
pages or online newsletters but isn’t really necessary here. The relevant entries are still in the
CSS file, so this particular style can still be used on other pages within the site if required
later.

Bl untitled Document - Amaya 11.2 =TS

File Edit WViews Insert Format Links Tools Help

(2 ) () €3 7 [Eribocuments and sattingsirobertiDesktoplab Workjhot_graylindsx. bt =] A

Bl E|e vy | P RS
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[w s |

THohT Py

N B ENE
Al (4] 2] Az [ (=
5 ¢ | =B E

RN =R E

Home >> Services >> SE Optimization

Pages
Home
Contact Us
About Us
Services
Products

Categories

Search Engine Optimization
Search Engine Marketing
Web Development

Affiliate Marketing
Miscellaneous

Welcome To My Site

This is the web site of Robert Schifreen, and is being used to test the Amaya software and the Hot Gray tlemplate
that we downloaded fram the internet. You may be interested in some of the things that | like. These include:

o roast beef
o potatoes
o vegetables
o cakes

Ante in pretium dignissim, nibh ligula vulputate massa, in blandit diam tellus nec lectus. Nulla dalor. Sed non dolor
et est dictum bibendum. Vestibulum eu orci eu lacus adipiscing cursus.

Donec eget turpis. Etiam tellus guam, condimentum eget, consectetuer eget, bibendum a, nunc. Curabitur facilisis
interdum dolor.

> Style
v Ao theme

Vl Select 5 dass or a pseudo-class
s

¥ List of style sheets
o Sed pellentesque magna ac magna

=, o
o Nulam lacus lles

o Ut egestas suscipit tortar IAr\aI § LIEI 2 LI:
- [#-F] My Drophox
Etiam ultricies venenatis risus. Nune nibh. Fusce imperdiet odio rhoncus massa. Praesent vehicula, dui a 5 = web work
interdum pellentesque, augue ante vestibulum sem, vel dignissim velit nisi ac urna T B1-E] Copyofho
Sed lobortis purus ac pede. Etiam tempor odio. Cras sed magna. Mauris quis nis! in dolor condimentum suscipit. =] E hat_gray
Integer nibh urna, pretium nec, gravida et, suscipit quis, pede. In ipsum mauris, iaculis vitae, adipiscing 5
quis, ulamcorper at, nisl Duis placerat tncidunt lacus. Pellentesque adipiscing condimenturn tortor. - license,
Agnean ut odio. B style.c:
E T O o B P P PP P e A e | e i| computer,
Cimmnn. - [ _I '_J P 1
html > biady = div = div > div > div.post > ul > [Test (2]

Changing the Pictures

You'll also see from the picture above that I've changed the header picture from a desert
scene to some tasty roast beef. How was this done? Take a look inside the images folder of
your Hot Gray design. Browsing in thumbnail mode within Windows, we find the following:
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| - gi :-0-
Dimensions: 760 x 122
40original blockgr adient ;Eﬁ?:léﬁgiémage

The 40original and blockgradient images are used to make up the border around the page,
and the grey bars behind the menu lines. We can leave these alone for now. The file we're
interested in is header.jpg. Hovering the mouse over the thumbnail brings up a summary
box which tells us that the image is 760 by 122 pixels. So, in order to customise the design
but without affecting the layout, we simply need to replace this image with something else
that has the same name and is the same size. A quick visit to the free image site at

www. sxc. hu thatwas mentioned earlier is all that’s required.

You’'ll also need to crop the picture you download to a size of 760 by 122. Ifyou don’t have a

program that can edit and crop pictures, search the web for The Gimp, which is a great image
editor that'’s totally free. Or use the online image editor at ww pi kni k. com

Changing the CSS Styles

If you want to change the text styles that the Hot Gray design uses, you’ll need to change the
CSS entries in its style sheet file. Loading the css file into TopStyle Lite, the first section
looks like this:
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body {
wargin: 0O;
padding: 0:
text-align: center;
background-color: #FFFFFF;
background: url{images/40coriginal.gif)] repeat:
font-family: Arial, Helwetica, sans-serif:
font-size: lZpx:
font-weight: normal;
color: #333333;

hi, h2, h3, hd {
margin: 0O;
padding: 0:
font-weight: bold;

p{
margin: Spx Spx:

a {
text-decoration: none;
color: #390000;

a:visited {

}

Scroll down and you get to the next set of styles, namely:

a:hovrer {
border-bottom: lpx dotted:
}
ul {
margin: 0OF
padding: 0;
list-style: none;
}

A% Layout */

#container {
width: 7olpx:
margin: Z0px auto;
padding: Spx:
border: Zpx #eeeeee solid;
text-align: left:

}
#Flinks {
width: 750px;
padding: Spx;
background-color: #2ZD3ASC:
}
#Fheader {
width: 7Te0px:
margin: Spx O;
height: 120px;
background: url (images/header.jpg) no-repeat;
}

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
113



There are others, too, but this will suffice for the moment. Let’s take a look at some of these
style definitions, and decipher what they mean.

First is the style for the contents of the <body> tag, which governs some of the overall look
for the entire page. We can see, for example, that the background image is specified here.
The "repeat" bit means that, although the image itself is small, it will be tiled across the
entire page as needed.

Next, the file specifies that headings 1 to 4 have no margin or padding, and are in bold type.

Next, we set margins around each paragraph (ie, the <p> tag). But why 8px and 5px? You
can specify up to 4 values in instances such as this, to affect margins, padding etc all around
an item. The 4 values start from the top and work clockwise around it. So, for example, a
margin of 4px 7px 10px 3px means 4 pixels at the top, 7 to the right, 10 underneath and
3 pixels to the left. In this case, only the first two values have been specified, so each
paragraph will have an 8 pixel margin above it and 5 pixels to the right.

The <a> tag stands for "anchor”, and is the one we use for creating hyperlinks. In the style
definition for the <a> tag, text-decoration:none is how we remove the underline that

browsers otherwise add to links. Equally, we change the standard link colour from blue to
red with the col or: #990000 line.

The a:visited and a:hover styles allow you to specify the style for links that the user has
already visited. Most browsers normally display these in purple, but by setting a style for
a:visited you can change this. Equally, a:hover is the style that a hyperlink has when the
visitor has his or her mouse hovered over it. In this case, we use the <a> style to turn off the
underline and then use a hover style to turn it back on. This gives the effect of making the
underline appear only when the mouse is hovered over the link.

Which Style Is This?

One of the problems that you’ll almost certainly encounter when you're trying to decipher
how the sample index.html page and the style.css file work together, is how to tell which style
or styles are governing the appearance of a certain item on the page. For example, look at
the screenshot above, where I've added the "Welcome to my site" heading. Now look across
to the Categories subheading on the left hand side of the screen, and particularly the "Web
Development” line. If you wanted to change the appearance of that text, which entry in the
css file would you need to change?
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In an ideal world, the structure and content of the css file would tell you all you need to
know. And indeed there’s a section in the file called #links, which, if you remember our first
lesson on CSS, means that this is the style for the item on the page which has an id of "links".
There is indeed such an item, namely a tag that consists of <di v i d="1 i nks" >, but this, if
you look through the HTML code of the index page, clearly refers to the links under the
Pages heading and not the entries under the Categories heading. So it’s back to square one.

There are two techniques that can help you track down the css entry that affects an item on
the page. Firstly, use Amaya’s status line. Load Amaya, open the page in question, place
your cursor somewhere within the text that you're interested in, and look at the very bottom
of the screen. In the case of the page in question, you'll see this:

T OO oS
o vegetableg|
Categories o cakes

Search Engine Optimization

Search Engine Marketing Al i prethim

et est dicturm bil

Web Devilopment
Affiliate Marketing Donec eget turg
Miscelaneous interdum dolor.

o Sed pelen
o Mullam lac
o Ut egestas

Etiam ultricies v
interdurm pellent

Sed lobortis pur

Integer rib
guis, ullarm

trol = body = div > div > div = div.block > ul >li = a

The status line shows the hierarchy of HTML tags leading up to the item on which the cursor
is positioned. So in this case, it's the overall HTML tag, followed by body, then a selection of
divs, then a div which is configured to use a class called "block”. Within that div, we're
looking for an unordered list, and list item within that, and a hyperlink (the <a> tag) within
that.

The second technique is to look at the HTML code near the text you're interested in. View
the HTML source with Amaya (or even load it into WordPad or Notepad, if you’d rather).
Search for "Web Development” and what you actually see is:

<div class="block"=>

<h3rCategoriea</hix

<ulx
<lir<a href="/">Search Engine Optimization</a></lix
<lir<a href="/">Search Engine Marketing</a></li>
<lir<a href="/":>Web Development</ar</li>
<liz<a href="/"»hiffiliate Marketing</ar</lix
<lix<a href="/">Niscellansous< /a></lix

<fulx

<fdive
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As we can see again the Web Development entry is a link within a list item, within an
unordered list, within a div that is to be formatted with the css class called "block".

Although this looks cut and dried, it’s not necessarily the end of the story. Ifyou look further
at the HTML source code, you will see that the above-mentioned div is actually contained
entirely within another div that has an id of "menu”, and that div itself is within yet another
one called "contentwrapper"”. Any or all of which could be affecting our text, but at least we
have some good clues as to where to look in the css file.

Let’s start with the entry at the very end of Amaya’s status line, and work backwards. It's an

<a> tag. The css file has only one mention of the <a> tag, so that’s a good place to start.
Let's change the entry from col or: #990000 to col or: #009900 and try viewing our

index page again:

7 [™ Untitled Document E
C M i fleE/Documents %20and% 205ettings/robert/Desktop/\Web % 20Work ot _gray Andesc hitml » O &~

Hong == Setvices == SE Optimization

Pages Welcome To My Site
Haome This is the weh site of Robert Schifreen, and is being used to test the Amaya software and the Hot
Contact Us Gray termplate that we downloaded frorm the internet. vou may be interested in some ofthe things that
Apout Us llike. These include:
Serices
Products s roast beef
s potatoes
Categories = vegetables
s cakes

Search Engine Optimization

Search Engine Marketing

Wb Developrnent

Affiliate Marketing

Miscellaneous Donec eget turpis. Etiam tellus quam, condimentum eget, consectetuer eget, bihendum a, nunc
Curabitur facilisis interdurn dolor.

Ante in pretium dignissirm, nibh ligula voiputate massa, in blandit diam tellus nec lectus. Nulla dolor,
Sed non dolor et est dictum hibendum. Vestibulum eu orci eu lacus adipiscing cursus.

s Sed pellentesque magna ac magna
& Mullam lacus
s Utegestas suscipit tortor

Etiam ultricies venenatis risus. Mune nibh. Fusce irmperdiet adio rhoncus massa. Pragsent vehicula,
dui a interdum pellentesgue, augue ante vestibulum sem, vel dignissim velit nisi ac uma

Sed lobortis purus ac pede. Etiam tempaor odio. Cras sed magna. Mauris quis nisl in dolor
condimenturm suscipit.

Integer nilbk wina, pretivm nec, aravica e, susciplt quis, pede. [n ipsum maurls, laculls vilae,
SefjolsCing qus, uiismcomer &t nisl Duis placerat incidunt iacus, Peliemescue soipiscing
condirenturn forar. Aenean W odio

Suspendisse turpis purus, suscipit guis, venenatis eget, posuere vitae, mi. Pellentesque auctor erat
at nisi. Sed mauris nibh, sollicitudin sit amet, bikendur ac, luctus ac, elit Madris nec urma. Donec jhd

Success! Our links are now green rather than red.

Adding Pages and Navigation
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With our downloaded template now tweaked so that it looks how we want, all that remains is
to create additional pages and get the navigation (ie, the set of links down the left hand side)
working.

When you download a template that includes links, it's common for those links not to
actually lead anywhere when clicked. If you look at the HTML source code for the page, and
specifically the <a> tags which comprise the links, you’ll see lines that look something like
<a href="#"> or <a href="/">. The entry in quotes after the href command is the
destination for the link, and would normally comprise a complete URL or at least an HTML
file name. Instead, these links are all empty so we need to populate them.

First, we need to decide on the structure of our site. We don’t need the Categories section, so
that can be deleted. In the Pages section, we'll keep the first 3 (Home, Contact Us and About
Us). We'll delete the last 2, and replace them with a new entry called Blog.

So, to start, load the index.html page into Amaya. First look for the section of code that
comprises the Categories block. It’s safer not to just select the whole block with the mouse
and hit the Delete key, as you risk leaving a stray HTML tag in place. Much better to switch
to HTML code view and do it properly.

Here’s the page loaded into Amaya, with the relevant block of code selected:
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¥ Files

== Desktop =
E1 My Dropbox
E-F= web work
[ Copy of ho
== hot_aray
[ images—
= indes.k
t license.
style.ce
<div id="content"> LJI ﬂ@mpuytar.ﬂ

line: 47 |Character: 1 ’Text €3

We're about to delete an entire section of the page, which starts with a <div> tag and ends
with </div> . Don’t delete the second of the two </div> tags, as that closes a div which is
opened earlier, and deleting it would lead to an imbalance. And a page that won't validate
correctly.

Press Backspace to delete the selected block of code, then save the HTML file. Open the page
in your web browser, rather than Amaya, and the Categories section should now be gone:
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Pages Welcome To My Site
Home
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Products

& roastbeel

s potatoes

s vegetahles
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Ante in pretium dignissim, nibh ligula woiputate rassa, in blandit diam tellus nec lectus. Nulla dolor.
Sed non dolor et est dicturm bibendum, Vestibulum eu orci eu lacus adipiseing cursus.

Donec eget turpis. Etiam tellus quam, condimentum eget, consectetuer eget, bibendum a, nunc
Curahitur facilisis interdurn dolor.

& Sed pellentesque magna ac magna

& Nullam lacus

& Utegestas suscipit tortar

Etiam ultricies venenatis risus. Nunc nibh. Fusce imperdiet adio rhancus massa. Pragsent vehicula, =
dui 3 interdum pellentesgue, augue ante vestibulum sem, vel dignissim velit nisi ac uma

Sed lobartis purus ac pede. Etiarn tempor odio. Cras sed magna. Maurs guis nislin dolor
condimentum suscipit

Integer nibh wna, pretivm nec, gravida el, suscipit quis, pede. In ipswm maurls, iaculis vilae,
Feffpisting quis, uiamcanmer at, nisl. Duwls placerat ncicunt Jacus. Pelientesque aaipiscing
condimenturn toror. Aenean ut odio.

Snsnendisse turnis pinis suscinit diiis venenatis eset nosters vitae i Pellentesnie auctor arat LI

To remove the final two entries in the Pages section, and add a link to an as-yet-nonexistent
blog page, search for the Pages section in the HTML code and, using Amaya, change it to:
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That's the text of the links. Now we just need to set up the destinations. So, in Amaya’s page
view (you can close the source code view for now), click somewhere on the green Home link
and then, from the Links menu, choose Create Or Change Link. In the box, change the
destination to index.html, as that's our home page.

Change the Contact Us link to point to contact.html in the same way, and the About Us link
to point to about.html too. Finally, set the Blog link to blog.html as well.

All that remains is to actually create the pages that we've now started referring to. So use the
Save As option from Amaya’s File menu to save 3 more copies of the index page, called
contact.html, about.html and blog.html. You can then edit those new pages, again with
Amaya, to contain the relevant information according to the name of the page. Remember
not to change any of the navigation elements because, if you do, you’ll need to make the same
changes across all of your pages. That's why we made sure that the page looked correct
before we started to make the additional copies.

Uploading the Finished Files

With everything done, it’s time to test your site. Uploadyour 4 HTML pages plus the CSS file
to your hosting space, using FileZilla. Then, using your Web browser, surf to the index page
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and try clicking on the links. You should find that you can navigate around your brand new
site quickly and easily.
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Rules, Tables and Image Maps

Now that you're building up your knowledge of HTML in order to create web pages, and the
use of CSS to specify how each HTML tag looks, we’ll cover three more features of web pages
that you might find useful.

Horizontal Rules

A horizontal rule allows you to create a line across your web page. This is useful as a way of
underlining headings, or to separate areas of a large page. Although, if a page is becoming
particularly large, it's always better to split it into multiple pages in order to save your
visitors’ time and bandwidth. For example, if you're putting together the web site for your
school’s sports day and there’s a huge list of race times that requires visitors to scroll down
the page in order to find their name, split the page into separate parts. "Click here if your
surname beginswith A-K, or here for L-R, or here for S-Z". After all, Smith is unlikely to be
interested in Brown’s results, so don’t waste his time including them on the same page.

The standard HTML tag for a horizontal rule is just <hr>. Because this tag doesn't officially
need to be closed, and yet modern HTML coding standards say that every tag needs to be
closed, it's good practice to use the version which includes a closure. Namely <hr /> rather
than a plain <hr >. It'll help ensure that your pages validate correctly.

Amaya has the built-in ability to create rules. Just load one of your pages, then go to the
Insert menu and choose Horizontal Rule. Your pagewill now look something like:
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In a browser, such as Internet Explorer, Chrome or Firefox, it will look similar. Possibly not
identical, because each browser shows the standard <hr> rule in a different way, but the
differences will only be minor. For example, the line may be a slightly different colour or
thickness.

As with every HTML tag, to stamp your own design on it you need to use CSS. For example,
add this to your CSSfile:

hr {
width: 400px;
}

and your horizontal lines now become 400 pixels wide, rather than filling the entire width of
the screen. Like so:
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As always, if you want one particular line to be a different width, use an id-based selector.
Eg, create a line like this:

<hr id="special _|ine">

and then create a style called #speci al _| i ne which contains the specific information for
this line.

Tables

A table is useful if you want to present tabular information on a web page, such as a
timetable, price list and so on. To create a table on a web page using Amaya, go to the I nsert
menu, choose Table, then choose Insert A Table. In the box that appears, choose the number
of rows and columns that you want, and the border thickness. Here’s what Amaya looks like,
after | inserted a table of 3 columnsand 2 rows, with a border thickness of 1:
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I've used Amaya to split the screen to show the table as it would normally appear in a
visitor’s browser, and also the HTML code that Amaya has generated. You can now see the
HTML tags that are relevant to tables, which you need to know in order to be able to control
the appearance of your tables with CSS.

The table starts with a <table> tag and, of course, ends with </table>. The table’s caption,
had | chosen to include one, would have been placed between the <caption>and </caption>
tags. By applying CSS to the caption tag, you can thus choose the particular font etc that you
wish touse for your table captions.

The <col> tags are used to specify various characteristics for each of the columns of the table.
The tags above, as generated by Amaya, don’'t actually have any effect because there are no
additional parameters specified. It's easiest, and perfectly safe, to ignore them.

Next comes the main body of the table, which is enclosed within a <tbody> and </tbody>
tag. Within the table body, each table row goes between a <tr> and </tr> tag, and each cell
is created with a <td> tag, which stands for Table Data.

To change the overall look of all tables on a page, use your CSS file to apply one or more
styles to the <table> tag. This iswhere you change things such as overall border line colours
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and thicknesses, the margin and padding between and around each cell, and so on. Styling
the <tr> tag, meanwhile, lets you specify various aspects of table rows, and specifying the
<td> tag in your CSS file lets you style the table cells themselves.

As always, you can use id-based styles if you want to change the appearance of just one row
or cell. For example, change <td>Robert</td> to <td id=robert-
cel | >Robert </t d> and you can now specify a unique style for the particular HTML item
whose id is robert-cell. Just create an id-based style with TopStyle Lite and specify the
required id, as explained on page 90.

Another useful table-related tag is <th>. This stands for Table Header, and is often used in
place of <td> tags for each of the cells in the top row of a table. By applying different styles
to <th> and <td>, you can easily create a different look for your header row. For example,
add a background colour, make the text slightly larger, or make it bold.

Image Maps

On page 99 we saw how to add a picture, or image, to a Web page using the <img> tag. In
the same chapter, we saw how images can also be used as hyperlinks, so that a visitor to your
site can click on an image, just like some text, to be taken to another part of the Web.

Now that you know about images and links, we can introduce another, advanced feature of
HTML which is known as an image map. This allows you to divide an image into a number
of separate areas, and specify a different link destination for each area.

For example, let’'s say that you are creating aweb site that offers various items of clothing for
sale. You place a picture on your home page that shows someone dressed in shoes, trousers,
t-shirt, scarf and hat. You want to allow your visitors to click on part of the picture and be
taken to different pages of your web site, namely shoes.html, trousers.html, tshirts.html,
scarves.html or hats.html.

You might think that achieving this feat involves loading the picture into an image editing
program and dividing it into five separate files, but actually you’d be wrong. The picture can
remain intact. Whatyou need to create isan Image Map, which is a special collection of data
items which specify the boundary co-ordinates of each clickable area of the image, aswell as
details of the link destination. For example, "if someone clicks within the square that starts
in the top left-hand corner and whose lower right hand comer is 38 pixels down and 29
pixels across, take them to trousers.html".

You then include this image map data within the HTML code of your Web page, and the
image can now be clicked in different areas for different results.
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Unfortunately Amaya can’t create image maps, but there are a few free programs on the

internet that can. One such program is called Handy Image Mapper. There’s a link on
http://sil veragesoftware. com handyt ool s. ht m which allows you to download it,

and the good news is that, like all of the software mentioned in this book, it’s free.

Once you've download the file and installed it, you can run it. Start by clicking on its folder
icon to open one of your pictures. Then click on the shapes to define areas of the screen, and
enter the URLs that correspond to the intended web destinations. When you’re finished,
click the Place On Clipboard button, which creates the map data and copies it to the
Windows clipboard. You can then paste it intoyourweb page.

The HTML code for using an image map looks like this:
<I MG SRC="conput er. | pg" USEMAP="#conput er" >

<map nanme="conputer">
Paste your inage nap data here
</ map>

As you can see, it’s all pretty straightforward. Add a USEMAP parameter to the <img> tag,
which names the image map to be used. Then place the map data somewhere on the page
between a <map> tag and a </map> tag. The map data can simply be pasted from the
clipboard, having been generated with Handy Image Mapper as described above.

Here’s how Handy Image Mapper looks during use, once you've loaded a picture:
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A

In this example, I've loaded computer.jpg and, using the controls at the top of the right-hand
column, created a square area that links to screen.html and a round area that links to
mouse.html.

With this done, | can paste the map data into Amaya. The map data, in case you're
interested, consists of:

<VAP NAME="mapl">

<AREA SHAPE="RECT" COORDS="25, 8, 81,52" HREF="screen.htm " TITLE="">
<AREA SHAPE="Cl RCLE" COCRDS="69, 104, 16" HREF="nouse.htm " TI TLE="">
</ NAP>

Obviously you'll need to change the name from mapl to match whatever you have specified
in the picture’s <img> tag.
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Password-Protecting your Web Pages

Most web sites are openly available to anyone who knows, or finds, the URL. Most of the
time, that’s the way you want it to be. But occasionally you will want to password-protect
some or all of your pages. For example, if you run the web site for a club or a school, you'll
want to restrict certain areas to members or students only. Or perhaps your site contains
information that has a value, such as documents or pictures, and you need to ensure that it’s
only viewable to your paying customers.

Password-protecting one or more areas on your web site is actually a fairly easy task to
accomplish, because there’s a facility built into most web servers. Y ou don’t even need to do
any programming.

The key to protecting your pages in this way is to know about two special text files called
.htaccess and .htpasswd. The first file, .htaccess, contains some special commands for the
web server which basically say "please don’t show anyone the pages in this folder unless they
enter a correct username and password. And here is where you'll find the list of usernames
and passwords". Asyou've probably guessed, the second file, .htpasswd, contains the actual
list of usernames and passwords. All that you need to do in order to protect your site,
therefore, is to create these two files and then use your FTP program to upload them to the
web server.

Almost all web servers support this feature. 1f you're not sure whether yours does, you've
nothing to lose by trying. If your web browser pops up a username and password box at the
appropriate point, you're in business. If it doesn’t, and simply shows you the pages without
asking you to log in, it's back to square one. Or you need to ask your hosting company to
enable the facility, as some of them don't tum it on by default.

The remainder of this chapter shows you how to create the .htaccess and .htpasswd files.
Note, by the way, the dot at the front of the filename. You're probably used to seeing dots in
filenames, such as letter.doc or finances.xls, but these two files are special as there’s nothing
before the dot. Web servers generally won’t object to filenames in this format, but some
desktop computers might. Ifyours does, and you have trouble creating files with these weird
names, just call them something a little less weird when you first create them on your PC.
Then, once they’re uploaded to the web server, use your FTP program to rename the
uploaded versions in situ.

The .htaccess File
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The .htaccess file is used to provide special instructions to a web server. It can be used for
many purposes. For example, you can use a .htaccess file to customise the error messages
that visitors see if there’s a problem with your site. If a visitor attempts to surf to a page that
doesn’t exist, or if they click on a link that doesn’t actually lead anywhere, they’ll normally
see an "Error 404" page. This is generated by the visitor’'s web browser. But by using a
.htaccess file you can create and specify a customised error page instead. Just create it as a
standard web page, upload that page to the server, and then use a .htaccess file to tell the
server where the page is.

The other main use for a .htaccess file is password protection. For such purposes, the file
needs to look something like this:

Aut hType Basi c

Aut hNanme "test™

Aut hUser Fi |l e "/ hore/ t hewebbo/ . ht passwds/ . ht passwd”
requi re valid-user

The first line tells the web server that you want to use HTTP Basic Authentication, which is
the official name of the password protection feature that is the subject of this chapter. The
second line is where you specify the textmessage that appears in the password entry box that
pops up on visitors’ screens. Y ou'll see it in action shortly. Thefinal line, requi re val i d-
user, tells the web server that it should deny access to everyone except those who can

provide a valid username and password.

The most important line is clearly the third one. This contains the location of the .htpasswd
file, which iswhere the list of valid usernames and passwords is stored. It’'s important to get
this location right, or people won't be able to access your protected pages. However, the
precise format varies greatly and is generally specific to each hosting provider. You’'ll need to
search your host’s online support pages for terms such as "htpasswd path" in order to find
out the details.

It doesn’t normally matter where you put the .htpasswd file, so long as you use the .htaccess
file to tell the server where you put it. But in the case of the hosting company in the above
example, hostmonster, they impose a rule that all such files have to go in the .htpasswds
folder. If you look at the hierarchical tree of folders that FileZilla displays, you’'ll see that
.htpasswds is not within the public_html folder. Althoughyou can still access the .htpasswds
folder with your FTP program, as owner of the site, visitors can’t access it with their web
browser.

Only files that are within public_html can be accessed with a web browser.  Technically,
public_html is known as the web root folder. It means that you can gain added security by
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ensuring that files which visitors don’t need to surf to are not put in public_html. And for
obvious reasons, you really don’t want visitors to try surfing to, and attempting to download,
your .htpasswds file. Hence Hostmonster’s insistence that you don’t put it in public_html. If
you do, the feature won't work.

To start password-protecting your web site, use FileZilla to create a new folder on the site,
within public_html, called private. In that folder, create and upload a simple test page.
Then type the example .htaccess file shown above, into a text file, call it .htaccess, and upload
that intoyour private folder too.

The .htpasswd File

We've created a private folder, placed a sample page in there, and used a .htaccess file to tell
the web server where the list of usernames and passwords is. All that remains is to actually
create that list of usernames and passwords. I n other words, the .htpasswd file.

A .htpasswd file is merely a text file of usernames and passwords, with each pair on a
separate line and with a colon between the usernames and passwords. Here’s an example
(but don’t bother trying it yet, for reasons thatwill be explained shortly):

fred:flintstone
open: sesane

In this case, it would create two valid users (fred and open) with passwords of flintsone and
sesame respectively. However, it's not quite as simple as that!

If youwere allowed to create the file as shown above, it would represent a significant security
risk. Anyone who managed to hack into your web site and download the file would now have
a list of every username and password on the system. Clearly notideal, or remotely sensible.

So for added security, here’s how the feature actually works. Instead of creating a line that
consists of, say, open: sesane, you encrypt the password in advance, thus the line becomes:

open: $apr 1$kzZy1b/ .. $BMBf Lek W Kbl BpynXeM 1

When the user types in their password, the web server encrypts it and compares it to the
version in the .htpasswd file. If both of the encrypted passwords match, then the original,
unencrypted ones must also match too (don’t worry, they just do, trust me).

The encryption algorithm (formula) used for encrypting .htaccess passwords is a standard
feature that almost every web server supports. Itworks because the encryption is a one-way
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process. Turning sesame into $apri$kzylb/..$BM8fLekWkKbIQ6pynXeM/1 is very easy.
Trying to reverse the process, however, is much more difficult. Not impossible, but certainly
difficult enough to provide another level of security for your protected pages.

All that remains, therefore, before you can create a proper .htaccess file, is for you to find a
way of encrypting passwords in the correct way, ie the way that web servers expect. There
are lots of programs that are capable of doing it, which you can download from the internet
for free. Even easier, there are websites that will do the encryption for you. They’re quite
safe to use, as they won’t know whatweb site you’re creating the passwords for.

A Google search for "htpasswd generator” will lead you to a choice of sites, which will look
something like this one:

5 Htpasswd Generator - Create a htpasswd password - Microsoft Internet Explorer - | = |5|
File Edit “iew Favorites Tools Help ‘ |’,’
. N O e E = =
e Back ~ () - d \ELI 0|/ Search ¢ Favorites ‘,} = 9] - _I @Z i 1 5
Address Iﬁj http: e, htaccesstools, comfhtpasswd-gener storf j Go | Links *

HOME ARTICLES HTACCESS FAQ BLOG FORUM

Htaccess Tools

Htaccess Generators

Htpasswd Generator % Hipasswd Generator
k Ht Authenticat

Use the htpasswd generator to create passwords for deeess Authendedton
htpElSS‘\J\'d ﬁles. k Elock IPs with .htaccess
Just enter username and password and an entry for a htpasswd file is generated. You can use X Block hitb’—MDEkIPs with htaccess
the htaccces Authentication generator to create a htaccess file that will password protect your i
site or a directory. This htpasswd generator creates passwords that are hashed using the MDS
algorithm, which means that you can use it for sites hosted on any platform, including k Redirecion by Language
Windows and Linux.

& Hotlink protection of images

k Error Document

Username I\.Ienu
Enter the username you would like to add to vour .htpasswd file
[ & Htaccess Forum

Password & Browser Check

Enter the passwaord to be encrypted. k About Htaccess Tools —

Create .htpasswd file

WRETEn T Timing Tools  Buy Hand Tools Mame Generator Generator Iran =l

5] hktp: fjww. htaccesstools, comyblock-ips] ,_ ,_ ,_ ,_ ,_ # Internet

Type in the username and password of your choice, and the site will generate the line that
needs to be added to your .htpasswd file. Then just copy and paste it in, using a simple text
editor like Notepad or WordPad.

Whenyou're done, use FileZilla to upload .htpasswd to the .htpasswds folder of your web site
(or wherever else you decide to put it, according to what your hosting company allows).
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Then open your web browser and surf to your protected folder. Inmy case, that’'s wwv. t he-
web- book. cond pri vat e. As if by magic, this appears in my web browser:

Connect to www.the-web-book.com
(=
2

d Py

R
test
Lser name: I 7 cpen j
Password: I T

[ Remember my password

Ik, I Cancel

Notice the "test” message, as specified in the .htpasswd file. We could (and probably should
have) just as easily specified a more friendly message, such as "Please log into the site".

Keep typing wrong usernames or passwords, and nothing happens. The password entry box
keeps re-appearing. But as soon asyou supply one of the correct username/password pairs,
the protected page is displayed. Once the user is "logged in" like this, access to all pages
within the protected folder on the server (ie, the onewhich contains the .htaccess file) will be
allowed without the user needing to re-enter their password.

Protecting Multiple Folders

If you want to protect more than one folder on your site, you can do that in 2 different ways.
If you want to use the same set of usernames and passwords for all of the protected folders,
just put a copy of the same .htaccess file in each of the folders, which all point to the same
.htpasswd file. If you want to use different usernames and passwords, then each protected
folder will need its own .htaccess file, which points to a unique .htaccess file. In the case of
Hostmonster, those files must all reside in the .htpasswds folder, but the name of the file
itself can vary. So you could, for example, have separate files called .htpasswdl, .htpasswd2
and so on, pointed to by complementary .htaccess files.
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CMSes and Other Software

By now, assuming you've read every page of this book, you’ll know pretty much everything
that'’s required to create simple Web pages from scratch. This includes registering a domain
name, renting some space on a web server, and creating pages using HTML for the content
and CSS for the layout.

With this basic knowledge under your belt, it's time to make an important decision. Will you
continue to create web sites in this way, where each page is an HTML file that has to be
edited and uploaded? Or will you do things The Other Way?

To understand what we mean by The Other Way, consider modern web sites such as
Facebook, WordPress, LinkedIn, Bebo, Twitter, MySpace and Ebay. These are often referred
to as Web 2.0 sites, but what does this mean exactly?

When you want to update your profile on Facebook, you don’t have to create an HTML file
with Amaya and then use an FTP program to upload it. You just fire up your web browser,
connect to the site, log in with a username and password, and manage your content directly
within the site itself. It's the same whether you're posting a new page to your blog on
wordpress.com, creating an item for sale on eBay, or using any of the other sites I
mentioned. How do they do that? And more importantly, can anyone do it? Can you create
sites that work in a similar way, that you can update directly from a browser without the
need for an HTML editor or an FTP tool?

You may be surprised to know that creating a Web 2.0 site isn’t actually difficult. Mainly
because the software that allowsyou to do it isavailable from various places. All you need to
do is obtain it, install it on your hosting space, and start using your Web 2.0 site. Even
better, many of the most popular programs are what's known as FOSS (free, open-source
software). This means that, not only are they completely free of charge, you also get the
program source code so you can modify it if it doesn’t quite fit your needs.

The key to creating a Web 2.0 site, ie one that you can edit and maintain from within a web
browser without the need for programs like Amaya and FileZilla, are two technologies known
as server-side programming languages and server-side database engines. The former lets
you write programs which run on the Web server. One of the things that these programs can
do is to retrieve text from a database and present it in a web browser, which is where the
second technology comes in.

We'll learn how to use these technologies in much more detail during the forthcoming
chapters in this book. There, we’'ll learn how towrite programs using the PHP language, and
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access databases that use the MySQL database engine. This will allow us to create our own
web-based applications, including those that work in the same way as Facebook and all the
other Web 2.0 sites mentioned above.

But if you want to create a Web 2.0 site that performs a common function, such as a blog, or
a discussion forum, or a simple web site, or a picture gallery, then here’s the good news.
There are lots of ready-made open source applications. Just install one or more of them on
your hosting space and you’re ready to roll.

A Web 2.0 application that performs the basic functions of creating and maintaining a
standard web site is known as a Content Management System, or CMS. Sometimes the term
used is WCMS, or Web Content Management System. As | said, we’'ll leave the precise
details, including how to write one using PHP and MySQL, until later. For now, let me show
you just how useful the existing, free, ready-made applications are, and how easy they are to
get up and running.

Note that this chapter isn’t an in-depth tutorial on how to use the products mentioned. If
you decide that any or all of them would be a useful addition to your site, use what follows as
a starting point and then search online for documents and forums that help you get your
system working (and properly secured) the way you want.

For the purposes of this chapter we're going to install and configure 4 different products:

e Joomla - One of the leading free WCMS products

e Wordpress - Another leading CMS, especially good for blog sites
e phpBB - Adiscussion forum

e Plogger - A picture gallery

There are, of course, many other free, open source web applications in addition to those
detailed here. There are literally hundreds available, in many other categories. If you want to
sell things via yourweb site, for example, there’s a free e-commerce suite called oscommerce.
If youwant to set up your own version of wikipedia, there are dozens of freewiki applications
available. One great place to find Web software is ww. hot scri pt s. com which offers
ready-made applications in a number of categories. Here’s just one part of one of their menu
screens, showing the huge number of programs available, all for free.
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Sub-categories

Ad Management (280)

Auctions (125)

Bookmark Management

(37)

Chat Scripts (267)

Click Tracking (31)

Content Management (725)

Countdowns (22)

Customer Support (174)

Date & Time (60)

Discussion Boards (250)

E-Commerce (77E)

Email Systems (325)

Exchanges (125)

Affiliate Programs (205)

Blog (152)

Calculators (62)

Calendars (193)

Classified Ads (463)

Communication Tools (164)

Contests & Awards (22)

Counters (354)

Database Tools (366)

Development Tools (475)

Documenits (44)

Education (66)

Error Handling (20)

FAQ & Knowledgebase

(121)

CMSes and Templates

CMS products like Joomla and WordPress are template-based. You start with a basic
template, or page layout, which contains common elements such as a logo, the site’s title, the
page footer and so on. The template also contains markers (called placeholders) to indicate
where the unigue content for each page should be inserted. For example, the main heading,
the intro paragraph, themain body text, the name of the author, and so on.

Key to using a CMS is to create a template. Thankfully, there are lots of free ones available,
which can change the look of your site instantly. But if you don’t like any of the standard
templates, you can edit the existing ones or design your own from scratch. Any HTML page
can be turned into a CMS template — it's just a case of looking through the CMS
documentation for details on how to insert those special markers at the point where you
want each page’s content to appear.

If you like designing HTML pages, perhaps to be used as CMS templates, one product that
deserves a mention is Xara Web Designer. It's not free, but is only around £39 or $60. It
contains more than 700 ready-made page templates, easily adaptable for use with any CMS,
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and it's incredibly easy to use. Itallows you to do things that no other HTML editor does.
For example, here’s one of the program’s standard designs:

® xara Web Designer - [reflections_page3.web *] _|5|5|
9 Ele Edit Arrange Lkities ‘Window Help _|5‘|5|

DHBE R 9 [ S Fm fein | 8@FRBERA S RERL

o b g W r W % = “F g .
Position Yl:L_ SlzeH|:|“ Scale HEI%}E AnglagE“ 5= BN o

“ Your heading text, lorem ipsum dolor sit amet

| Button Text 1 Button Text 2 Button Text 3 Button Text 4 Button Text 5 Button Text & Bution Text 7

i

Headline text: incididunt irure
ipsum enim non ut cillum sunt ad
aliquip nisi duis lorem amet
dolore exercitation dolor. Tempor
commodo eiusmod veniam.

iusmod sint sit, qui magna
labore sed aliquip. Qui,

ar erunt amet dolor ut velit
exce| r consequal officia dolore. Ipsum qui,
duis eu dolor sit nisi in reprehenderit do Irure do

(oY BEWOSHO DA

elit, incididunt nulla labore. In, nisi, irure dolor
nisi id esse incididunt ipsum consectatur minim
magna nostrud non consectetur ipsum, aute
excepteur. Est in ut fugiat ad est eiusmod dolore
eiusmad in id mollit irure delore excepteur, anim
sunt. Mallit anim nulla veniam id. Est, excepleur
deserunt sint.

Consectetur consequat reprehenderit ut ut anim
nulla. Deserunt cillum reprehenderit eiusmod

Lorem Ipsum Dolor

Sed aute cupidatat elusmod sint sit, qui magna sint sed eiusmeod do labore sed aliquip. Qui, ullamco, cillum deserunt amet dolor ut velit
excepteur, In voluptate incididunt quis inure ut delore quis excepteur in aliquip irure dolor ea in mollit sed amet ut. Eiusmod sint dolor. Irure
dolore eu proident, ex cupidatat, qui duis voluptate aliquip quis exercitation, magna adipisicing. Dolore incididunt sit. Nulla cillum nulla, labore
reprehenderit cillum duis. Lorem deserunt mollit fugiat consequat laboris.

incididunt ut ipsum? Culpa ea. adipisicing irure -
— =)
»

4] |
HEETH H 0000 (000 00 1999 00404000 9004 900000

Nothing selected: Select under; Drag ko marques select objects; Move painter over object to select |€ ﬁ 531.5, 258.5pix

Now, just type over any of the text or buttons in order to customise the page. Or click one of
the coloured diamonds to change the entire colour scheme. You can also click on any object
(a paragraph, a picture, a button etc) and, with your mouse, move it, enlarge it, or rotate it,
just like any PC-based drawing program. When you’re done, just save the file and you've got
yourself an HTML page which can be used as-is on a site or converted to a CMS template.

Also, if you're using Joomla or Wordpress, check out a commercial product called Artisteer,

which makes it easy to create great-looking template files. You can read more, and see a
demovideo, atwww. arti st eer.com

Automatic Installers

In the chapters that follow, I'll show you how to obtain, install and configure Joomla,
Wordpress, phpBB, and Plogger. But before you read these sections in detail, check whether
your web host offers you the use of an automatic installer such as Fantastico or
SimpleScripts. 1f so, thenyour life just got even easier. These systems let you install many of
the leading free web applications in seconds, with just a single click.
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If the facility is available, and if you want to go down the easy route rather than learning how
to install and configure the programs from scratch, then it makes good sense to use it. Just
check on your web hosting control panel to see if the feature is available.

As an example, here’s the main SimpleScripts menu, which shows all of the applications that
it can install. You can then install any of them into your hosting space with just one click,
and be up and running in just seconds:

1. Choose a Script 2. Edit Your Preferences 3. Enjoy Your Website!
Getling | What version of Soho
started is | It is highty recomme:
1-2-31 T — Where would you lik:
@wi - Hwww. mywebaits.com |
to get your sffk up today i3
*This message sponsored by Soholaunch. Click here to develop a finished site today *
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Learn morex
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@soholaunch’ ...
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Here’s part of the Fantastico menu, which is available on site5 hosting via the 37 Party Tools
option on the Site Admin component of Backstage:
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To install any featured application (Drupal, Joomla, WordPress etc etc) into your hosting
space takes just one click. Everything will then proceed automatically, including creating
and configuring a MySQL database.

Try Before You Install

Although it's easy to install applications into your hosting space, and even more so if you use
SimpleScripts or Fantastico, the process still takes time. Plus, if you don’t like the
application, you have to spend more time uninstalling it. The best way round this is to find a
site that already has a copy of the application installed, and which allows you to log into it
and use it for test purposes. Then, when you know it's what you want, you can set up your
own copy inyour own hosting space.

My favourite online resource for testing open source Web applications in this way is
WwWw. opensour cecrs. com Despite the name, it doesn’t just cover CMSes. It also includes
forums, wikis, and more. The site is completely free to use, and offers links to installed demo
copies of dozens of products. Y ou even get supplied with the admin passwords, so you can
experience the installed product as an owner rather than just a user. Which means, for
example, that you can create new pages on the CMS rather than just reading what'’s already
there.
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For obvious security reasons, a few features are automatically disabled, such as sending
email or changing the admin password. Also, the entire system is automatically deleted and
reinstalled every couple of hours so any malicious content won’t be around for long. But
opensourcecms.com should definitely be your first port of call if you're considering installing
such a product into your hosting space.

If the product you want to install isn’t listed on opensourcecms.com, all is not lost. Check
out the product’s home site on the Web. Many offer a test version that you can log into (look
for a Demo or Online Demo link), and this often includes the admin passwords so you can
check out the management facilities too.

A Word about Patching

The key to security on any Windows PC is to ensure that automatic updates are enabled.
Microsoft issues around 100 security fixes each year for Windows, many of which are for
bugs that are so serious they could allow everyone in the world to access your files via the
internet. By ensuring that these patches are downloaded and installed automatically, you
prevent your PC from serious attack.

But Windows is not unique. Every program has security bugs, and every team of developers
issues regular security patches for its products. The people who develop products such as
Joomla, phpBB, and all of the other web-based software mentioned here, are no exception.
The difference between Windows and these products, however, is that there’s no Automatic
Updates feature. Therefore, if you install a product on your Web server, it’s vitally important
that you check the product’s web site every couple of months to find out whether any
important security updates have been issued. Ifthey have, you'll need to download them and
install them on your server. Instructions on how to do this are always available, and
normally amount to nothing more than uploading the files to your server via FTP to
overwrite the versions already there.

Failure to carry out this essential maintenance task will mean that your entire site is
potentially liable to attack by hackers. In some cases, this could mean that hackers can wipe
or corrupt the content database which holds all of your CMS web pages, or all of your forum
messages.

Setting Up A Database

All of the products that we’re about to install require a database on the server in order to
store content such asweb pages, forum postings, and information about images. When you
come to install and configure the products, you will be asked to provide details of a database
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that can be used. Therefore, if you intend to install any of the products, you MUST first
create a new database on your web server.

There are various web database technologies, but one of the most popular is MySQL. Ina
later chapter I'll show you how to create your own programs that can store information in
server-based databases. But for the moment, all we need to do is to create an empty
database for our products to use.

To start, log into the control panel of your web host. In our case it's the Hostmonster
control panel, a picture of which appears on page 32. Remember, this is your hosting control
panel and not your domain name control panel.

Scroll down to the Databases section and click on MySQL Databases, and you'’ll see a screen
like this. Of course, if you're not using Hostmonster, or if your host doesn’t use the cPanel
control panel, your site won't work in quite the same way as this, but the principle is always
the same.

f,.; Hostmonster cPanel X - the-web-book.com - Windows Internet Explorer - | 5 |5|
@ﬁ ® (¥ |X Iﬂ:' https:[host3658. hastmanster.com: 2083 frontend fhastmanster fsalfindz: . html j % B> Ii’;“’ Live Search P -

fi ‘ 3:3 é Suggested Sites = @ | Free Hotmail @& | 'Web Slice Gallery =

- = »
P Hostmonster cPanel ¥ - the-web-book.com | | Ty\ < f__J v [ oo _‘f‘ W)~ G~ '-9-"
host Logout i
Domain Dedicated SSL Profile/
cPanel Manager Upgrades Postini I ToFreTT Billing Checkout HELP

e MySQL Databases
MySQL Databases allow you to store lots of information in an easy to access manner, The databases themselves are not easily read by humans, MySQL

databases are required by many web applications including some bulletin boards, content management systems, and others. To use a database, you'll
need to create it. Only MySQL Users (different than mail or other users) that have privileges to sccess 2 database can read from or write to that database.

E’ Video Tutorial

Create New Database JJump to MySQL Users

New Database: I Create Database

Modify Databases

Check b8: [ =] Check DB
Repair DB: vl Repair DB

Current Databases
Sea rchl— Go

DATABASE SIZE UsERS ACTIONS

There are no databases associated with your account.

MySQL Users
Add New User

Username: *Seven characters max LI
Dane [0 | mtemat 7h - (R - )

plump to MySQL Databases

All that's required is to type a name for our new database, and click the Create Database
button.
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Rather than creating a database called joomla, plogger, or anything else that’s specific to one
particular product, we're going to call it cns instead. We can then use this database not just
with Joomla, but with all our other CMS, forum and gallery products too (WordPress and so
on). Don’tworry — the data won’t get mixed up, for reasons that will become apparent later.
But by having just one database for all of our CMS testing work, we gain a couple of useful
benefits:

1. If your host only allows you a small number of databases, this is a great way around
the limitation.

2. When you're finished testing CMSes, there’s only one database that you need to
delete

So, go ahead and create the cms database. cPanel does the job, and displays a confirmation:

host

cPanel Domain

Manager Upgrades Postini
s MySQL Databases

Create MySQL database

Added the database thewebbo_cms.

Notice how the database that’s been created is not actually the name we chose? We chose
cms but we've actually got one called thewebbo cms instead. Why? Because, like many
hosting companies, Hostmonster adds your username or some other unique identifier to
each database you create. Don’t worry about this, as it won’t be visible to your visitors. But
it's very important to know about this, because it will affect what you need to tell the product
when it asks for details of the database that you have set up for it to store its information in.

Here’s a useful tip. Whenever you need to connect to a MySQL database from your own PHP
programs, or when you’re configuring third party products such as Joomla, you’ll need to
know the database host name, the database name, and the connection username and
password. So once you know these, and they work correctly, make a note of them
somewhere. You’'ll need them often so it's handy to have them in a convenient place. But
make sure you keep them secure — anyone who finds them could connect to your database
via the web from anywhere in the world and delete or corrupt any web site that stores its data
there.

The database connection settings that will work for us in the following examples are:

Host: localhost
Database: thewebbo cms
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Username: thewebbo
Password: XXXXX

Setting the host name to "localhost” tells the program that the database server and the web
server are the same machine. In most cases, that's the way it works. If your hosting
company's database server uses a different name, you'll be informed.

General Installation Procedures

Although there are minor differences, the basic procedure for installing an open source
product on your web server is as follows:

1. Check that your server supports the main features (PHP and MySQL, for example)
that the product requires.

2. Download the product from a web site, normally asa .zip file

Check any README file which will contain basic details of the installation procedure

and anything else that it's important for you to know.

Extract the zip file to your computer

Create a folder (directory) on the web server

Upload the product’s files to the new directory

Ensure that you have a MySQL database set up on the server for the product to use

Surf to the product’s installation page, using a web browser, and fill in the details of

the MySQL database. Also choose an admin username and password.

9. Test the product by surfing to its main home page on your server.

10. Occasionally refer back to the web site from where you downloaded the product, to
check for important updates and security patches that you might need to install.

©o N o ok

Once you understand this basic procedure, you should have little trouble installing any open
source product such as a CMS, blog, image gallery, forum, wiki, and so on.

Uninstalling

If you no longer need access to an open source product that you've installed on your web
server, uninstalling it is rarely difficult. However, the process is almost always a manual one
— there’s no "Add/Remove Programs" button on web servers, as there is in Windows. At
least, not unless you installed the product using an automated installer such as Fantastico or
SimpleScripts.

Thankfully, uninstalling a product such asa CMS, forum, gallery etc is normally just a case of
doing the following:
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1. Check the product’s documentation or official website to find out whether there are
any special actions you need to take in addition to the steps below.

2. Use your web hosting control panel to delete the database that the product uses. If
you wish, export the contents of the tables to a backup file first.

3. Delete the product’s directory on the server.

In the majority of cases, that’s all you need to do.
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Joomla

Joomla (officially known as Joomla!, complete with exclamation mark) is the best-known
and most widely used of the open source CMS products. Itswidespread adoption means that
the Web is awash with helpful documents, free add-ons, discussion forums and other
resources to help you make the most of it. For now, we’'ll just create a basic installation so
that you can appreciate the steps involved and decide whether your site should use a CMS
rather than consisting of separately-crafted HTML pages.

The first step is to download the Joomla software from www. j oonml a. com This example
uses version 1.5.10, but a later one may be available by the time you read this. Make sure you

download the latest available version. You'll need the full installer rather than any upgrader
that's offered.

You’'ll end up with a zip file, which you need to unpack. Ifyou use WinZip or similar, follow
your normal procedure. If you don’t have such a program installed, Windows can unpack
Zip files for you. Just right-click the zip file and choose Extract All, to unpack the file into a
separate folder. You can then delete the zip file itself.

Uploading the Files

You now need to upload the entire unpacked Joomla folder to the web server, using FileZilla.
Start the program, and connect to your server. In the folder list for the remote site, double-
click the public_html folder to open it:

[A=E]uyi=H (R
Fesponse: 226 14 matches bokal
Skatus: Directary listing successful

Local site: | E:\Documents and Settingsirobert\Deskiopl | | Remote site: | Tpublic_html

B2 robert - () access-logs
i

) IECompatiCache LI i g,
Filename | Filesize | Filekype | Last modified | | | Filename # | Filesize I Filetype | Lask my
) Joomla_1.5.10-5... File Folder 20/05/2009 22:34: 27 |2 cgi-bin File Folder 12104)

In the same area, right-click public_html and choose Create Directory. Name it
/public_html/joomla and press OK. You should now have a folder (directory) within
public_html called joomla. Double-click on joomla to open the folder, which will be empty.

Note that we created a folder called joomla rather than Joomla. It's accepted as best
practice, whenever you create files or folders on a web site, to stick to lower case (small
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letters rather than capitals) throughout. This is because, to a web server, capital and small
letters are different. Thus a folder called Joomla is not the same as one called joomla, which
could easily lead to errors if visitors were to type the wrong thing. So to keep things simple,
we stick to lower case throughout.

With your joomla folder created and open on screen, we can now upload the system files into
it. On the left hand size of FileZilla’s window, in the local site section, navigate to the Joomla
folder that you unpacked earlier, so that all of the Joomla constituent folders and files
(administrator, cache, components etc) are displayed.

Click inside the window where they’re displayed, then press Ctrl-A to select everything. Then
press Return, and everything should be transferred from your computer to the server. This
will take a good few minutes, as there are around 4000 separate files to transfer. When it's
done, you can delete all the files from your PC as they’re no longer required.

Configuring Joomla

We can now go ahead and configure Joomla. Using your web browser, surf to the Joomla
installation that you copied to the server earlier. Assuming you uploaded it to a folder called
joomla, the address will be ww. your si t e. coml j ool a or something similar. In my case,
it's www. t he- web-book. cont j ool a, which brings up a page like this:
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Choose a language (English, presumably), and press the Next button, to begin the pre-
installation check. Here, Joomla checks various things on your server, to ensure that you
have the right versions of PHP (the programming language in which Joomla is written) and
MySQL. It also makes a number of other checks. If any of these fails, check the support
pages on yourweb host’s site in order to find out how to resolve the problem.

Here’s the page from my Joomla pre-installation check:
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The only warning is that the setting for Display Errors is tumed on, where Joomla
recommends that it's turned off. This is relatively minor. It means that, if Joomla crashes,
someone who's visiting the site at the time might see an error message. This is
unprofessional, and a minor security risk. We can live with this, so we'll click the Next
button and move on to the licence agreement screen. Read it, then click Next.

Now comes the most important screen, which is to do with our database configuration. Fill it
in as follows:
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In the Database Type box, choose MySQL.

For the host name, type localhost. This tells Joomla that the database server is the same
machine as the web server. This is not always the case — it depends on your web hosting
company. If you have problems making Joomla work, check your host's support site, or the
email that was sent when you signed up, to find out the address of your MySQL server.

For the username and password, use the same ones that you use to connect to your hosting
control panel.

For the database name, use the one that you created on page 140 (thewebbo_cms in this
case).

Finally, go to the Advanced Settings box. Tick the "delete existing tables" entry, just to be
neat.

Choose joomla__ for the table prefix. Within a MySQL database there can be more than one
table, just as there can be multiple Excel spreadsheets within one workbook. Joomla creates
various tables for itself, to store sets of data such as web pages, user details, page counters
and so on. By specifying a table prefix, all of the Joomla-related tables within the database
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will be clearly identifiable because they have joomla_ at the start of their name. When we
come on to install other products later, we'll use a separate table prefix such aswordpress
or plogger_. This is the way that we can allow multiple programs to share one database —
they all have their own tables with their own prefixes. So even if both Joomla and Wordpress
wanted to create a table called users, they’d actually end up being called joomla_users and
wordpress_users, thus avoiding any conflicts.

With everything entered, press the Next button.
Joomla now needs to know a username and password that it can use to communicate with

your web server via FTP. For the sake of simplicity, we'll use our site-wide account thatwe
use for accessing the control panel and the MySQL database:
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Tick the box to enable the FTP layer, then enter your site username and password again.
Then, rather than filling on the FTP Root Path entry, just click the Autofind FTP Path button
and Joomla will do the hard work for you. In this case the result is /public_html/joomla,
which iswhat we’'d expect.

Almost there. Just one more screen to go. Click the Next button, and this appears:
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Confirm the Admin E-mail and Password.
5:FTP Configuration
Enter your e-mail address. This will be the e-mail address of the ‘four E-mail el
6 : Configuration Web site Super Administrator. our E-mat |r0ben@the web-book.com
Enter a new password and then confirm it in the appropriate Admin Password
7+ Finish fields. Along with the username admin, this will be the min Passwor I"""""'
BiLs password that you will use to login to the Administrator Control Confirm Adrmin Password I'.'.'.'.'.'
Panel at the end of the installation.
If you are migrating, you can ignore this section, Your current
settings will be automatically migrated.
Load Sample Data, Restore or Migrate Backed Up Content b
'.‘ 1 | Important®: Itis strongly recommended that new Joomla!
& users install the default sample data. To do this, select the + Install Default
option and'dick on the button Aefore moving to the next stage. Sample Data
i tallafion p
Before leaving the installation, you can populate the site g le dat. talled full
database with data, There are three ways to do this: ample data instafled successiully.
1. Default sample data can be inserted. To do this, select - ,,_
the first option and dlick the Install Sample Data button. o éz.-aigtMlgrahnn AJ_
2a. A Joomla! 1.5.x compatible SQL script file can be
uploaded from a localhost and executed on the site, This could
be for installing localised sample data or restoring a Joomla!
1.5.x backup. The script should have the correct table R
preﬁxe_s‘ b_e in UTF-3 encoding and comply with the Joomla! & DT g ;l
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Choose a name for your web site. It doesn’t matter what you choose, as you can always
change it later. For now, I'll call my site Robert’s Joomla Test.

Enter your email address where asked, and then choose an admin password for your Joomla
site. The username will be admin (you can’t change this). Make sure you remember this, as
you’ll need it to log into your Joomla CMS to maintain or create pages. In this demo site I've
chosen a password of poltergeist.

Before you go any further, click the I nstall Sample Data button. Thiswill create some sample
content in your CMS, rather than leaving you with an empty CMS that contains no pages at
all. Having done so, and with the "Sample data installed successfully” message displayed,
click the Next button.

Hopefully, you should now have a working Joomla installation. The final screen of the
configuration section looks like this:
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! Joomlal Installation
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Steps Finish site /| Admin ES

1:Language ) i )
Congratulations! Joomla! is now installed.

2 Pre-installation Check

Click the Site button to view your Joomla! Web site or the PLEASE REMEMBER TO COMPLETELY
Admin button to tak t dministrator login.
3:License i Bt T TR vaw e yadr sdniitrator g REMOVE THE INSTALLATION DIRECTORY.
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4:Database find = it F nks to available lanquage packs. installation directory has been removed. This is a security

feature of Joomlal.

5:FTP Configuration Click the button on the right to open the Help Site in a new

window. Administration Login Details
6 : Configuration Username: admin
7 :Finish
Joomlal in your own Language?
Visit the Joomla! Help Site for more information and downloads.
Joomlal is Free Software released under the GNU/GPL v2.0 License.
[
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Before you can use Joomla, you need to heed the message and delete the installation folder
from your web server. This is a security precaution. Ifyou don’t do this, someone could surf
to that folder and re-install Joomla from scratch, just like we have done. By choosing their
own admin password, they could also lock you out of your own CMS.

So, close your Web browser and open FileZilla. Connect to your server. On the right hand
side of the screen, which shows the remote site, double-click on the public_html folder to
open it. Then open the joomla folder. Then right-click on the installation folder and choose
Delete. Wait for a minute or two until FileZilla has finished deleting all of the files from the
installation folder on the server, then close the program and return to your desktop.

Your New Joomla Site

Right, hopefully our Joomla installation is now ready to use. Surf to the folder where you
installed it (eg, ww. t he-web- book. cont j oom a in our case) and you should see it in

action:
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You now have a fully-working, functional web site based around the best-known open source
CMS. Click some of the links, and see all of the features that your new site has. Remember
that you can change all aspects of the site’s design and features. You don’t have to stick with
the colours and design that are shown. Equally, if you want to remove certain features such
as the poll, you can do so. And of course, the Joomla logo can easily be replaced with your
own.

This chapter does not pretend to be an exhaustive guide to creating smart-looking web sites
with Joomla. There are plenty of online tutorials that can help you do this, as well as lots of
templates and skins that you can download in order to change the visual appearance of your
site. For now, let’s finish this brief look at Joomla by logging into the administration system,
S0 you can see how easy it is to create content via a web browser without the need for an
HTML editor oran FTP program.

On the Resources menu on the left hand side of your screen, click the Administrator link.
You'll be asked for your username (admin, if you remember) and password (poltergeist for
our example here). Themain admin menu looks like this:
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Joomla!” Robert's Joomla Test

Site Menus Content Components Extensions Tools Help E Preview 0 M1 @ Logout
— - - - - . > Welcome to Joomla!
& m
O S Congratulations on choosing Joomla' as your content management system. To help
you get started, check out these excellent resources for securing your server and
Add New Article Article Manager Front Page Manager ~ Section Manager pointers to documentation and other helpful resources.
Security

T = ® |

Category Manager Media Manager Menu Manager Language Manager If thiz iz one of your first Web sites, security considerations may seem complicated
and intimidating. There are three simple steps that go a long way towards securing
a Web site: (1) regular backups; (2) prompt updates to the latest Joomla! release,
~ _ and (3) a geed Web host. There are many other important security considerations
m 4 that you can learn about by reading the Joomla! Security Checklist.

On the Internet, security is always a concern. For that reason, you are encouraged
to subscribe to the Joomla! Security Announcements for the latest information on
new Joomla! releases, emailed to you automatically.

If you believe your Web site was attacked, or you think you have discovered a
security issue in Joomla!, please do not post it in the Joomla! forums. Publishing this
User Manager Global Configuration infermation could put other Web sites at rigk. Instead, report possible security
vulnerabilties to the Joomla' Security Task Force.

Learning Joomla!

A good place to start learning Joomla! is the "Absolute Beginner's Guide to Joomla!.™
There, you will find a Quick Start to Joomla! guide and video, amongst many other
tutorials. The Joomla! Community Magazine also has articles for new learners and
experienced users, alike. A great place to ook for answers is the Frequently Asked
Questions (FAQ). If you are stuck on a particular screen in the Administrator
(which is where you are now), try clicking the Help toclbar button to get assistance
specific to that page.

If you still have guestions, please feel free to use the Joomla! Forums. The forums:

are an incredibly valuable resource for all levels of Joomla' users. Before you post

a question, though, use the forum search (located at the top of each forum page) to

see if the question has been asked and answered. -
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This is only a test installation, so why not just click on various features and see what they do?
You won't break anything. If you do, and everything goes horribly wrong, just use FileZilla to
connect to the server, delete the entire Joomla folder, then upload the files again and start
afresh with a new installation. So long as you click the option to delete any database tables
that already exist, you won't even have to create a new database.

Let's change something in the site. Click the Front Page Manager icon, and you’ll see a list of
all the items that appear on the front page of the site. Click the title of the first article
(Joomla community portal) and an editing screen appears:
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Type some new text in place of the old story, then click the Save button at the top of the
screen. Now go back to your site and you’ll see that your front page has been updated:
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As you might be starting to realise, a CMS is a hugely flexible way of working but it’s still not
particularly simple. The sheer number of options and menus on the main admin screen look
daunting at first. But it’s definitely worth persevering, because it will save you time in the
long run. Once you've sorted out your design templates, you can create new pages in a flash
and add them into the main body of your site in just seconds. Plus, because Joomla is very
much based around templates, skins and CSS, it's easy to roll out a new design across all of
your site without having to change each individual page. So go ahead and explore Joomla.
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WordPress

Like Joomla, WordPress is a free, open source CMS. Although it is used nowadays for
creating all sorts of general-purpose web sites, it was originally designed for use in blog
publishing and it is in this area that it functions particularly effectively.

As with Joomla, getting an installation of WordPress up and running isn’'t particularly
difficult. The remainder of this chapter will take you through each of the required steps in
turn.

Downloading the Software

To obtain your copy of the WordPress software, visit www. wor dpr ess. or g and download

the .zip version of the software. At the time of writing, the latest release is version 2.7.1. If
there’s a later version available, use that one instead.

Once you've download the file, you need to unpack the zip file. 1f you don’t know how to do
this, refer to page 145. Once you've unpacked the zip file into a separate folder, you can
delete the zip file itself.

Make a Database

Next, you need to ensure that there’s a MySQL database on your web server. If youve
already followed the instructions on page 140 for creating the thewebbo _cms database then
it's safe to proceed. If not, go back and do that now.

Configure WordPress

Unlike Joomla, which you configure via the web after uploading the product to your server,
WordPress is slightly different. The configuration data is held in a text file which you need to
edit before uploading anything.

Browse through the folder of files that was created when you extracted the zip file. In the
wordpress folder you’ll find a file called wp-config-sample.php, which you need to open. Use
a text editor such as WordPad or NotePad. DO NOT use a word processor like Microsoft
Word, as it will save the file as a document rather than plain text, which won’twork. If you
really must use a word processor, save the file by choosing Save As from the File menu, and
ensure that you choose the plain text option.
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With the wp-config-sample.php file open in your text editor, there are 2 sections you need to
edit. First, look for this section in the file:

[l ** MySQL settings - You can get this info fromyour web host ** [/
[** The nane of the database for WrdPress */
define(' DB_NAVMVE', ' putyourdbnanehere');

/[** MySQL dat abase username */
define('DB_USER , 'usernanehere');

[** MySQL dat abase password */
define(' DB_PASSWORD , 'yourpasswordhere');

[** MySQL hostname */
define('DB_HOST', 'local host');

Change ‘putyourdbnamehere’ to the name of the MySQL database you created earlier. In our
case thiswill be ‘thewebbo cms’. Note that the single quotes need to remain in place.

Change ‘usernamehere’ to your web hosting username. In our case it’s ‘thewebbo'.

Change ‘yourpasswordhere’ to your web hosting password.

You can probably leave ‘localhost’ as it is, unless your web hosting company tells you that its
MySQL database server is located on a different computer, in which case you need to enter
its details here in place of localhost. 1t might be something like ‘mysgl2.yourhost.com’. But
in our case, ‘localhost’ iswhatwe need.

Finally, scroll down the file and locate this section:

/**

* WordPress Dat abase Tabl e prefix.

*

* You can have multiple installations in one database if you give each a

uni que

* prefix. Only nunbers, letters, and underscores please!
*/

$table prefix ="'w ';

Note that our WordPress installation is configure to add wp__ at the start of each of the
MySQL database tables it creates. That should suffice, so you can leave it alone. Just make
sure that a table prefix is set, and that the WordPress prefix isn’'t the same as the prefix
you’re using for any other product that you have installed on your server. Otherwise there
will be problems when table names clash and two different programs attempt to access them.
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With the configuration file edited, save it to your hard disk as wp-config.php. Your initial
WordPress configuration is now complete. Remember, you MUST save the file as wp-
config.php, without theword sample.

Upload The Software

You can now upload the WordPress folder from your computer to your web server. Using
FileZilla, connect to the server, double-click on the public_html folder to open it, then right-
click to create a new directory (folder) within it called wordpress (no capital letters). Then
upload the entire contents of the WordPress folder. 1t will take a minute or three to transfer
all of the 600 files, after which you can delete the WordPress files from your PC and exit
FileZilla.

Final Configuration

To finish setting up your installation of WordPress, open your web browser and surf to /wp-
admin/install.php within your WordPress installation folder. So in this example, where we
uploaded the files to the the-web-book.com site in the wordpress folder, the full URL will be:

htt p://ww. t he- web- book. com wor dpr ess/ wp- adni n/install. php

Note that the public_html folder is never part of the URL of your site. That's where all the
other folders start from.

You should now see the following screen:
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@WORDPRESS
Welcome

Welcome to the famous five minute WordPress installation process! You may want to browse the ReadMe
documentation at your leisure. Otherwise, just fill in the information below and you'll be on your way to using
the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don't worry, you can always change these settings later.

Blog Title ||

Your E-mail I
Double-check your email address before cantinuing.

I Allow my blog to appear in search engines like Google and Technorati.

Install WordPress
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Choose a title for your blog, and enter your email address, then click the Install WordPress
button. Assuming that you edited the config file correctly, and your database
host/username/password were correct, this second configuration step should only take a
couple of seconds. After which, you will see a username (usually admin) and a password
displayed. You’'ll need these in order to log into your blog to create and edit content, so make
a careful note of the password.

You can now browse your blog (even though there’s not much in it yet), or log into the
editing system to start creating content.

To view your blog, the URL is www. your si t e. comf wor dpr ess. To log into the editing
system, use wwv. your si t e. com wor dpr ess/ wp- | ogi n. php instead.

Let’s create a first blog post. Log into WordPress with your username and password, and
you'll see this screen:

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
160


http://www.yoursite.com/wordpress
http://www.yoursite.com/wordpress/wp-login.php
http://www.yoursite.com/wordpress/wp-login.php
http://www.yoursite.com/wordpress/wp-login.php

/2 Robert’s WordPress Test » Dashboard — WordPress - Windows Internet Explorer == x|
5_: ® | #2 /| x| [ hitp i the-weh-hock.comjvordpressjup-admin =1 B[ => | |8 Lve search =
i:? QRUbsrt’s WordPress Test > Dashboard — WordPress E}] T Ll @ T Iﬁ' @' C;}' @' »
Robert’s WordPress Test . ite New Post admin | Turbo | Log Out
s Screen Options Help
3
Dashboard Dashboard
# Posts Right Now QuickPress
1
Edit At aGlance Title
Add New 1 Post 1 Comment
T Upload/Insert ®m] B J3 #%
ags
1 Page 1 Approved
Categories g pp Content ;I
T 1 Category (o] =l
@p Tl 0O Tags QO Spam Tags
[E] Pages Theme WordPress Default with 0 Widgets | Change Theme Save Drafl | cancel m
E) Comments You are using WordPress 2.7.1.
Recent Drafts
Appearance Recent Comments
There are no drafts at the moment
£ Plugins From Mr WordPress on Hello world! # .
% U Hi, this is a comment.To delete a comment, just log in
EEE and view the post's comments. There you will have ... ‘WordPress Development Blog
Tools -
ﬂ' WordPress 2.8 Beta2 May 23, 2009
Settings Nicwiall Download beta 2. See changes since beta 1.
WordPress 2.8 Beta1 May 16, 2009
. . Download it, test it, file bugs. What's new? All of this. Good
Incoming Links
hunting, all you testers.
This dashboard widget queries Google Blog Search so that when
another blog links to your site it will show up here. It has found
no incoming links... yet. It's okay — there is no rush. Other WordPress News
WordPress Plugin Releases for o5/23 -
Dane [0 |6 mtemat 7 - (R - )

Click the New Post button at the top of the screen, and then type a title and some text for
your blog post, like this:
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(a3 : B|z |z i=|i=|«ll=|=|= =
Media bl | === i [Z] Publish immediately Edit
@ Links : : ‘
Welcome to Robert's new WordPress blog. Today we are trying out the m
[ Pages WordPress software, which allows me to create blog entries viamy web
— browser, from anywhere that has an internet connection. Assuming I can
[J) Comments X
remember my admin password]| Tags
Appezrance Add new tag ladd
Separate tags with commas
.ﬁ/‘z’ Plugins Path p -
&, Users Word count: 32 Draft Saved at 10:03:22 am. Cheese frem the mest pepular t2as
m’ Toals Excerpt Categories
Settings
2 ;l All Categories  Most Used

=l [~ Uncategorized

Excerpts are optional hand-crafted summaries of your content. You can use them
in vour template

Send Trackbacks

-

Send trackbacks to:

Dane [0 |6 mtemat 7 - (R - )

That'll do for now. Click the Publish button, and you’re done. Here’s the finished post,
online for the world to see:
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/= Uncategorized « Robert’s WordPress Test - Windows Internet Explorer

=121

T:? Q Uncategorized « Robert's WordPress Test

w ¥ |E‘ |Z| IQ hikkp: v the-web-book.comwordpress|feat=1

ﬂ |E| |E‘ Iff Live Search |5] "

BB - e B e @ ”

Robert’s WordPress Test

Just another WordPress weblog

Archive for the ‘Uncategorized’ Category

Welcomel
Sunday, May 24th, 2009

Welcome to Robert's new WordPress blog. Today we are trying out
the WordPress software, which allows me to create blog entries via my
web browser, from anywhere that has an internet connection.
Assuming I can remember my admin passwaord!

Posted in Uncategorized | Edit | No Comments »

Hello world!
Sunday, May 24th, 2009

Welcome to WordPress. This is your first post. Edit or delete it, then
start blogaging!

Search

‘You are currently browsing the
archives for the Uncatagorized
category.

Pages
+ About

Archives
> May 2009

Categories
» Uncategorized (2)

Posted in Uncategorized | Edit | 1 Comment »

[T T T T [ |@mneme [%a - [®a00w - 4

=]

Obviously there’s a lot more to explore with WordPress. For a start you’ll want to delete the
handful of sample postings, and create some categories to which you can assign your posts.
Feel free to experiment with the various features, including the appearance of your blog.
After all, this is your installation of WordPress running on your own hosting space, so you
have total control over what you do with the system. Just remember to keep your admin
password safe, so that no one butyou can create or edit pages.
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phpBB

As part of your web site, you may want a discussion forum or two. There are many open-
source forum programs that you can download for free and install on your web server in
order to provide this. Possibly the best-known is phpBB, so that's what we'll use here.

Like a traditional CMS (Joomla, Wordpress etc), forum software needs access to a database
(MySQL is just fine) to store forum postings, user data and so on. So before you go any
further, make sure you have followed the procedure on page 140 to create the empty MySQL
database.

Once you've done this, go to ww. phpbb. comand download the software. You'll need the

zip file version. In this example we're using release 3.0.4 but there may be a later revision
available by the timeyou read this. If thereis, use it.

Having downloaded the zip file, extract it to your computer. If you have a program such as
WinZip installed, follow your normal procedure. If you don’t, Windows should be able to
extract the file for you — just right-click it and choose Extract All. Once you've extracted it,
you can delete the zip file from your computer. All you need is the folder containing the
extracted version.

Next, we need to connect to our server with FileZilla and upload the extracted files. Once
you’re connected, double-click on the public_html folder to open it. Then right-click on the
opened public_html folder and choose Create Directory. Make a directory (ie, a folder)
called phpbb. Once you've done this, double-click the phpbb folder and make sure that a)
you're init, and b) it's empty. FileZilla’s remote site window should look like this:

[ ]

Remaote site: | Jpublic_htmlfphpbb

..... T public_ftp -
El {2 public_html

M|

J i3 wordpress

| | Filename # | Filesize I Filetype I Last modified I Permissions I Ownerisroup

I3

<Empty directory lisking =
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In the left hand Local Site window, navigate to the extracted phpbb folder on your PC. Select
everything except the top ".." entry, and press Return to start the upload. There are around
900 files to transfer so it'll take a good few minutes, depending on the speed of your internet
connection.

File Permissions

Before you can proceed, you need to adjust some of the access permissions on the files you
have just uploaded. When we start to configure phpBB, the installation pro gram will need
permission to create its config file on our web server. To allow this to happen, we need to
change the access permissions of the config file so that every user on the server, including the
phpBB program, can write to that file.

In theory, this means that other people whose web sites are hosted on the same server could
also access your config file. In practice, however, almost all web hosting companies
configure their servers in such away as to lock each customer to within the confines of their
own area, so there’s nothing to worry about. But if you're particularly concemed, check with
your hosting company.

To change the permissions of the config file, scroll down the list of uploaded files in the
Remote Site window of FileZilla until you find config.php. Right-click this file and then
choose File Permissions. You'll see a box like this:

Change file attributes x|

Please select the new atkributes Far the File "config.php".

— Cwanier permissions
¥ Read v write [~ Execute

[ Eroup permissions
¥ Read v write [~ Execute

r—Public permissions

¥ pead v write [ Execute

Mumeric value: |666

‘fou can use an x ak any position to keep the permission the
original files have,

a4 I Zancel |

Tick all 3 of the Read and Write boxes, so that the Numeric Value of the permissions reads
666. Then press OK.

Next, find the store folder. Right-click it, choose File Permissions, and tick all 9 boxes so
that its permissions are 777. Again, click OK.
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Do the same thing with the cache and files folders. IE, change their permissions to 777.

Finally, double-click the images folder to open it. Then, within it, open the avatars folder.
Within there, right-click the upload folder and change its permissions, too, to 777.

That's the file permissions changed. You can now exit FileZilla.

Now we need to run the phpbb installer on the web server. We've already uploaded the

program files, so open a web browser and surf to the install folder within your phpbb folder.
In this example, where we uploaded the files to www. t he- web- book. comin the phpbb
folder, this means www. t he- web- book. conmi phpbb/i nstal | and it brings up the

following screen:

/2 Introduction - Windows Internet Explorer =1
@\’_‘/ v || % Ig hitbp: [ v the-web-book. com/ phpbbyinst all j e In" Live Szarch 2=

E:I Q Introduction | |

BB D@ G G @ "

ol

N N N e e

Installation Panel
Select language: IBntlsh English » -ﬂm

J OVERVIEW INSTALL CONVERT

* Introduction Introduction

License Welcome to phpBB3!
Support

phpBB™ is the most widely used open source bulletin board solution in the world. phpBBE3 is the latest installment in
a package line started in 2000. Like its predecessors, phpBB2 is feature-rich, user-friendly, and fully supported by
the phpBB Team. phpBBE32 greatly improves on what made phpBB2 popular, and adds commonly requested features
that were not present in previous versions. We hope it exceeds your expectations.

This installation system will guide you through installing phpBB3, updating to the latest version of phpBB3 from past
releases, as well as converting to phpBB3 from a different discussion board system (including phpBB2). For more
information, we encourage you to read the installation guide.

To read the phpBB3 license or learn about obtaining support and our stance on it, please select the respective
options from the side menu. To continue, please select the appropriate tab above.

Powered by phpBE @ 2000, 2002, 2005, 2007 phpBB Group

Done

[ @ [ [ - )

Click the Install tab to get started, and you’ll see the following:
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{’f Requirements - Windows Internet Explorer - |ﬂ|5|
@: w K IQ http:waw.thE-web-bDUk.cumfphpbb,l’insta\lfindex.php?mDde=insta\|B:sub=rEquirements&language=wj e Iw‘" Live Search |-

Y;\? Q Requirements

| | Lo B - # o mr B i @

at fincludes/ functions_install.php:24)
at fincludes/ functions_install.php:24)
at fincludes/functions_install.php:24)
at fincludes/ functions_install.php:24)

il o

W e N e

OVERVIEW

Warning: Cannct load module 'SQLite’ because required module 'pdo’ is not loaded in Unknown on line 0
[phpBE Debug] PHP Notice: in file finstall/index.php cn line 440: Cannot modify header information -

[phpEB Debug] PHP Notice: in file /installf/index.php on line 441: Cannot modify header information - headers already sent by (output started
[phpEE Debug] PHP Notice: in filz finstall/index.php on line 442: Cannot modify header information - headers already sent by (output started

[phpBE Debug] PHP Notice: in filz finstall/index.php on line 442: Cannot modify header information - headers already sent by (output started

INSTALL | CONVERT ny

-

headers already sent by (output started

Installation Panel

~ Introduction

*Requirements
Database settings
Administrator details
Configuration file
Advanced settings
Create database tables
Final stage

Installation compatibility
Before proceeding with the full installation phpBB will carry out some tests on your server
configuration and files to ensure that you are able to install and run phpBB. Please ensure you read
through the results thoroughly and do not proceed until all the required tests are passed. If you wish
to use any of the features depending on the optional tests, you should ensure that these tests are
passed also.

PHP version and settings

Required - You must be running at least version 4.3.3 of PHP in order to install phpBB. If safe

mode is displayed below your PHP installation is running in that mode. This will impose limitations
on remote administration and similar features.

PHP version >= 4.3.3:

PHP setting register_globals is disabled:

Yes

Yes

phpBB will still run if this setting is enabled,
but if possible, it is recommended that
register_globals is disabled on your PHP
install for security reasons.

PHP setting aflow_url_fopen is enabled: Yes
Optional - This setting is optional, however

certain phpBB functions like off-site avatars ;I

[ [ [ @wew [ - [ |

Something is clearly not right. There are some PHP error messages at the top of the screen.
However, these are actually notices rather than actual errors. A notice is more friendly
advice than awarning of a major problem. Although it could signify an error in the program,
most notices happen because the configuration of the server isn’t precisely what the program
was expecting. In many cases, you don’t get to see notices because the server is configured
not to display them. Butclearly this one is happy to show them.

We'll persevere for now. This is only an installer. If the phpBB program appears to install
and function correctly, we can stop worrying. Obviously, if those same notices are shown to
the users of our forum then this will be unacceptable, and we’ll need to try some different
software instead, rather than phpBB.

Click on Start Install, and enter the information that’s requested. For the database type,
choose MySQL. The database server should be specified as localhost unless your hosting
company tells you otherwise. Leave the database server port blank, unless you specifically
know that it needs to be set.

For the database name, enter the name of the MySQL database that you created as per the
instructions on page 140. This is thewebbo cms in our example. The database username
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and password should be the same as you use for connecting to your web hosting control
panel.

You need to select a database table prefix which is not used by any other programs that are
configured to use this MySQL database. The installer suggests phpbb_, which is fine, but
you can change it ifyou want.

Click on "proceed to next step”. You’'ll then be asked to choose an admin username and
password for your forums. Choose something non-obvious for both. The last thing you need
is for someone to guess the combination andwreak havoc on your board.

We’re almost done configuring phpBB. You can ignore all the options on the Advanced
Settings screen for now.

Keep clicking "proceed to next step” until you see a login button. Click that button and you'’ll
see:

/2 ACP index - Windows Internet Explorer

=] |
m' 2 (| X IQ hitkp: [ the-web-book, com/phpbbyadm/indes php?sid=65F849 1900952 7 45d7957b2303abbat j e Ifj' Live Search Pix
o Wacr e | | B8 -08--0 § 8"
o) A I . . T
J_rj SIS Administration Control Panel

Admin index = Board index

J GENERAL | FORUMS | POSTING USERS AND GROUPS | PERMISSIONS | STYLES | MAINTENANCE = SYSTEM

You are logged in as:
admin [ Logout ][ ACP Welcome tO phPBB . o _ _
Logout ] Thank you for choosing phpBB as your board solution. This screen will give you a quick overview of all the various
statistics of your board. The links on the left hand side of this screen allow you to control every aspect of your
QUICK ACCESS board experience. Each page will have instructions on how to use the tools.
Manage users -
Manage groups Warnmg
Manage forums Please delete, move or rename the install directory before you use your board. If this directory is still present, only the

Moderator log Administration Control Panel (ACP) will be accessible.
Spiders/Robots
PHP information

Board statistics

1 1

Mumber of posts:

BOARD CONFIGURATION

Attachment settings Posts per day:
Board settings .
Mumber of topics: 1

Topics per day: 1
Board features
e smiTes Mumber of users: 1 Users per day: 1
Private message settings Number of attachments: 0 Attachments per day: 0.00
Post settings Board started: Sun May 31, 2009 10:38 am Avatar directory size: 0 Bytes
Signature settings Database cize: 672.41 KiB Size of posted attachments: 0 Bytes
User registration settings Database server: MySQL 5.0.75-community-log GZip compression: off
Visual confirmation settings Board version: 3.0.4 Orphan attachments: 0
CLIENT COMMUNICATION Resynchronise or reset statistics
Authentication
i Run now
Ermos s Reset most users ever online
Jabber settings
Reset board’s start date
CCOAICD SOAMETEIID A TTAM hd
Dione [ & mtermet R A

Before you can start using your forum, we need to tidy up a few things. First, remove the zip

file and the extracted files from your PC as these are no longer required. All that matters are
the files on the web server.
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Next, open FileZilla and connect to the server. Go to the public_html folder, then the phpbb
folder, and find the config.php file. Now that the installer has done its job, and created the
config file, we need to change its permissions again so that no one can change it. Right-click
config.php, choose File Permissions, and change the 3 sets of permissions to read/write,
read, and read. The numeric value should say 644. When it does, press OK.

Just one more task. Right-click the install folder and choose Delete. If you don’t do this,
someone else could run the installer again, and wipe out all of your settings.

When FileZilla has finished deleting the folder and its contents, close the program and return

to your web browser. Surf to your forum, which will be in the phpbb folder on your site. In
our case that means wwv. t he- web- book. cond phpbb and the screen will look like this:

/2 yourdomain.com » Index page - Windows Internet Explorer REE
@?j" || X IQ btk e khe-web-baok.com/phpbb) j k|l Iﬁ-_’ Live Search Pl
3 L) vourdomain.com « Index page | | [ S P~ IR T 7 >

A short text to describe your forum

pBB yourdomain.com S _
g ¥ communities -

Advanced search

{} Board index
@FAQ vElRegister () Login

It is currently Sun May 31, 2009 10:41 am

“iew unanswered posts » View active topics

'YOUR FIRST CATEGORY TOPICS POSTS LAST POST
a Your first forum 1 1 by admin [
Description of your first forum. Sun May 31, 2009 10:38 am

LOGIN « REGISTER
Username: Password: | Log me on automatically each visit [7

VIHO 1S ONLINE

In total there are 2 users online :: 1 registered, 0 hidden and 1 guest (based on users active over the past 5 minutes)
Most users ever online was 2 on Sun May 31, 2005 10:41 am

Registered users: admin
Legend: Administrators, Global moderators

STATISTICS

Total posts 1 » Total topics 1 * Total members 1 # Our newest member admin

i} Board index The team = Delete all board cookies = All times are UTC

Powered by phpBB © 2000, 2002, 2005, 2007 phpBEE Group

Done [T T T T [ @ mntemet PR

We now have a fully working forum on our web site. Click the Login link and log in with your
username and password that you just chose. The screenwill look like this:
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/2 yourdomain.com = Index page - Windows Internet Explorer - |ﬂ|5|

% - ‘E| |Z| IQ btk | e Ehe-web-book.com/phpbbfindes. php j |E| |E| I;;' Live Search |P '|
{2 Qvourdomain.comolndex page | | Eh T = @ T \3" @' @' ®' ?

hBB yourdomain.com oy
_Search Search
creating ™ communities

A short text to describe your forum Advanced search

s

i} Board index
@User Control Panel (0 new messages) » View your posts @FAQ @Members ) Logout [ admin ]

It is currently Sun May 31, 2009 10:42 am Last visit was: Sun May 31, 2009 10:41 am
[ Moderator Control Panel ]

“iew unanswered posts s View new posts s View active topics Mark forums read

YOUR FIRST CATEGORY TOPICS FOSTS LAST POST

a Your first forum 1 1 by admin [
Description of your first forum. Sun May 31, 2009 10:38 am

VIHO IS ONLINE

In total there are 2 users online :: 1 registered, 0 hidden and 1 guest (based on users active over the past 5 minutes)
Most users ever online was 2 on Sun May 31, 2009 10:41 am

Registered users: admin
Legend: Administrators, Global moderators

STATISTICS

Total posts 1 » Total topics 1 » Total members 1 » Our newest member admin

i} Board index The team « Delete all board cookies = All times are UTC

Povered by phpBE @ 2000, 2002, 2005, 2007 phpBBE Group
Administration Control Panel

T T T T [ @ mnteme [o5 = [# 00 - 4

Click the Administration Control Panel link at the bottom of the screen, and enter the admin
username and password that you chose earlier. You'll see:
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{2 ACP index - Windows Internet Explorer =] x|

@?;' || X IQ http: | frmine the-web-book.com/phpbbfadmyinde:. phprsid=a0&c P do0sfbdd Za32fedSadbfb87 6370 j e |§’LiveSEarch |-

Y:»? QACP\ndex | | Eh T L Q@ T \ﬁ" '@' G @' ?
:;_rJ:/E/E/ Administration Control Panel

Admin index » Board index

J GENERAL | FORUMS | POSTING USERS AND GROUPS = PERMISSIONS | STYLES | MAINTENANCE | SYSTEM

You are logged in as:
admin [ Logout ][ ACP Welcome to phpBB ) o ) )
Logout ] Thank vou for choosing phpBB as your board solution. This screen will give you a quick overview of all the various
statistics of your board. The links on the left hand side of this screen allow you to control every aspect of your
QUICK ACCESS board experience. Each page will have instructions on how to use the tools.
Manage users
Manage groups 3 s
Board statistics
Manage forums
Mogerator log T N N 7
Spiders/Robots MNumber of posts: 1 Posts per day: 1
PHP information Mumber of topics: 1 Topics per day: 1
Number of users: 1 Users per day: 1
BOARD CONFIGURATION o
g Mumber of attachments: 0 Attachments per day: 0.00
Attachment settings
Board settings Board started: Sun May 31, 2009 10:38 am Avatar directory size: 0 Bytes
Gl e Database size: 672.41 KiB Size of posted attachments: 0 Bytes
Latar settings Database server: MySQL 5.0.75-community-log GZip compression: Off
Private message settings Board version: 3.0.4 Orphan attachments: 1]
Post settings ) o
. Resynchronise or reset statistics
Signature settings
User registration settings Reset most users ever online
Visual confirmation settings
Reset board’s start date
CLIENT COMMUNICATION
Authentication Resynchronise statistics
E-mail settings Recalculates the total number of posts, topics, users
. d files.
Jabber settings snaiss
Resynchronise post counts
CERVED COMCTEHD A TION Onlv existing posts will be taken into consideration. LI
Lone [ € mtermet RS

You’re now all ready to start creating forums and customising your phpBB system. To get
started, click the Forums tab and explore. Remember, however, that the web is full of people
who get their kicks from finding poorly-protected forums that they can vandalise or fill with
spam. So ensure that you set the security options accordingly. This means, at the very least,

forcing people to sign up and log in before they can post messages, and verifying their signup
by asking them to reply to an email message.

You may also want to consider, at least in the early stages, configuring the forums so that
new members can’t post until their account information has been verified by you. This will
add to your workload in administering the system, but does help to ensure that spammers

don’t attempt to sign up with multiple accounts that are merely used to flood your forums
with advertising.
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Plogger

So far, the products we've installed on our web server are primarily text-based. These
include a Content Management System, a blog, and a forum. Plogger is an image gallery
application, allowing you to upload pictures to your server and create online albums for
people to browse. However, it still requires a MySQL database, as it uses this to store details
of images and some information about them. It doesn’t actually store the uploaded pictures
in the database, though — these are uploaded to a folder on the server within the main
Plogger directory.

Web servers aren’t generally good at handling image files. Programs such as Plogger often
boast the ability to manipulate pictures, such as resizing them for display, generating
thumbnails for browsing, and compressing them to save space. However, such functionality
generally relies on the availability of specific features that are not always available on all web
servers. Such features include the ImageMagick graphics library. In the absence of such
features, certain parts of the program may not work properly, or atall. Y ou should therefore
take special care to read the list of server requirements before deciding whether to install an
image-based product such as Plogger on your web site. If you have problemswith a specific
product, there are always plenty of others to choose from.

Getting Started

To obtain the Plogger software, go towww. pl ogger . or g and click on the Download Plogger
link to get the zip file. Right-click the downloaded file, and choose Extract All to unzip it.

Next, connect to your server with FileZilla. Double-click the public_html folder to open it
and then, within it, create a new folder called plogger (it’s best to stick with lower case letters
rather than creating Plogger).

Ensure that the plogger folder is open and that it's empty. Assuming this is the case, the
Remote Site window in FileZilla should look something like this:
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Remate site: | {public_htmlfplogger
1= public_html
' cai-bin

- joormla

-{'? phpbhb

- plogger

- private

-7 wordpress

e

.

E .

Filename ¢ | Filesize | Filetyvpe | Last madified | Permissions | Owner/Graup

<Empty directory lisking=

On the left hand side of the screen, in the Local Site window, browse to your desktop or
wherever you extracted the zip file to. Then double-click the Plogger folder to open it (you
don’t need the MACOSX one).

Select every file and folder in the left hand window except the ".." folder, and then press
Return to begin uploading the Plogger system to the web server. FileZilla should look like
this:

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
173



& twb - thewebbo@the-web-book.com - FileZilla =S|
File Edit Wew Transfer 3Zerver Bookmarks Help Mew wersion available!

& - |EnnQ DOOER|$ =
| Host: I Username: I Password: I Part: I Quickconnect IV|

Response: 227 Entering Passive Mode (66,147,240,168,225,190) :I
Command: LIsT
Fiesponse: 150 Accepted data connection
Response: 228-ASCIT
Response: 22e-Options: -a -
Response: 226 2 matches tokal
Status: Directaory listing successful j
Local site: | E:\Documents and SettingsirobertiDesktapiplogger-1.0b3iploggerb3) j Remate site: ‘ JIpublic_htralfplogger j
{0 Application Data d ) public_html ;'
{07 Cookies { LR cgi-bin
[E1-) Desktop ) joorla
5 My Dropbox —I {’# phpbb
) plogger-1.0b3 =3 plogger J
10 _MACOSK ) private
{3 ploggerb3 ﬂ (%) wordpress LI
Filerame | Filesize | Filetype | Last modified | || Filerame + [ Filesize | Filetype Last modified | Permissions | Owner/Group |
i ; =
15 admin File Folder 31052009 11:54:15
Chess File Folder 31/05/2009 11:54:19 <Empty directory listing>
|C)araphics File Folder 31/05/2009 11:54:20
Chimages File Folder 31/05/2009 11:54:20 =
Db File: Folder 31/05/2009 11:54:22
I plog-translations File Folder 31/05/2009 11:54:22
ISithemes File Falder 31/05/2009 11:54:24
ISthumbs File Folder 31052009 11:54:25
I[Duploads File Folder 31052009 11:54:25
Jhtaccess 0 HTACCESS File 31/05/2009 11:54:18
Iﬂilnstall‘php 1,476 PHF File 31/05/2009 11:54:18
Iﬂ_upgrade.nhn 13,283 PHPFile 31/05/2009 11:54:18
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When the upload has finished, you can close FileZilla and also delete the extracted zip file
fromyour PC.

Next, make sure that you have created the test MySQL database on your server, which we
have been using for all of our product installations. If you haven't done so, refer to the
procedure on page 140.

The Installation Process

With the Plogger system uploaded to your server, you can now surf to it and begin the
configuration. Open a web browser and go to the _install.php page within your Plogger
system. In the case of our example site, thatmeans going to:

www. t he- web- book. coml pl ogger/ _install.php

You should see a screen like this:
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Plogger Installation

To install, simply fill out the following form. If there are any problems, you will be notified and asked to fix them before the installation will continue.
After the installation has finished, you will be redirected to your Plogger home page.

Database Setup

MySQL host: W
MySQL Username: I—
MySQL Password: l—
MySQL Database: l—

Administrative Setup

Gallery Name:
Your e-mail:
Install |

[ [T T T T @ntenet - [®i00% - 4

Fill in the connection details for the MySQL database, so that Plogger can access it. The host
should be set to localhost unless your hosting company has advised you otherwise. The
username and password will normally be the same as you use for logging into your site's
hosting control panel. 1nour examples the database name is thewebbo_cms.

When you've finished, click the I nstall button and Plogger will finish its setup process. Once
it has done so, it will create an admin account for you, so that you’ll be able to log in and
upload pictures. The admin password is randomly generated and will be displayed on the
screen, so make sure you don’t close your browser until you've made a note of your admin
username and password!

The screen should look like this, assuming the installation and configuration succeeded:
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Setup is now complete

Your username is admin and your password is “afggp”

Proceed

[ [T T T T @ntenet - [®i00% - 4

When you've made a note of your admin username and password, click the Proceed button.
Plogger will then tell you the URLs for browsing your gallery and for logging in as an
administrator. These are, in the case of our example site:

www. t he- web- book. com pl ogger for public access
www. t he- web- book. com pl ogger/ adm n for the admin login screen

You may find you also see a few error warning notices displayed at this point. If this
happens, check that you can browse and administer the site correctly. Assuming you can,
there’s nothing toworry about. If the problems persist, check your hosting company’s online
FAQ or support section to see if there’s any reason why these error message might be
displayed. Also (and this is a good tip for any similar situation), try typing or pasting the full
text or the error message into a search engine such as Google, to find out if anyone else has
reported similar problems. Hopefully they’ll also have reported how they solved them.

Uploading Your Pictures

With Plogger now installed on your web server, you’ll need to upload a picture in order to
test that it's working properly. Surfto the admin page, as listed above, and enter your admin
username and password when prompted. You may also wish to try entering an incorrect
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password, just to make sure that the security is working properly. Performing such a test
each timeyou install any new product on your server is always a good idea.

Once you’re logged in, you’ll see this screen:

{' Plogger Administration - Windows Internet Explorer =1
@\’—‘/ ® || x IQ hittp | [ Ehe-web-book.com/ploggerfadmin/plog-upload. php j @ =) In"' Live Search P
i:,? QPIogger Administration ﬁ T v B @ T \_\f' '@' - @" ?

Version 3.0 Beta
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Upload Import Manage Feedback Options Themes View Support Log out

Upload Photos

Choose an Image or ZIP Archive

Filename: (2M limit) & Existing Album

I Browse

Picture Caption (optional):

IPIogger test collection : Plogger test albumj

! OR

Description (optional):

[ " Create a New Album
New Album l—
Name:

=l In Collection: IFIogger test collection 'I

Done [T [T [ [@ntemet R /A

Click the Browse button and navigate to an image file on your computer. Add a caption and
a description (this is important, as you'll see later). Then choose which album you want to
add your picture to. You'll probably want to create a new one rather than putting it in the test

collection.

When everything’s ready, click the Upload button and wait for the message that says your
upload was successful.

When it's done, log out and surf to the public part of your site rather than the admin section.
You should see your gallery displayed. To check that Plogger is correctly storing information
in your MySQL database, use the search box. Just type a word or two from the caption or
description, and check that Plogger finds your picture.
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With everything working properly, you can now proceed to make your site look as you want
it to. Log into the admin section again and explore the various features that are available.

Avoiding Data Overload

When you sign up for a web hosting package, your account comes with a certain amount of
disk space on the server to store your information. If you're storing mostly text, you don’t
need to worry about hitting your limit. But if you intend to store lots (as in, thousands) of
pictures, be aware that they eat server space like nothing else. Especially if they are high-
resolution multi-megapixel images, which can typically occupy up 10 MB each.

If you think this might be a problem for you, check the small print of your web hosting
package to find out just how much server space you get. Remember, too, that people who
view or download your pictures will use up your bandwidth allocation, so you may want to
check that as well. For example, if you have a 10 MB picture on your site and 100 people
download it, that's 1 GB of bandwidth traffic from your server.

Equally, if you upload 100 pictures to your gallery, at 10 MB each, that’s 1 GB of traffic from
your own broadband connection. Which, if you are paying for a broadband service that only
allowsyou 2 GB a month, is a fairly large chunk. If this is the case, check whether your ISP
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allows free uploads overnight that don’t count towards your monthly limit. If so, upload the
pictures then, or downsample them (reduce their resolution and thus the size of the files)
before uploading them.
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Installing the PSPad Editor

While Amaya is great for editing HTML files, it's not so good if you're writing JavaScript or
PHP. The solution comes in the form of an excellent program called PSPad. It'sa text editor
with two features that make it ideal for writing programs. First, it understands the syntax of
JavaScript and PHP, so it can alert you if you make a mistake. Second, it has a built-in FTP
facility, thus making it easy to upload your programs to the web server if you need to do so.
And like everything else we've used throughout this book, it's downloadable free of charge.

The following chapters cover how to write programs in JavaScript and PHP so, if you intend
to follow them, you need to install PSPad now.

To obtain the program, visit ww. PSPad. comand download the full installer. Thiswill copy
a small (only 4 MB or so) .EXE file to your computer. Double-click that file to begin the
installation, accepting all of the default options (though you’ll probably want to reject the
offer of additional language support unless you really do want to have the option of seeing
the PSPad menus in Indonesian and other non-English tongues). With the program
installed, you should now see a PSPad icon on your desktop.

Double-click the PSPad icon to start the program, if it's not already started automatically
after being installed. You’ll see the main screen, which looks like this:
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We now need to configure the program before we can use it. Mainly, this means setting up
the FTP details so that PSPad knows how to copy files from our PC to the web server. First,
though, you can tumn off that confusing menu of assorted icons at the top of the screen, as
you don’t need them. To do this, just press the F2 key.

Now to configure the FTP site of things. Click the FTP tab on the left hand side of the screen,
to get to PSPad’s FTP facility:

5 pSPad - [New1.txt]

LT Filz Projects Edit Search  Wiew Format  Todls

1. New]‘;!'ff“l"\

| 2l m] .12
;,Jf]]v

e Xae
B FTP:
!

File | sie

Then click the connection icon:
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3 pSPad - [Newl.txt]

D‘ File Projects Edit Search Wiew Format Tools
1., New x|
o ®leml ...
JE B3
o X
B FTP:
/
File | S

A dialogue box will appear, into which you can enter the details of your FTP connection to
the server. This is very similar to the process that we went through right at the start of this
book, for configuring FileZilla.

21|

Connection Mame; ||

Server

Uzer Mame:

Femate Direchany:

Paszwiord: I

Authentization account;

Connection Timeout; |3|:| :

[T Use Proxy Server

¥ Passive Mods
¥ Binary transfer mode [TYFE 1]
[v Compatible mode [for old ProxyNaT)

[” Keep Connection by Sending: INEIEIP' "I Every IEU g

[” Change File Mame ta Lower Case
[~ Cut off file extenion befare save to FTP
[~ Show hidden files [rmust be supported by FTP server)

FTP zerver uzes special [localized] Month M ames:

| -

ok Cancel |
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For the Connection Name, just choose a name for this connection. This is purely for your
benefit so that, if you configure PSPad to connect to multiple servers, you can choose one
from alist. I'll call mine The Web Book.

Following the server-specific examples as per the earlier examples in this book, for the site at
the-web-book.com which is hosted by site5, the required details are the-web-book.com for
the server, thewebbo for the username, and the password that I normally use for connecting
to my web hosting space.

Enter just a / symbol for the remote directory. Leave everything else as it is, and press the
OK button to finish. You’'ll retum to a list of options that shows your list of available
connections (just the one so far, namely the one you just created) and some buttons. Click
the top button, labelled Connect, to connect to your web server. Assuming it works, you
should see something like this, with the contents of your server listed down the left hand
side.

TR
D Flle Projects Edit Search “iew Format Tools Scripks HTML  Settings  Window Help ;Iilil
L. Hewd bt |
. ID @ |@ I | ? lID L ZID L 3ID L QP L SP L SID L TIU SIU SID 190
=0-El &) @

&R ae
@ FTP: The Web Book
/

File Size
1) htpasswds

) ssh

[ access-logs

Chete

2 rmail

() public_ttp

|2 public_htrl

tmp

(5 v

bash_logout 24B
=) bash_profile 1918
bashrc 1248
contactemail 258
emacs 3338
@ gemrc 1278
lang 7B
lastiogin 138
[ 2shre BEG B
cpbackup-exclud... 1B
webalizer.conf 24 kB
K E— B 101 () [0] = Text | Doslcode pags: ANSI (windows)

That's all you need to do for now. With everything working, you can exit PSPad for the
moment.

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
183



Javascript

HTML is a very full-featured language. When coupled with CSS, it's capable of producing
just about every design of web page you could ever desire. But HTML is only a markup
language, for specifying how pages should look. Which is just fine if you intend your web site
to act as an electronic version of a newspaper, magazine, book or brochure. But sometimes
you'll want to create web sites that exploit the power of computers, including features that go
above and beyond the capabilities of electronic publishing. For example animation, online
databases, and so on.

To add such features to our sites, we need to leave the safe environment of HTML markup
and enter the world of web-based programming. Once you know how towrite programs, just
about anything becomes possible.

The following chapters explain the basics of web programming using Javascript and PHP.
I'll show you how to create basic web applications (often known as Web 2.0 sites) using
Javascript and PHP. But be aware that this is a complex subject which takes a couple of
years to master, and this is best done by practising rather than reading. So now might be a
good time to think of a Web 2.0 application that you've always wanted to write, in order that
you can apply what you’re about to read to a real situation.

Choose Your Side

There are two ways to write web-based programs, and understanding the difference between
them is vital because each method is used for specific purposes. As a reminder, the following
explanations use the term "visitor" to describe a person who visits your web site, ie who
views it online by using aweb browser such as Internet Explorer or Firefox.

The first programming method is called client-side programming. This means writing
programs that will run on the visitor's computer, within their web browser. Just about all
modern web browsers support this, via a programming language called JavaScript. To write
a JavaScript program, you include it within the body of a web page along with the HTML
code. Note that JavaScript is not the same as Java, and you should never refer to itas such.

The second programming method is called server-side programming. Here, you write
programs that run on the web server. The browser never gets to see the program code. It
merely sees the results, which normally consist of HTML code that is sent to it. The fact that
this code was generated by a program running on the server, rather than being stored in a
pre-written .html file, is unknown to the browser. The most common languages for writing
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server-side programs are PHP, Perl, Python, Ruby and Java, as well as Microsoft’s
proprietary languages ASP and ASP.NET.

So how do you decide which type of program you need to write? Should it be client-side or
server-side? It depends entirely on what you want to achieve, and this should become
clearer asyou read the chapters that follow. It also means that, to develop full-featured sites,
it helps to know a little about both types.

In the next chapter, we’ll cover server-side programming using PHP. For the remainder of
this chapter, we’'ll cover client-side JavaScript programming. First, though, if you haven't
already done so, follow the instructions on page 180 and install PSPad on your PC.

Start PSPad and connect to your server, so that the list of files and folders appears down the
left hand side of the screen. The list should look familiar from when you used FileZilla.
These are the contents of yourweb server, brought toyou via the FTP component in PSPad.

Double-click the public_html folder to go to the place on the server where your web-
accessible files are stored. 1f you previously installed products such as joomla, wordpress,
phpbb and plogger, you'll see their folders here.

We’'re going to create a new file with which we can start exploring JavaScript. So right-click
on the top folder icon (the one that just consists of 2 dots) and choose New File. Enter
jstest.html as the new of your new file and press OK. Verify that PSPad has created the file
on your server, which should appear at the bottom of the list.

Now let’s create a very simple web page in that file. Double-click jstest.html to open it, and
verify that the blue title bar of your PSPad window changes from newl.txt to jstest.html.
This tells you that the correct file is open, and ready for editing.

Into your new jstest.html file, type the following:

<HTM.>
<body>
This is a JavaScript test
</ body>
</ HTM.>

When you’re done, go to the File menu and click Close. Click Yes to confirm. The PSPad
program has now created your jstest.html file directly on the web server.
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This is a different way of working, compared with how we did things previously. There’s no
need to upload our test page with FileZilla as it's already there. There’s no local copy in our
Web Work folder.

Let’'s make sure it worked. Quit PSPad and open your web browser. Surf to your site and
page. In this case it's ww. t he-web- book. com j stest. ht M, which brings up the

following:

; http:/ /www.the-web-book.com/jstest.html - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

Qe - O - [x] 2]

Address @1 http: /e, the-web-book, com/jstest, html

= :
' Search % - Favorites @‘{ -,
v L4 ot

This 15 a JavaScript test

So far so good. But that’s plain HTML rather than JavaScript, and nothing we haven’t seen
before. So let's remedy that.

Fire up PSPad again. Connect to the server by clicking the FTP tab, and then the first icon in
the row beneath it. Go into your public _html folder then double-click your jstest.html file to

open it.
Now, before the </ body> tag, add the following:

<script type="text/javascript">
alert("Hello There");
</script>

When you’re done, save the file to the server (File, Save should do it, as PSPad has its handy
built-in FTP program). Then quit PSPad, open your browser, and surf to your jstest page
again. You should see the following:
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In addition to the text on the page, there’s now an alert box with a message in it. Not
something that HTML can do on its own, but our little JavaScript program enables us to do
clever things like this.

Our 3 lines of JavaScript aren't particularly clever. You should be able to decipher how it
workswithout too much trouble. The line which does all the hard work is:

alert ("Hello There");
The "alert" command is the one which creates the alert box.

As | mentioned earlier, JavaScript code co-exists with HTML code in the same .html file.
The <script type="text/javascript"> tag tells the Web browser that you're

switching from HTML into Javascript, and the </script> tag then switches back into
HTML again. Note that these tags don’t require semi-colons as they themselves are HTML
tags rather than JavaScript commands.

As already discussed, JavaScript is a client-side language rather than server-side. I'll repeat
this again, as understanding the difference is vitally important. The most vitally important
point to note is that, because the JavaScript code goes in the HTML file, it’s visible to anyone
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who uses the View Source option. If you surf to your jstest.html page again and choose the
View, Source option in your web browser, you’ll see what this means. The screen will look
like this:

{_P? http:/ /www.the-web-book.com/jstest.html - Windows Inter =] x|
@‘ 3w [ |[ | [\ bt . the-web-bock.comjistest. bl = &[> [ Live search S
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B
This is a JavaScript test
Bhttp:,n",-"www.the-weh—buuk.cun1,-"istest.htn1l - Original Source o | Dlll
File Edit Format
1 |<ntml> =]
2 <body>
3 This is a JavaScript test
4 | </body>
5 <script type="text/javascript">
& alert ("Hello There"):
7 <fscript>
8 </html>
9
[-|
Done [T T T T [ [@mntemet ax[moen -

Although JavaScript is very useful, and great fun, the fact that anyone can view your JS code
in the browser means one important thing: never use JavaScript for anything related to
security or authentication on your site. For example, it's perfectly possible to create a
password system in JavaScript whereby the visitor is asked to enter a password and is only
shown the "secret” page if he enters it correctly. But if you implement this in JavaScript, it's
trivial for a hacker to look at your source code, find the bit which effectively says "i f
password = ‘sesame’ then | et himin",andthusdeduce the password.

The way round this conundrum is to use a programming method whereby the code for the
program doesn’t appear in the page. That's what server-side programming with languages
such as PHP is all about, which we’ll cover later. For now, though, back to some more
Javascript examples.

Edit your jstest.ntml file again, and replace the entire contents of the file with the following:

<HTM_>
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<body>

The current tine is:

<script type="text/javascript">
var d = new Dat e()
docurent . wite(d. get Hours())
docurment . wite(".")

docunment. write(d. getM nutes())
docurment. wite(".")
docunment . write(d. get Seconds())
</script>

</ body>

</ HTML>

Save the file, surf toyour jstest.html page, and you’ll see something like this:

fj http:/ /www.the-web-book.com/jstest.html - Windows Internet Explorer

@AV 4| ¢ Iu hitkpe f fees the-web-book, com)jstest hitml

T:I Qhttp:,l',l'www.the—web—bnnk.com,l'jstest.html

The current time is: 22 8.2

Let's example this in a little more detail, and you’ll hopefully realise that Javascript isn't as
complex as it might first appear. First, here’s the code again, with line numbers to aid the
explanation that follows.

<HTM.>

<body>

The current tine is:

<scri pt type="text/javascript">
var d = new Date()
docurent .wri te(d. getHours())
docunment .write(".")

docurent .write(d. getM nutes())
docurment .write(".")

10 docunent.write(d. getSeconds())

© 00 NO O~ WN P
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11 </script>
12 </ body>
13 </ HTM.>

Lines 1, 2, 3,12 and 13 should be familiar to you. This is standard HTML code, as explained
in the previous chapters. This includes the "the current time is:" message, which, asyou can
see from the screen picture, gets displayed on the finished web page just as you’d expect it to.

Line 4 tells the browser that we're now in JavaScript mode, and that everything which
follows comprises a JavaScript program rather than normal HTML. Up until line 11, which
ends the program and tells the web browser that we're back with standard HTML again.

Incidentally, you can include as many JS scripts in an HTML file as you wish. Just use a
<script> tag at the start of each one, and end with </script>.

Now let’s look at how the JS code works. Line 5 creates a new variable called d, which is set
to the current date and time. That's what the date() function in JS does — it returns the
current date and time.

You’'ll remember that, at the start of this chapter, I pointed out that JavaScript is a client-side
programming language. That is, it runs on the web client (the visitor’s browser) rather than
the web server. By using the date() function, this becomes evident and significant, because
the date and time which get returned are those of the visitor's computer, wherever that
happens to be. Ifit's 7pm on the user’s computer, the page will display the hour as 19.

Contrast this with what would happen if we had retrieved the time from the server. 7pm in
the UK is 2pm in New York. So if the server isin New Y ork and a UK-based visitor checked
the page at 7pm, he’d be told that the time is 2pm. Server-side programming has its uses, as
we’'ll see later, but retrieving the date and time isn’t necessarily one of them. At least, not if
you intend to display it for the visitor.

Line 6 introduces the document.write statement. Here’s yet another fundamental concept
that you need to understand if you're getting into web programming. This statement inserts
content into the web page, just as if you’d written it yourself. But in this case, we're not
inserting literal text that we know in advance. Instead, we're inserting the "hours"
component of variable d.

The remaining lines, which insert the minutes and seconds, as well as a couple of full stops,
should be self-evident.
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At this point, it's vital that you understand how document.write works. So take a look at
these examples, which both produce exactly the same results:

<HTM.>

<body>

<script type="text/javascript">
docunent.wite ("Hell 0")
</script>

</ body>

</ HTM.>

<HTM_>
<body>
Hel | o

</ body>
</ HTM.>

Before we leave this example program, there’s one slight problem that we need to fix. The
minutes and the seconds don’t look right, because there’s a zero missing from the front of
each of them. Which is just aswe’d expect if, for example, the current time is 8 minutes past
the hour. The date() function is doing what it's supposed to do, and returning a value of 8 for
the minutes. 1f we want to display it in a cosmetically-enhanced way, it's up to us to add the
necessary code.

So, edit the jstest.html file and add the following after line 7:

if (d.getMnutes() < 10)
{

docunent . wite("0")

}

And add the following after what’s shown above as line 9:

if (d.getSeconds() < 10)
{

docunent . write("0")

}

The purpose of this code should be obvious. Before we display the minutes, we check
whether the value is less than 10 and, if so, insert a zero into the document (ie, the web
page). Ditto for the seconds.
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This also shows you how to use the "if..." statement in JavaScript. Specifically, note the way
that everything which should be executed if the statement is true, goes in curly brackets.

The ability to perform date-based calculations in web pages is very handy. For example, you
could easily write a web page which automatically alters its appearance according to the

season. Just create 4 images that correspond to spring, summer, autumn and winter. Then
use some Javascript to find out the current month and perform one of 4 different <i ng

Src=Xxyz. ] pg> operations, where xyz corresponds to the name of one of your image files.

Alternatively, you could automatically add a "Merry Christmas" footer to your home page if
the month is December and the date is the 25",

Javascript and Semicolons

Aword is in order about Javascript and semicolons. You'll have noticed in the examples that
some lines end with a semicolon while others don't. In Javascript, each line of code is
considered to end either at the end of the line or at the semicolon. So if you write each
statement on a single line, you don't need a semicolon. But if you're including multiple
statements on a single line, they need to be separated with a semicolon. For example, these
are all valid (I've coloured the semicolons for clarity):

document.wite ("Hello")
docunent.wite ("Hello");
docurment.wite ("Hello"); docunment.wite ("Hello again")
document . write ("Hello"); document.wite ("Hello again");

But these are not:

docurment.wite ("Hello") document.wite ("Hello again");
docurment.wite ("Hello") docunent.wite ("Hello again")

Email Address Obfuscation

Those who send spam email for a living need to find a constant source of new email
addresses to which they can send their annoying, offensive advertisements. They do this in
various ways, one of which is to scour the internet looking for web pages that contain email
addresses. It's actually not difficult to do. All that's required is a program to randomly
connect to millions of web pages and scan the content for an "@" symbol. Then look for the
nearest space to the left, and space to the right. Everything between those two spaces is
likely to be an email address, ready to add to the spammer’s mailing list.
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Because of this, one of the best ways to ensure thatyour email address remains relatively free
from spam is to never mention it on a web page. However, you probably also want people to
be able to contact you by email. Thankfully, Javascript provides a great solution to the
problem.

Instead of including your email address literally on the page, such as r, write a small
Javascript program which uses one or more documentwrite() statements. For example,
whenever you want to quote your email address, use the following on the page instead:

<scri pt | anguage="javascript">
document . write("robert");
document . wite("@);

docunent . write("the-web-book.c");
docurment . wite("oni);

</script>

Such behaviour is enough to confuse the vast majority of the so-called automatic email
address harvester programs that are continually scanning the web in search of fresh
addresses.

If you want something even smarter, search online with your favourite search engine for
"javascript email address obfuscation”. This will lead you to a variety of web sites which
allow you to enter an email address and which will then generate a complex impenetrable
Javascript program just for you which, when run by a visitor's web browser, will show your
email address.

Why Upload?

You may be wondering why, if JavaScript is a client-side language that gets executed by the
browser, we have to upload pages to the server before we can test them. Can you not just
double-click on jstest.html from within Windows and get the browser to execute the local
copy instead, and save yourself the hassle of uploading the file until it's ready for public
consumption?

In theory, yes you can. You don’t need to trouble your web server at all when you’re
developing JS pages. However, in practice, many web browsers don't like letting you do this.
They regard it as a security risk, on the basis that any JS code in a local page must be
malicious. Internet Explorer versions 7 and 8, for example, will pop up various warmings
asking if you really want to allow this code to run. The only way to stop this is to reduce the
security settings on your browser, which is not wise as it will also reduce your safety on the
web in general.
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Therefore, it’s best to always run JavaScript code off a server. But it’'s important to realise
that this is not because it's a requirement of the language.

Security and Cookies

Having a fully-functional programming language built into a web browser would be a serious
security risk. Being able to find out the time on someone’s PC is perfectly safe, butwhat if a
malicious web site tried to read the user's private files instead, or write a virus to the
computer? Thankfully, this is impossible, because JS is designed with security in mind.
Most fundamentally, there are no facilities in the language that allows the programmer, and
thus a malicious web site, to access any of the files on the visitor’s computer.

Actually, there’s one exception. Let me tell you about cookies.

A cookie is a small text file which a web site can write to the hard disk of any computer that
visits the site, and then retrieve at a later date. It's part of the HTML specification, rather
than anything to do with JavaScript particularly. But it needs a programming language such
as JavaScript or PHP in order to operate.

Cookies are rather like pieces of electronic graffiti. They can contain any data which the web
site operator wishes to store, but are limited to around 1000 characters each. A site can store
more than one cookie on a visitor’'s computer. Crucially, for security purposes, the only site
which can read a cookie is the site that put it there in the first place.

So what are cookies used for? Imagine a public web site where you’re browsing a library
catalogue in search of that excellent volume, "Defeating The Hacker™ by Robert Schifreen. A
couple of days later, you visit the site again and, as if by magic, you find yourself on the page
about Defeating The Hacker. How did the web site know? Because last time you visited, the
site stored a small cookie on your computer called "last-book-visited", the value of which was
set to "defeating the hacker”. Or, more likely, the value was set to the database record ID or
the ISBN of the book, but that’s not important right now. All you need to know is that each
cookie has a name (in this case, last-book-visited) and a value (in this case, defeating the
hacker).

Creating and reading a cookie isn’t particularly difficult. There are commands built into
JavaScript to do it, and it only takes a few lines of code. A Google search for "javascript set
cookie" or "javascript read cookie” will show you some examples.

Unfortunately, reading cookies in JS is slightly more difficult than setting them. That's
because there’s no specific command in JavaScript that says "give me the value of the last-
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book-browsed cookie". Instead, there’s only a command which says "give me a list of all my
cookie names and values". Once you have this list, you then have to search through it in
search of the cookie you want. But, as with everything web-related, a Google search will
bring you some ready-made JS code for searching for a specific cookie among the haystack of
data.

One other thing worth knowing about cookies is that each one has an expiry date/timewhich
is set when the cookie is created. When a cookie expires, it gets deleted from the computer.
Any attempt to subsequently read its value will result in the return of nothing atall.

Expiry dates can be: a) a specific date and time, eg May 4t 2011; b) a duration, eg 31 days
from now; or c¢) as soon as the user closes his or her browser. If you don’t specify an expiry
date when creating a cookie, option C is the default.

Cookies are a very useful feature, which most web developers use on their sites. It allowsyou
to store information about particular visitors, without forcing them to create an account on
your site and log in. But there’s one golden rule about cookies, which you need to know if
you’re going to consider using them. Although the only web site that can read a cookie is the
one which created it, any user of a PC who has administrator privileges can read and alter
any cookie on his computer. That’s because a cookie is nothing more than a small data file,
albeit one with a strange name and often stored in a hard-to-find location on the hard disk.
But it's a file nonetheless, and it can be accessed just like any other. This state of affairs
allows for something called "cookie poisoning”, which is where the user of a computer
deliberately changes the value of a cookie.

Let's re-examine the earlier example, where a cookie called last-book-browsed is set to
"defeating the hacker, by robert schifreen”. With the necessary software on his computer, a
visitor to the library site could change the value of the cookie to "defeating the afanc, by
Rohan Stevenson". Having done so, next time he visits the library site he’ll be taken to the
page for that MP3 track, rather than the hacker book.

Does this matter? No, not in the slightest. But it neatly illustrates the golden rule about
client-side web programming with JavaScript and HTML. Let’s consider another example, to
see why.

The library web site asks users to create an account and log in, if they wish to purchase
books. The mechanism that they deploy in order to handle the authentication, ie the logging
in, is as follows:

1. Ask the user for their username and password
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2. If these details are correct, set a cookie on the user’s computer called "is_logged_in"
with avalue of "YES".

3. Each time the user wishes to access a protected page, check the value of the
is_logged_in cookie and only proceed if its value is YES.

A lot of web sites actually use a technique like this. But hopefully you can see the flaw. If a
visitor poisons the is_logged _in cookie on his PC and changes the value from NO to YES, he
can bypass all of the site security.

So, by all means use cookies for convenience. But don’t use them for anything security-
related, or for things where you need to be confident that the value of the cookie hasn’t been
changed without your knowledge. For such things as that, you need to use server-side
programming instead, which is coming up later.

Morning All!

Here’s another example Javascript program. To use it, copy and paste it into your jstest.html
file in place of what'’s there already, using PSPad. But before you do, read through the code
and see if you canwork outwhat it does.

<HTM_>

<body>

Good

<script type="text/javascript">
var d = new Dat e()

var time = d. getHours()

if (tine < 12)

{

docunment . write(" norning ")
}

if (tine >= 12)

{

document. wite(" day ")

}

</script>

everyone!

</ body>

</ HTM.>

The program displays a message, which is made up three words. The first word, part of the
standard HTML component of the file, is "Good". The final word, in the same fashion, is
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"everyone!". In between, the second word is generated by some JavaScript and is either
"day" or "morning", depending on whether the time on the visitor’s PC is before or after mid-
day. This isa simple technique, and one thatyou mightwant to use on your own pages.

Getting the Screen Size

Before we finish our brief foray into Javascript, here’s one more example. It shows yet
another reason why client-side programming, and being able to interrogate various features
of the visitor’s PC and browser, is so useful.

<HTM_>

<body>

<script | anguage="j avascript">

var w = screen.w dth;

var h = screen. height;

if ((w=1024) and (h=768))

{

docunment . write("<ing src=normal -pic.jpg>");
}

if ((w> 1280) and (h > 1024))

{

docunment . write("<ing src=bigger-pic.jpg>");
}

</script>

</ body>

</ HTM.>

This is the code for a simple web page which contains nothing more than a picture. The
clever part, though, is the JavaScript code which looks up the screen width and height of the
visitor's computer and then uses documentwrite to create HTML code on-the-fly.
Specifically, it generates one of two different <img> tags. If the screen resolution is 1024 by
768, the normal-pic.jpg image gets loaded. But if the resolution is higher, the bigger-pic.jpg
file is displayed instead.

Javascript Toolkits and Frameworks

If the idea of writing client-side code appeals, but you don’t want to learn a whole new
language, consider using a ready-made toolkit or framework. There are a number of such
products around, that containa large collection of ready-made Javascript effects that you can
call upon within your web pages. One of the most popular is jQuery, which you can find at
www. | quer y. com And the best news is that it's available completely free of charge.
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The jQuery framework is simple to use. Just copy the single jquery.js file to yourweb server,
then use a couple of lines of code in the <head> section of your HTML page to load it. From
then on, each effect that you want to achieve on your web page is typically just a handful of
lines of special jQuery code. For example, here’s the jQuery commands to make one
paragraph of text reveal itself by sliding gracefully over another:

$("div. content ToChange p. firstparagraph: hidden"). sl i deDown("sl ow");
$("div. content ToChange p.firstparagraph:visible").slideUp("sl ow');

There are lots more examples and tutorials on the jQuery web site, and it's definitely worth
taking a look ifyou want to include visual effects on your web pages.

Incidentally, the above code makes reference to something called the DOM, or the Document
Object Model, which is a way of referring to specific items on an HTML page. It's part of the
HTML specification, rather than anything to do with jQuery. The DOM, and manipulating it
with a technology called Ajax, isn’t currently included in this book but may be added in the
future. Contact mevia ww. t he- web- book. comif youwant it to be.

Finding Out More

As you are hopefully discovering, JavaScript is a very useful tool for anyone developing web
pages. Sadly, though, not all of the language is as easy to use as the previous chapter might
have led you to believe. A search in your local library or on web sites such as Amazon will
lead you to some excellent books on JavaScript, some of which run to 1000 pages or so. It
really isa very complex, full-featured language. But if you don’'t want to go to the trouble and
expense of buying a book, a Google search for "javascript tutorial™ will lead you to lots of
useful online resources.

Because JS is all client-side, you can also look at other people’s code too. Just use the View

Source option in your browser, when looking at any page which you think might be using
JavaScript, then search for a <scri pt > tag. In fact, search for <scri pt rather than
<scri pt >, because the "language=javascript part is actually optional (albeit bad practice)

and this will find both cases.

There is also a wealth of ready-made JavaScript programs available for download from
various web sites, many of which are free to use. One of my favourite sites is
www. hotscri pts. com which has thousands of such programs available. The
www. dynami cdri ve. comsite is another useful resource, which also offers lots of Javascript

code for free download.
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One of the most common uses for JavaScript is for navigation and menus. Y ou’ve probably
seen web sites with all sorts of interesting menu effects, such as drop-down menus that look
like Windows applications, or menus that slide around the screen so that, nomatter how you
scroll the page, the menu is always in the middle. Almost all of these are done with
JavaScript, and sites like hotscripts will let you download the code to do it. Just follow the
instructions that accompany the download, which are normally no more complicated than
"copy this block of JavaScript into your HTML file and change the relevant text to customise
the menu entries as you see fit".

Beware, though, of copying large chunks of code out of existing web pages unless you are
certain that it is free to use. A company which pays thousands of pounds to have some
custom menu code written for its site won’t be too pleased if you start using it on yours too.
Just because copying the code is technically possible doesn’t make it legal.
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Web-hosted Databases with MySQL

In the previous chapter we looked at client-side programming using Javascript, which runs
in the user’s web browser. In a later chapter we'll look at server-side programming with
PHP. However, one of the most useful features of PHP is its ability to talk to server-based
databases, so we first need to understand such things.

There are various server-based database products which store their information on a server
rather than on the user’s local PC. That server doesn’t necessarily have to be a web server —
the main point is that the database is held centrally and then accessed by multiple users,
from multiple locations.

In the world of databases, the most popular language for interrogating a database is
something called Structured Query Language, or SQL. Many database products use SQL, or
something like it. Most SQL or SQL-like database server products cost serious money, such
as Oracle or Microsoft SQL Server. One, though, is totally free of charge, and unsurprisingly
this is the one that most web hosting companies install for your use. The product is called
MySQL (pronounced my ess queue ell, or sometimes my sequel). Don’t be put off by the
price tag — MySQL is corporate-strength software, just as happy storing tens of millions of
items as amere handful.

In this chapter I'll show you how to manually connect to your web server via a browser and
create a database. In the next chapter, you'll see how to access your database using PHP,
which will finally allow you to create web-based applications and database-driven web sites.

You won’t be able to try any of the examples that follow unless your web host offers MySQL.
Almost all of them do, though some make a small additional charge to enable it. In the case
of the hosting companies that we're featuring throughout this book, namely site5.com and
hostmonster.com, MySQL is included.

Remember that MySQL is a server-based product, installed on your web server rather than
your local PC. Equally, all of the data in its databases is stored on the server too. To access
the system in order to create and browse databases, you use a web browser. In the case of
many hosting companies, and both site5 and hostmonster are no different, accessing MySQL
requires you to access two different web sites. One location is for creating the initial
databases. The other location is for managing those databases, which means: creating tables
and fields; adding and deleting data; searching the database tables. The reason for this
demarcation is because of security considerations.
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Databases, Tables, Fields, Rows and Columns

At this point, you’re probably getting confused by the mention of databases, tables, fields and
so on. So before we continue, let’s clear up the differences. It's vital that you understand
some basic terminology in order to avoid confusion later on.

What you probably think of as a database is actually referred to as a table. A table is a
collection of rows and columns. Think of it just like a spreadsheet. You might have a table
called "contacts". The columns are headed "name", "address" and "phone_number". A row
might consist of 3 fields (just like spreadsheet cells) containing the values "John Smith", "65
High Street, London", and "01234 567890".

A database is a collection of tables. Typically, those tables are all related but there’s no rule
that says they have to be. For example, imagine that you’re creating a database application
for a system that manages the running of a hotel. The database itself might be called "hms"
(for hotel management system). Within the database might be 3 separate tables. One, called
"customers", contains the contact details of all past, present and future guests. Another
table, called "staff", might contain the contact and salary details for staff. A final table, called
"rooms"”, might contain details of the bedrooms, with column headings such as
room_number, occupied by, bed_type, phone_number, needs_cleaning,
date_last_occupied and so on.

Many hosting companies limit the number of databases that you can create. Typically, to
between 1 and 5. However, this is not a problem as you are rarely limited in the number of
tables that you can create within each database. Even if you only have one database, you can
still create hundreds of tables in it. Obviously, being able to group your tables into related
functions by using separate databases is handy, but it's not essential. If you only have the
one database, and you want to create the hotel management system, the standard way of
doing such things is to add a prefix to each of the related tables in order to indicate that they
are linked. So we might choose an hms__ prefix for our hotel management system, and
therefore name the tables hms_rooms, hms_guests, hms_staff and so on. Other tables that
are for use with other systemswould have their own prefix.

Normalization

While we're discussing MySQL terminology, there’s one more thing that you need to know
before we can start creating databases and tables for real. 1t's nothing to do with MySQL or
web sites specifically, but is more to do with basic computer science and the creation of a
computer database.
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The golden rule of database design is: "don’t store anything more than once. Instead, store it
just once, give it a unique reference number, and refer to it by that number in future”. Why?
Because it's a much safer way to ensure that the database content remains accurate. If you
need to change something, you only need to change it once, and all references to it are
automatically up to date. Let me give you an example.

Consider our hotel management system. There’s a table called "rooms", with columns called:

room_number
occupied_by

bed type
phone_number
needs_cleaning
date_last_occupied

There’s also a "customers" table, with columns called:

name
address
phone_number

Within the customers table is John Smith, and he’s currently resident in room 225. How do
we represent this in the database? The obvious answer is to add him to the customers table
(because he’s a customer), and then create a new row in the "rooms" table, too, as follows:

Room number Occupi ed_by Bed_type Phone_nunber Needs_cl eaning | Dat e_| ast_occupi ed
225 John Snith Singl e 7225 NO N/ A

However, this breaks our golden rule of only storing something once. John Smith appears in
both the "customers" table and the "rooms" table. It's a waste of space storing this
information twice. Also, if John Smith calls the hotel and says that we've spelled his name
wrong on his bill (it should be Jon), we’d have to search every table looking for instances to
change.

There’s one further problem, too, which is even more serious. What happens if a new guest,
also called Jon Smith, checks into the hotel? There are now 2 Jon Smiths in the customers
table, but there’s no clue in the "rooms" table as to which of them is currently in room 225.
Which will play havoc with the billing system.

So here’s how we do it, according to the golden rule of giving everything a reference number
and then referring to things by their number. We create the customers table like this:
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id

name

address
phone_number

The difference is that weve added a reference number column. Weve called it "id" rather
than "reference number", simply because that's the convention that most MySQL database

designers use, but it's not essential.

So now, Jon Smith’s entry in the customers table might look like this:

I d Narre Addr ess Phone_nunber
64 Jon Smith 65 Hgh Street, 01234 567890
London

And the reference to him in the "rooms" table looks like this:

Room number | Occupi ed_by | Bed_type | Phone_nunber | Needs_cl eaning | Dat e | ast_occupi ed

225 64 Single 7225 NO N/ A

No longer is room 225 occupied by Jon Smith. It's now occupied by guest number 64. And
by checking the customers table and searching for the person whose id is 64, we know
exactly which Jon Smith is in the room. Furthermore, if Jon changes his name back to John,
all we need to change is the single reference in the customers table. All other references to
him in the rooms table, the billing table, the restaurant bookings table, and so on, will only
refer to him as customer 64 and not by name.

So now you know why large companies always want to know your customer reference
number when you telephone them with an enquiry!

Designing databases in this way, ie with information referenced by a unique number, is
known as normalization. It's often harder than it looks, but is well worth the effort invested.
It ensures that your database, ie your collection of related tables, is working at peak
efficiency.

As it happens, we've already missed a trick in the design of our hotel system. You'll see that
there's a date_last_occupied field in the rooms table. But why do we need this? Presumably,
hotel bookings will be held in a "bookings" table which has columns called id, customer,
arrival date, departure date and room number. So in order to find out which guest last
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occupied a room, we don’t actually have to store any data at all. We just search the bookings
table instead. It's this sort of planning that takes just seconds to think about when you're
designing a system, but days or weeks to implement if you discover, towards the end of the
project, that you've been working with an inherent design flaw. So, always give lengthy
consideration to your database design beforeyou start writing any programs.

MySQL is known as a relational database. Hopefully you can now see why. Within the
database is a collection of tables, and the information in those tables is often related. In the
case of our rooms table, for example, there’s a relationship with the guests table. We'll
return to this subject when we come to create further database tables for our hotel
management system in future chapters.

Referential Integrity

A normalised database, where each type of data item is held in a separate table with a unique
id, makes a great deal of sense. It's by far the most efficient way to store and manage
information, whether you're designing a booking system for a 10-room hotel or an inventory
manager for a web site the size of Amazon. However, it's important to ensure that you don't
end up with tables that refer to non-existing information. In database terminology, this
means making sure thatyou maintain the referential integrity.

Consider the example above, where room 225 is currently occupied by guest number 64.
Five years from now, you notice that Jon Smith has stopped visiting your hotel so you decide
to remove him from the customer database. Or perhaps he calls the hotel and asks to be
taken off the mailing list, and you do this by simply removing his entry from the customers
table.

As far as the customers table is concerned, there's no problem. Where once was record
number 64, now there's nothing. But customer 64 is still referred to in the bookings table,
and probably some other tables too. Which is going to cause problems. For example, when
you run the "show me everyone who's stayed in room 225 over the past 7 years" report, and
the system tries to find out the name and address of the person whose customer id is 64,
there will be nothing on file. The integrity of the relational database has failed.

It's important that you handle such instances, and that you handle them correctly. In the
case of the deleted customer, you can do one of three things:

1. Delete the customer from the table. In addition, also delete every affected row in
every other table. Which in this case would mean deleting all of customer 64's room
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bookings, restaurant reservations, customer comments, and whatever other tables
have a customer__id reference. The problem here is that you lose valuable data.

2. Replace the contents of customer's record with text such as "deleted”. Leave the id
number in place, but change the firstname, surname, phone number, address etc.
Now, all your reports will still work correctly but, as per Mr Smith's wishes, his
information has been deleted from your system.

3. Add a field to the customers table called, say, is_live, which specifies whether this is a
live customer record or not. Keep it set to Y for all current customer records. To
delete a customer, you don't remove anything from the customers table. Instead, you
just set the customer's is_live flag from Y to N. Now, in the code that produces your
reports, you check whether a customer is live or not and, if not, you display a message
that says "non-live customer” rather than the real data. The old data is still there, but
you simply choose not to display it. Bear in mind, though, that this can sometimes
fall foul of data protection legislation in some countries, which states that you should
delete personal customer information if you no longer need it or if the customer asks
you to. Merely marking it as non-live doesn't count as having deleted it.

Creating A Database

Now that you understand the basics of relational database design, we can log onto the web
server and actually create a database. Throughout the rest of this book, in the chapters that
discuss MySQL and PHP, we’'ll continue building and enhancing HMS, our Hotel
Management System, as our example database application. 1fyou have a different project in
mind, feel free to adapt the examples as you go. However, you will probably find it easier to
start by following the examples as they appear. Once you’re happy that the HMS system is
working properly on your server, you can then adapt it into whatever you want.

To create a MySQL database, you'll need to find out how this is done on the particular
hosting platform that you're using. Here’s how to do it with site5 and hostmonster.

Creating a Database with Hostmonster

In the case of Hostmonster, creating a database is done through the Databases section of the
control panel. So we start by logging into the control panel at hostmonster.com, with our
username of thewebbo and the relevant password. This brings up the control panel, the
relevant part of which is:
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Databases =

MySQLE MySQLE phpMyadmin Remote PostgreSQL  PostgreSQL  phpPgaAdmin
Databases Database MySQL Databases Database
Wizard Wizard

To create a database, click on the MySQL Databases link. You'll see the following screen:

/~ Hostmonster cPanel X - the-web-book.com - Windows Internet Explorer NETES]
@ﬁ,v +2 || X | [P hitps: o=t 369, hastmanster com 20 ntend/hostmonster jsqlfindesx, htm (Y EE L2l
- P

S0 P Hostmonster cPanel ¥ - the-web-book.com | I "-m'[ B & e ._'}" W)~ Gk~ ‘E'
-

host Logout
Domain 2 ... | Dedicated ssL e, i
cPanel | |, "0 | Upgrades | Post 1B Certificates| gilling | Checkout HELP

- MYSQL Databases
MySQL Databases allow you to store lots of information in an easy to access manner. The databases themselves are not easily read by humans, MySQL

databases are required by many web applications including some builetin boards, content management systems, and others. To use a database, you'll
need to create it. Only MySQL Users (different than mail or other users) that have privileges to access a database can read from or write to that database.

i video Tutorial

J to MySQL Users
Create New Database Jume ySQ

New Database: Create Database

Modify Databases
Check DB: [thewebbo_cms x| Check DB

Repair DB; |thewebbo_cms | Repair 35J

Current Databases

Search) Go |
DATABASE Si1ze USERs Actmions

thewebbo_cms 3.48 MB Delete Database

thewebbo_rsd4 0.07 MB Delete Database
MySQL Users

.T_'ump to MySQL Databases

Add New User

Username: “Seven characters max l]

Done [T T [ [ @ eeme [7a - [®Rio% -

As you can see, | currently have two databases created (thewebbo _cms and thewebbo_rs44).
Hostmonster adds a prefix to its databases, based on the username of the hosting account
they belong to, hence thewebbo at the start of each database name. The thewebbo cms
database is, if you have been reading this book from the start, the one we used in the earlier
chapters when we installed Joomla, WordPress, phpBB and Plogger. Using table prefixes,
we installed all of the products into the same database.

We need to create a new database for our hotel management system. We'll call it hms for
simplicity. So, in the Create New Database section, type hms and click Create Database.
You’'ll see a confirmation message:
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,":"' Hostmonster cPanel X - the-web-book.com - Windows Internet Explorer

@.\ y ® || X I'(P hkkps: | thoskSeE, hostmonster . cam: 2083 Frantend/hostronster sl addb, kel j % o

"_',? P Hostmonster cPanel ¥ - the-web-book.com | |

host

cPanel

Domain Dedicated SSL Profile/

Manager | UPgrades | FPostini 1P | Certificates| Billing | Checkout

e MySQL Databases

Create MySQL database

Added the database thewebbo_hms.

[ Go Back ]

Home ™ Trademarks ® Forums ™ Help " Logout

And that’s all there is to it. But note that the database name is thewebbo _hms rather than
plain hms, for reasons stated earlier. You’ll need to know the name of your database later,
when we start towrite PHP programs that access it.

With the database created, we have no further need for this part of the control panel. So
click the Home link at the bottom of the screen to return to the main control panel screen
and the full menu of database-related things.

The third option says "phpMyAdmin". This is a web-based program for managing MySQL
databases on a remote server. It's a free, open source application that just about every web
hosting company offers for use by customers (ie you, rather than the people who visit your
web site). It lets you create tables within databases, and it lets you create and manage the
columns and rows within those tables. The only thing that it can’t do (at least, not in a way
that satisfies the security requirements of most hosting companies) is to create the databases
themselves, hence the previous step.

From now on we'll use phpMyAdmin to manage our new thewebbo hms database and to
create the tables in it. Later on, we’ll write some PHP code which will use those tables to
create a simple web-based hotel management application.

You'll be using phpMyAdmin extensively while you develop web sites, so it’'s a good idea to
grab its URL from the control panel and save it as a shortcut or favourite. You’'ll still need to
enter your control panel username and password each time you access it, but at least you'll
be able to go straight to the program without first logging in to the control panel. To do this,
just surf to phpMyAdmin as normal and then add the address to your web browser’s
favourites. Or copy the URL, and paste it into whatever web bookmark manager you prefer
to use. Oryou could even save it asa shortcut on your desktop, for easy instant access.
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Creating a MySQL Database with Site5

Creating your MySQL database if you're using the site5 hosting system is simple. Log into
Backstage (the site5 control panel), click on the Site Admin tab, then click on your site
domain name. You'll see the main SiteAdmin screen, which looks like this:

Home - -
SiteAdmin
Password
Welcome to SiteAdmin! SiteAdmin is the |atest version of our flagship control panel software
Server Information developed exclusively by the Siteb Engineering Team. SiteAdmin is your main control panel for each
individual website - you can use dozens of useful tools for your website, plus manage FTP
My E-Mail Center accounts, parked domains, point domains, setup e-mail accounts and mare. If you have more than
one website through our True MultiSite plan, or by multiple Site5 accounts, you can easily switch
Web Site Tools between your sites from the dropdown menu above

Manage My Domains Please visit our Community Forums to chat with Site5 staff, management and other customers!

MySQL Databases

Account Information
My FTP Accounts

Domain Name: foodar.com

SEEEEETE Username: foodarco

3rd Party Tools IP Address: 174.122.37.130
Servername: kwyjibo

Advanced Tools
Resource Usage

Used Max

Disk space: 0.18 MB 3531007 MB
Bandwidth (MB): 0MB 999999999.0 MB
POP accounts: o unlimited
Forwarders: 0 unlimited
Autoresponders: 0 unlimited
Mailing lists: 1] unlimited
Email filters: 1] unlimited
FTP accounts: o unlimited
Domain pointers: 1] unlimited
Parked Domains: 0 9999
Sub-domains: o unlimited
Mysql DBs: 1] unlimited

In the left hand navigation area, click on MySQL Databases and you’ll see three options:

manage databases, manage users, or php MyAdmin. Choose the first of those, and the
following screenwill appear:
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Home

Manage MySQL Databases
Password
Please create a unique login for each database created on this page This will help your account's

Server Information overall security as well as protect your website from hitting our MySQL max_user_connections limit of
15.

My E-Mail Center

Web Site Tools We recommend disabling persistent connections in any web applications you may be using such as
forums, blogs, or similar.
Manage My Domains

MySQL Databases
Manage Databases
Manage Users
phpMyAdmin

Existing MySQL databases

My FTP Accounts Create MySQL database

Stats & Web Logs Hinr. The database name you enter will be automatically prefixed with “foodarco_". For example, if

you entered forums, your new database name would be foodarco_forums.
3rd Party Tools

MySGL Database: Create MySQL database

Advanced Tools

Grant database access to a hostiP
Hint. You do not need to add a host to the access listif your database will be accessed by a script

being run from your account!
Current hosts:

localhost

Hostname or IP (% wildcard is allowed) Add host

To create the new database, just type a name into the box and click the button. Aswith most
other hosting companies, site5 will add a prefix to your database. As can be seen in the
above illustration, creating a database called hms will actually result in one called
foodarco_hmes.

Take note of the link to phpMyAdmin. We’'ll be using this shortly to add some tables and
data to our new database.

Port Problems

In theory, because phpMyAdmin is web-based, you should be able to reach it from any
computer that has internet access. However, in common with many other hosting
companies, hostmonster runs its installations of phpMyAdmin on a non-standard port.

Data travels across the internet using a system called TCP/IP, and information travels on
different channels. These are known as ports, and are rather like radio frequencies or TV
channels. Web traffic (ie, information that travels between web servers and the people who
view the pages that are stored on them) generally uses port 80. FTP uses ports 20 and 21.
Email generally uses port 25, and so on.

Most firewalls always allow traffic on these "common ports" to flow freely. But they also
often block traffic on uncommon ports. So if your host runs phpMyAdmin on port 2083, for
example, as both site5 and Hostmonster do, then it's possible that it will be blocked. This
doesn’'t mean that any of your visitors will ever have problems accessing your web sites
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because they won't be using phpMyAdmin at all (at least, you'd better hope not!). But it does
mean that, for example, if you want to manage your databases from the office, or an internet
café, or your school or college, you might not be able to. In which case you’ll need to wait till
you get home, unless you can persuade the person who manages your firewall to open the
required port for you.

Using phpMyAdmin

To access your new database, we'll need to use phpMyAdmin until we have written some
PHP programs to allow us to add data ourselves. Click on your new shortcut, or go via your
control panel. You'll see the phpMyAdmin home pagewhich looks like this:

ﬂ‘ host368.hostmonster.com / localhost | phpMyAdmin 2.11.9.5 - Windows Internet Explorer

> If’ Live Search

fi -8 -

@\ e ||| X Im‘| https:{[host36a, hostmonster com: 2083 3rdparty [phoMy adminfindsx:, php?

7:3 ita oSt 368 hostmanster. com | locathast | phphlyAdmin 2. | | 7 e - .'_}" II;I- F

phplilyAdrnin
@[]

= information_schema (21)
= thewebbo

phpMyAdmin - 2.11.9.5
» MySQL client version: 5.0.75
» Used PHP extensions: mysqgl
Language @ : |English

localhost

&3 Senerversion: 5.0.75-community-log
» Protocol version: 10
b Server: Localhost via UNIX socket £

= _cms (116) .
- Thms (0) User: thewebbu@lucalhusl. & Thems/ SMEZW
< 1544 (2) 12| MySQL charset: UTF-8 Unicode (utf8)

H
Please select a database
(=]

L4

MySQL connection collation” | utf8_unicode_ci =

Create new database:
@ Mo Privileges

Show MySQL runtime information

» Font size: m

2] phpMyAdmin documentation
¥ phpMyAdmin wiki

&} Offcial phpMyAdmin Homepage
» [Changelog] [Subversion] [Lists]

Show MySQL system variables
% Processes

Character Sets and Collations
Storage Engines

Databases

Export

HeeEE

Import
php

= | Open new phpMyAdmin window

[T [@mteme [%a = [®100% - 4

Done

Depending on which version of phpMyAdmin your hosting company runs, and the security
permissions that it applies to your account, the screen may look slightly different, but the
basic structure will be the same.

On the left hand side of the screen, in the blue panel, are your databases. In the example
above, there are 4. One is called information_schema, and the number in brackets tells you
that it contains 21 tables. There are also databases called thewebbo cms, thewebbo hms,
and thewebbo_rs44. In this particular case, the _rs44 one is something that | have been
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testing, so you can ignore it. The _cms one is a remnant of our earlier experiments with
Joomla, Plogger, phpBB and the like. The hms one iswhatwe’re interested in right now, as
this is what we'll be using throughout the rest of this book as we build our rudimentary hotel
management system.

The information_schema database is part of the inner workings of MySQL on your hosting
account. Some hosts allow you to see it, whereas others don’t. If your host does, feel free to
browse around it if you’re curious, but don’t change or delete any of the information in it. If
you do, you face the serious risk of breaking your hosting account or at least your ability to
use MySQL.

Creating The Customers Table

The first stage in building our hotel management system is to create the "customers” table.
Once we've done this, we'll then use PHP to create a web site that allows hotel staff to create
new customers and add them to the database. We can then use those customers to create
bookings, and slowly build up our system.

Although it's possible to write PHP code which creates database tables (assuming the hosting
company doesn't specifically block you from doing so), most web developers don’t bother.
Creating the tables for your database is something that you’ll only ever do once, so you might
as well let phpMyAdmin do it for you. If you make a mistake, or if you subsequently want to
add new columns to the table (eg, you want to store a customer’s car registration number),
phpMyAdmin allows that too.

Fire up phpMyAdmin and get to the front screen, as shown above. Click on the _hms entry
in the left hand panel, to view the thewebbo _hms database. There are currently no tables in
the hms database so the screen will look like this:

phpflﬂ_ipfkﬂfﬂjﬂ ©3 Server: localhost p (G Database: thewebbo_hms
@l@l Structure  mSQL  j'Search (@ Query #hExport Flmport Operations
Loz No tables found in database.
|_hms (0) =l
r ‘. Create new table on database thewebbo_hms
thewebbo_hms (0) Name: [ Number of fields:

No tables found in database.

oo

= Open new phpMyAdmin window

We're interested in the "create new table on database thewebbo _hms" bit. Type the name of
the table (customers) into the box. We'll start with 7 fields, so enter that number into the
box and click the Go button. You'll see the following:
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f,.; host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer - | = |5|

@ﬁ ® (¥ |X IF“‘ https:,ifhnstE68.hnstmﬂnster.cnm:ZDESJErdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&j % B[] = If"L\veSaarth yeiks
i = ~ »
T4 Al host368 hostmonster,com | localhost | thewebbo_hm... | | M- B - e~ b @ O @

mﬂﬂw.rﬂjﬂ &3 Server: localhost » Datab hewebbo_hms » & Table: customers
Field Type LengthNaIues' Collation Attributes Null
=]
|n0t nullj

Inm nullj
Inut nullj
Inut nullj
Inm nullj
|nnt nullj
Inut nullj

Database

|_hms (0) =l

DATE

I
|
I
thewebbo_hms (0) [ |smawmr |
|
|
I

Mo tables found in database. l— mED‘UWNT
BIGINT

FLOAT
DOUBLE
DECIMAL

%?ATEEsT‘Tmp Storage Engine: Collation:

TIME [ryisam =1 [ =

YEAR

CHAR
TINYBLOB or Add [i field(s) Go

TINYTEXT
BLOB
i MEDIUMBLOB
If field type iJMEDIUMTEXT  |lease enter the values using this format: ‘a''b"c’

If you ever nee{| ONGBLOB h ("\") or a single quote (") amongst those values, precede it with a backslash (for example
(@) oeyz' or 'a\b)|( ONGTEXT
2 EMUM
“ For default visgT ljust a single value, without backslash escaping or quotes, using this format- a
BIT
BOOL
BINARY
WVARBINARY

[0 N T
o 1 B 1 R Y

| i
Cone [T T 1 |emntemet |75 ~ [® 100 ~ Y|

You now have 7 lines (one for each field) into which you can enter the field name, its type, its
length, and a few other things too.

As you can see from the list of possible field types that I've clicked on in the top field, there
are lots to choose from. It's important that you choose the right field type for each field
(column) in your table. This generally means making two decisions. First, whether or not
the content of that field will be purely numeric. Because if it will be, choosing one of the
numeric field types will result in a database that can be searched and indexed more
efficiently. The second decision is for when you decide that the field won’t be purely
numeric, but will also hold alphabetical text. In which case you need to specify the
maximum length of any one field. I'll explain more about this as we create the customers
table.

The field names are going to be:

id
firstname
surname
title
address
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phone
email

So type those into the first column of each row on the screen. Note that we use all lower-case
letters. That way, we won't have to worry about remembering whether a field is called
FirstName, firstname, Firstname or FIRSTNAME when we’re trying to access it later on.

Before we choose the "type" for each field, it's important to consider for a moment our choice
of fields.

The "id" field exists because of our desire for normalization, as mentioned on page 201. Each
time we refer to a customer within any table other than the "customers"” one, we’ll do so by id
number rather than name.

You'll see that we've split the customer’s name into 3 fields, namely firstname, surname and
title. So Mr John Smith will actually be stored as a firstname of John, a surname of Smith,
and a title of Mr. Why do we do it like this? Because, thinking ahead, we might want to use
our hotel management system to create mailshots, and we can easily construct the first line
of the mailshot by printing the word "Dear" followed by the customer’s title and then their
surname.

The address, phone and email fields are fairly obvious. Although, if you were creating this
project "for real”, you might want to consider splitting the address into 4 or 5 separate fields,
and perhaps a separate one for the postcode or zip code. Why? Because you might want to
create reports or mailshots based on specific postcodes, and it's much easier to search a
database table by one specific field (eg, show me all the customers whose postcode starts
with TN) rather than searching within a larger non-specific field (eg, show me all the
customers where the letters TN appear somewhere within the address field).

Don’t underestimate the value of thinking ahead in this way. When you’re planning any
database, the more thought and consideration you give to the way that your data is stored
BEFORE you start writing code and firing up phpMyAdmin, the easier the task of creating
the system will be. The decision to store a customer name in 3 separate fields is trivial to
implement at this stage. If youwere to go ahead with a single field called "name”, then write
half the system, and then decide that actually it would be better to store the name in 3 parts,
it might take many days or even weeks to rewrite all the relevant parts of the system.

Anyway, back to our field creation screen. Hopefully you've typed in the 7 field names. Now
to choose their types.
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For the id field, choose MEDIUMINT. An INT field stores an integer, ie a whole number.
You can’t store text in there, and you can't store decimal numbers such as 3.5. Butwe’ll use
whole numbers for customer id’'s so that's fine. Why medium rather than a TINYINT or
BIGINT or plain INT? Because each can store a different range of numbers. TINYINT can
only store numbers between 1 and 255, which clearly isn’'t enough to give every member of a
hotel’'s customer database a unique number. MEDIUMINT stores up to 16 million (or -8m
to +8m if you’re going to want negative numbers in there too, which we don’'t). And that’s
plenty for us. Ifwe need to change it later, we can do so without losing data.

Firstname, surname and title can all be TINYTEXT, which allows up to 255 characters of
text. The address might conceivably be too long for this, so we'll use a TEXT type, which
allows up to 65,000 characters or so. Not thatwe’ll ever use that many, and nor will MySQL
require 65,000 characters of disk space for every field in the database. But the space is there
for the database to be sufficiently expanded should we use it.

TINYTEXT will also suffice for the phone and email fields.

There’s one more thing we need to do. Scroll the screen sideways and you’ll see some more
options for each field:

fj host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explore _|51|5|
@_"‘ ® |[¥r|X IFW https:,ifhostaﬁ&.hostmonster.com:2UE3,i3rdpartyfphpMyAdmln,ilndexpthb:thewehho_hms&j % FA || If’LweSearch Foiis
w 8°| = | i host368. hostmonster.co... 3 | T MySQL 1 MySQL 5.0 Refere... | {E TINYTEXT, TEXT, MEDIUMTE‘..l | i - B - M - s '@" T '9" >
phpViuAdmin
= Attributes Null = Extra 2 — Comments
EAEED — :
=1 [notnun =] | | = [ e oo m ]|
[ o | = Jrotnui =] | [ 2 == =Rl ol E—
- =1 [notnun =] | | = [ el i ol o m ]|
thewebbo_hms (0) = |nc|1 nullj | | j ‘el ) ‘sl Il - I
No tables found in database. =l |nm null | | | =] < e ‘o | ol | | I
=1 Inot null =] I | JE3 [N =i o o N G I
=1 [notnun =] | | = [ e ool m ]|
Collation:
Save |OrAdd 1 field(s) Go
= it with a backslash (for example
using this format: a
Al |
[0 |6 mtemer o [Hamw - )
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In the "Extra" entry for the id field, and only for this field, choose the auto_increment
option. Each time you create a new row in the table, ie a new customer record, MySQL will
automatically generate a new unique id number. It saves you having to manually write code
to look for an unused id number.

As for all the other options, such as Attributes, Null, Default and so on, you can leave these
alone. They are not required here. Typically, all you need is a field name, a field type, and
possibly anauto_increment on your id field.

When you’re done, click on the Save button and you should see a summary of the table that
has been created. That's it. The job is done.

In the left hand panel, click on the database name (thewebbo_hms in this example). You will
now see a list of all the tables in that database, of which there is currently just one. So click
on "customers" and you’ll see the structure of the table like this:

/2 host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explo =& x|
@‘\ L 1| X IFW https:jfhnstﬂﬁﬁ.hnstmﬂnster.cnm:2EIE3,(3rdparty;‘phpMyAdmlnjlndExphth:thewahhﬂ_hms&j % EA || If’LweSaarth P -
W 8‘:‘| - | 4t host368 hostmonster co... X | T, MySQL : MySQL 5.0 Refere... | S TINYTEXT, TEXT, MEDILIMTE‘..l | (I IR = R ES R/ S > M
m_ﬂ,]il,ﬂnbﬂjﬂ @ Server: localhost » (& Database: thewebbo_hms » [ Table: customers
i % Struct 3: g B i
EI@ [E] Browse ructure A SQL i Search  Fclnsert  fEExport  [FImport Operations [ffEmpty [ Drop
Database Field Type Collation Attributes Null Default Extra Action
I_hms 1) j r id mediumint(9) Mo auto_increment & X fa hal
[~ firstname tinytext latin1_swedish_ci No & X Fol
e T surname tinytext latin1_swedish_ci Mo B & X o]
B customers - title tinytext latin1_swedish_ci No & X i)
I~ address text latin1_swedish_ci No F X B E A
I~ phone tinytext latin1_swedish_ci No E & X @ O E
I~ email tinytext latin1_swedish_ci Mo B » X @ & [
Check All / Uncheck All With selected: [lF & X T G
% Print view [ Propose table structure
¢ Add (1 field{s) & At End of Table ¢ At Beginning of Table Aﬂerlid x| Go
Indexes: Space usage Row Statistics
Keyname Type Cardinality Action Field Type Usage Statements Value
PRIMARY PRIMARY 0 & X id Data 0 B Format dynamic
Create an index on |{ columns  Gop | Index 4,096 B Collation latinl_swedish_ci
Total 4,096 B Rows 0
Next 1
Autoindex
Creation Jul 19, 2009 at 10:20
M
Last update Jul 19, 2009 at 10:20
M
= | Open new phpMyAdmin window
1| |+
Dane [0 | mtemat PRIESTTIR |

Get used to this screen, as you’ll be using it a lot when you start to become a regular user of
phpMyAdmin. The "structure” tab showsyou the field names and types. The other tabs that
we'll use later are "browse™ and "insert", which let you look at the data and create new rows.
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Before we go any further, there are two fundamental things that you need to make sure you
understand. First, the database and all its data resides on the web server. There’s nothing
on your computer. So the data is accessible, via the web, from any computer that has
internet access.

Second, everything we're doing so far is concerned with setting up the basic database and
structure. We're using phpMyAdmin to do so because it makes the job easy. The visitors to
our site will never see phpMyAdmin, or any of the screens that we've used so far. They will
interact with the database using some much friendlier screens, which will comprise the hotel
management system proper. The only reason we're not using those screens is because we
haven't written them yet! That'swhere PHP will come in, later on.

Inserting Some Data

The customers table is now created. Let’s use phpMyAdmin to insert some customer records
into it. Later, when we've written the necessary PHP code to implement this part of our hotel
management system, we’'ll be able to do it that way. But for now, this private "back door"
route via phpMyAdminwill suffice.

In the left hand panel, click your database and table. Then, in the top row of tabs, click on
Insert and the screenwill look like this:
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f‘ host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer ;Iilll
@: ® [#([X IF“‘ https:,ifhnstE68.hnstmﬂnster.cnm:ZDESJErdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&j g % 2> Ifa' Live Search yeiks
w5 ity host368, hostmonster.com [ localhost | thewsbbo_hm. . | | E}] -8B - @ = ke I@' CE- '@" »
phpNIyAdmin Field Type Function Hull Value B
id mediumint(3) | ﬂ
firstname tinytext | =l John =
Database
[ hms (1) =l
thewebbo_hms (1)
B customers ;I
sumame tinytext | =l Smith 1=
=
title tinytext | = hir =
=
address text = 65 The High Street, London =
=
phone tinytext | d| 01234 567890 B
H [l
[0 |6 mtemat o~ [®ow - 4

Fill in the right-hand boxes for each field, as shown above. Ignore the "function” boxes as
these aren’t required.

Note how I haven’t filled in the id box. This is an auto-increment field, so MySQL should
take care of this. We'll find out, in a moment, whether it does.

When you’ve completed filling in the fields, click the Go button underneath the final field.
Then click the "browse" tab at the top of the screen, and you should see this:
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f,'; host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer - | = |5|

@:.v B3 https:,ifhnstEﬁB.hnstmﬂnster.cnm1ZEIE313rdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&jlg| B ||| &2 Lve search L~
7;3 ita host368. hostmaonster.com [ localhost | thewebbo_hm... | | E}] T [3 - B @ T |_'}" I@' CE~ '@" »
MMWWTJJTJ @3 Server: localhost » Datab h bbo_hms » Table: customers
[E] Browse Structure 77 SQL )"'_'Z-Searl:h #clnsert  fEExport  [fImport xOperatiuns [ff Empty = Drop
Database
Lhma (0 j @ Showing rows 0 - 0 (1 total, Query took 0.0010 sec)

thewebbo_hms (1)

r SQL query:
B customers SELECT =
FROM *customers®
LIMIT O, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]

Show - | 30 row(s) starting from record ﬂl[)
mlhgnzun[al x| mode and repeat headers after [100 cells
T id firstname surname title address phone email
- & X 1 John Smith Mr 65 The High Street, London 01234 567890  john.smith@mail_com
1t Check All / Uncheck All With selected: g* X 2

Show : | 30 row(s) starting from record #I[J

‘”Ihorizontal j mode and repeat headers after (100 cells

Query results operations
’V iy Print view 1 Print view {with full texts)  FZj Export CREATE VIEW

= | Open new phpMyAdmin window

(L[ @wems [Fa - [ - )

Itworked. In the centre of the screen you can see the row of data that you entered into the
database. John Smith’s information, complete with an automatically-generated id of 1, is

there.

Before we declare this task finished, let’'s add another row. Click the "Insert" tab again, and
create another customer. Then click Browse to ensure that it's been inserted correctly, as is

shown here:
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ﬂ.; host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explo - | = |5|

@Av X IFW https:,ifhnstE68.hnstmﬂnster.cnm:ZDESJErdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&j % B (| = If’L\veSaarth yeiks
5% b host3s.hostmonster.com [ localhost { thewebbo_m... | | G- - e - @ e @
m_ﬂ,}wﬂﬂﬂ @3 Server: localhost » G Database: thewebbo_hms » [ Table: customers
R=lEE [ElBrowse pf Structure RSQL  'Search Félnsert [EExport [Zlmport $EOperations [fEmpty [EDrop
Database
Lhma () j @ Showing rows 0 - 1 (2 total, Query took 0.0003 sec)

thewebbo_hms (1)

r SQL query:
B customers SELECT =
FROM *customers
LIMIT O, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]

Show - | 30 row(s) starting from record ﬂl[)

mlhgnzun[al x| mode and repeat headers after [100 cells
Sort by key: | Mone -
- id firstname surname ftitle address phone email
- # ¥ 1 John Smith Mr 65 The High Street, London 01234 john.smith@mail.com
567890
- & ¥ 2 Jane Allen Mrs 6 The Copse, Barnet, Hertfordshire, 01223 janeallen36@hotmail_com
\WD6 4TT 447209

1t Check All/ Uncheck All With selected: 4 X B

Show - | 30 row(s) starting from record #IU

mlhnnzun[al j mode and repeat headers after [100 cells

Query results operations
[ o Printview 23 Print view (with full texts) & Export  [@ CREATE VIEW

~ | Open new phpMyAdmin window

T T e mtemet [ ~ [ - 4

Our two rows have been given id's of 1 and 2. This is as you might expect. However, the
MySQL database system makes no guarantees about the pattern of automatically-generated
numbers, except that they will be integers and they will be unique. For example, if we have 3
rows in the table, with id’s of 1,2 and 3, and then we delete the second entry, the two
remaining entries will have id’s of 1 and 3. Whenwe insert another row, will it be given an id
of 2? Or will it be allocated a 4, on the basis that this is the lowest number that hasn’t yet
been used?

The answer is: no one knows. Either is a possibility, because "1,2,3" and "1,2,4" both fit the
rule of being integers and unique. Sure, there’s a gap in the second set, but MySQL never
guarantees that there won'’t be gaps. This is important because, for example, you might want
to produce a report which tells the user how many customers are on file in the database.
Clearly you can’t do it by searching for the highest-numbered id. Instead, you have to ask
MySQL to tell you explicitly how many rows there are in the table. Not difficult, so long as
you know what question to ask.

Querying the Customers Table
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Before we leave phpMyAdmin and the creation of MySQL databases and tables, there’s one
more topic that we need to cover. This is actually crucially important, although it might not
seem so right now.

What we're about to do is to query the customers table in order that MySQL will return the
data we ask for. The reason that this concept is so important, is because the techniques we
use here are the same ones we'll use later within our PHP code.

Click on the SQL tab and you’ll see the following:

ff host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer - | = |5|
@AV L2888 IF_M https:jfhust&ﬁs.hustmunster.cum:2U8313rdpartyfphuMyAdminjindEx‘th?db=thewsbbu_hms&j % w2 I:"L\veSsar:h yoabs
$ /h host368 hostmonster.com / localhost { thewebba_hm... | | LB -0 @ @ G @
mj_\,]w;ﬂjn 23 Server: localhost » & Datab thewebbo_hms » & Table: customers
Browse {5 Structure SQL  :Search Fclnsert [EExport [ZImport Operations Em Dro
o Filnsert fExport fimport | 3¢0p MEmpy EDrop
Database
| hms (1) j rRun SQL query/queries on datab h bbo_hms:
- SELECT * FROM ‘customers’ WHERE 1 ~| Fields
id =
thewebbo_hms (1) firstname j
B customers sumame
title
address |
<<
[ Delimiter |- 1 ¥ Show this query here again Go

= | Open new phpMyAdmin window

[ [ [ mtemet [%a = [®100% - A

SQL stands for Structured Query Language. It's an entire computer language that was
specifically invented for querying databases using an English-like syntax.

In the query box which currently says SELECT * FROM ~customers™ WHERE 1, change this
to:

select firstnanme from custoners

Then press the Go button and you should see:
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f_‘ host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyadmin 2.11.9.5 - Windows Internet Explol =] x|

@’" 4| % I,,_w https:,ifhustﬁﬁﬁ.hustmunster.cum:2U83,!3rdpartyIDhDMyAdminjindExphp'*db:thewebbu?hms&j % > Iﬁ'f’L\veSear:h y oAb
w s, host368. hostmanster.com | localhast | thewebbo_hm. . | | [ S IR I ES P T 7 B >
mﬂ,}wﬂﬂﬂ @3 Server: localhost » (Ei Database: thewebbo_hms » E Table: customers
@@‘ [EBrowse Structure  JBSAL  O'Search Filnsert [EExport [ZjImport Operations [fEmpty [ Drop
Database

I—th 0 = (3) Showing rows 0 - 1 (2 total, Query took 0.0002 sec)

thewebbo_hms (1)

r SQL query:
o] S sELEC('Ir ﬁr:tynarne
FROM *customers
WWHERE 1

LIMIT 0, 30

[~ Profiling [ Edit ] [ Explain SQL | [ Create PHP Code ] [ Refresh ]

Show : | 30 row(s) starting from record #I[J

‘”Ihorizontal j mode and repeat headers aﬂerm cells
Sort by key: lNone—Ll
—— firstname
r X John
- X Jane

Check All / Uncheck All With selected: #* X [B

Show : | 30 row(s) starting from record #I[]

‘”Ihorizontal j mode and repeat headers after [100 cells

Query results operations
’V to Printview 4 Print view (with full texts) [ Export [ CREATE VIEW

[T e meemet [Fa - [#00% - |

Congratulations, you've just executed your first SQL query.

select firstnane from custoners should be fairly self-explanatory. You've told

MySQL to select a specific field (firstname) from a specific table (customers). Asyou can see
from the resulting screen, this is exactly what it has done. You now have a single column of
results, namely all of the first names (John and Jane).

There’s no guarantee as to which order the data will come out. Sometimes, as here, the
names will appear in the order that they were originally entered, but this should not be relied
upon. Ifyou want to specify an order, you need to use the ORDER BY command as part of
the query. Like this:

select firstnanme from custoners order by firstname

So now our SQL command tells the database what field we want (SELECT), from what table
(FROM), and how to sort the results (ORDER BY). In this case, we want to order by the
firstname field. We could just as easily have used "order by email” or "order by surname" if
wewanted to sort them in thatway.
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Let’s retrieve the full names (title, firstname and surname) ofall our customers, using:

SELECT title, firstnane, surnane FROM cust oners

And here’s what comes back:

f," host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer _|51|5|
@\’-\,' || X IF“‘ https:,ifhostaﬁ&.hostmonster.com:2UE3,i3rdpartyfphpMyAdmln,ilndexpthb:thewehho_hms&j % @ > If"LweSearch Foiis
W s, host36&. hostmanster.com [ localhast | thewebbo_hm. . | | - B - o e @ R @ ?
mmwﬂﬂn @ Server: localhost » Datab h bbo_hms » Table: customers
Browse ¥ Structure SQL  J'Search Fclnsert  FEExport  Import Operations Em Droj
Ei £ *t EExp P P f@Empty [ Drop
Database
h 1

I— ms (1) j (i) Showing rows 0 - 1 (2 total, Query took 0.0011 sec)

thewebbo_hms (1)

r SQL query:
B customers SELECT title, firstname, surname
FROM customers

LIMIT O, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]

Show - | 30 row(s) starting from record #IU

mlhnnzmntal j mode and repeat headers aﬁerW cells
Sort by key: IND”E—LI
T title firstname surname
r & X M John Smith

r /X Ms Jane Allen
1t Check All / Uncheck All With selecfed: & X &

Show - | 30 row(s) starting from record #IU

m|hmizgma| j mode and repeat headers after [100 cells

Query results operations
[ i Printview &5 Print view (with full texts) [ Export CREATE VIEW

Dore [0 |6 mtemer a v R - A

Note how we specify the fields wewant to return, in the order we want them. So now we can
see that we have 2 customers, namely Mr John Smith and Mrs Jane Allen. Not quite a
proper hotel management system, but at least we have a database that we can soon start to
accessvia PHP.

If youwant to select all of the fields in a row, just use an asterisk like this:

SELECT * FROM custoners

Which will produce:
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f‘ host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer - | = |5|

@: ® [#([X IF“‘ https:,ifhnstE68.hnstmﬂnster.cnm:ZDESJErdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&j g % 2> If”L\veSaarth yeiks
w ita host368. hostmaonster.com [ localhost | thewebbo_hm... | | E}] B - = @ B I@v G~ |®|v »
wwmﬂn @ Server: localhost » Datab h bbo_hms » Table: customers

[E|Browse p§ Structure  J2SQL  JU:Search Fclnsert [EExport [FfImport %ZOperations [ffEmpty [ Drop

Database

|_hms (1)

j @ Showing rows 0 - 1 (2 total, Query took 0.0003 sec)

thewebbo_hms (1)

r SQL query:
B customers SELECT =
FROM customers
LIMIT O, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]

Show - | 30 row(s) starting from record ﬂl[)

mlhgnzun[al x| mode and repeat headers after [100 cells
Sort by key: IND”E—LI
T id firstname surname title address phone email
- # ¥ 1 John Smith Mr 65 The High Street, London 01234 john.smith@mail.com
567890
- & ¥ 2 Jane Allen Mrs 6 The Copse, Barnet, Hertfordshire, 01223 janeallen36@hotmail_com
\WD6 4TT 447209
1t Check All / Uncheck All With selected: 4 X 2
Show - | 30 row(s) starting from record #IU
mlhnnzmntal j mode and repeat headers aﬁerW cells
Query results operations
[ % Print view % Print view (with full texts) [ Export CREATE VIEW
Dane [0 |6 mtemat [ ~ [ - 4

The final component of the SELECT command that you need to know is WHERE. Have a

look at the following MySQL command:

SELECT * FRCM "custoners™ WHERE id = 2

As you might expect (try it!), it returns the following:
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,f,:: host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer - | = |5|

@S.‘v *2 (X IF“‘ https:”hnstﬁsﬁ.hnstmﬂnster.cnm:ZEIE3]3rdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&jlél % 2> If”L\veSaarth yeiks
T,:? ita host368. hostmaonster.com [ localhost | thewebbo_hm... | | E}] - Q - [ @ - |_"}"' '?)' CF~ '@" i
wym @3 Server: localhost » Datab h bbo_hms » Table: customers
[E] Browse Structure  J2SQL  jU'Search Fclnsert [EExport [FfImport %ZOperations [fEmpty [ Drop
Database
Lhma (0 j @ Showing rows 0 - 0 (1 total, Query took 0.0003 sec)

thewebbo_hms (1)

B customers g&tc'lT“_EW-
FROM “customers®
WHERE id =2
LIMIT 0, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh |

Show - | 30 row(s) starting from record #I[]

H'Ilhnriznmal ﬂ mode and repeat headers after [100 cells
T id firstname surname title address phone email
- ¥ 2 Jane Allen Mrs 6 The Copse, Barnet, Hertfordshire, 01223 janeallen96@hotmail_com
WD6 4TT 447209

t Check All / Uncheck All With selected: 4 X

Show - | 30 row(s) starting from record #IU

mlhnnzun[al j mode and repeat headers after [100 cells

Query results operations
’V T Print view 54 Print view (with full texts) 2 Export CREATE VIEW

[T T T T [ |@mnemet [%a - [®a00w - 4

It brings back the row whose id is 2.
Now try:
SELECT * FRQM custonmers WHERE first nane="John"

Here’s what gets returned. Asyou might expect, it's John'’s record:
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,f,:: host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explorer - | = |5|

@S.‘v *2 (X IF“‘ https:”hnstﬁsﬁ.hnstmﬂnster.cnm:ZEIE3]3rdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&jlél % 2> If”L\veSaarth yeiks
T,:? ita host368. hostmaonster.com [ localhost | thewebbo_hm... | | E}] - Q - [ @ - |_"}"' '?)' CF~ '@" i
wym @3 Server: localhost » Datab h bbo_hms » Table: customers
[E] Browse Structure  J2SQL  jU'Search Fclnsert [EExport [FfImport %ZOperations [fEmpty [ Drop
Database
Lhma (0 j @ Showing rows 0 - 0 (1 total, Query took 0.0002 sec)

thewebbo_hms (1)

B customers g&tc'lT“_EW-
FROM customers

VWHERE firstname = "John™
LIMIT 0, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh |

Show - | 30 row(s) starting from record #I[]

\ﬂlhnriznntal ﬂ mode and repeat headers aﬁerW cells

T id firstname surname title address phone email
r ¥ X 1 John Smith Mr 65 The High Street, London 01234 567890  john_smith@mail com
1+ Check All/ Uncheck All With selected: ¢ X} [Z

Show - | 30 row(s) starting from record #IU

mlhnnzun[al j mode and repeat headers after [100 cells

Query results operations
’V T Print view 54 Print view (with full texts) 2] Export CREATE VIEW

Dane [0 |6 mtemat [ ~ [ - 4

Onemore example:

SELECT firstname, surnane FROM cust oners WHERE sur nane="Al | en"

And here, asyou have probably worked out by now, iswhat comes back:
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/2 host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Windows Internet Explore == x|
@_’—‘ ® (¥ |X IFW https:,ifhnstE68.hnstmﬂnster.cnm:ZDESJErdpartw‘phpMyAdmlnjlndEx‘php?dh=thewahhﬂ_hms&j % B (| = If’L\ve search yeiks
% /b host36s hostmanster.com | localhost { thewebbo_brm, . | | (I B = O E R AT S M
mi\,]i‘,ﬂ drnin @3 Server: localhost » G Database: thewebbo_hms » [ Table: customers
@ @‘ [E] Browse Structure  J2SQL  J'Search  Fclnsert  fEExport [fjImport Operations  [ffEmpty [ Drop
Database
Lhma (0 j @ Showing rows 0 - 0 (1 total, Query took 0.0005 sec)
thewebbo_hms (1)
r SQL query:
B customers SELECT firstname, surname
FROM *customers®
WHERE surname = "Allen”
LIMIT 0, 30
[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh |
Show - | 30 row(s) starting from record #I[]
H'Ilhnriznmal ﬂ mode and repeat headers after [100 cells
T firstname  surname
r F X Jane Allen
t Check All / Uncheck All With selected: 4 X &
Show - | 30 row(s) starting from record #IU
mlhnnzun[al j mode and repeat headers after [100 cells
Query results operations
’V % Print view &5 Print view (with full texts) [ Export  [E) CREATE VIEW
Dane [0 |6 mtemat 7 - (R - )

Note how "Allen" and "John" need quotes around them when used as part of a WHERE
clause, whereas 1 (as an id) doesn’'t. That's because firstname and surname are text fields.
The id field is a numeric field, which doesn’t. Ifyou search for the record which has an id of
"1" rather than an id of 1, nothing will be found.

For this reason, some MySQL programmers like to include a clue as to the type of a field,
within the name of the field itself. For example, instead of creating a field called firstname,
they’ll create one called tt_firstname, where tt stands for TinyText. And instead of id they’ll
use int_id. Thatway, it’s pretty obvious that:

sel ect * from custoners where int _id = "72"

isn’t going to return any results, because int_id is a numeric field and so the 72 shouldn’t be
in quote marks.

Whether you adopt this style is entirely up to you. Personally, I don’t. Instead, | try to
ensure that | use text fields for everything except id’s. Then, | know that every field name
except id needs to be in quotes.
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So now you know the basics of the SELECT command, to return one or more rows from a
table based on a particular criterion. As you might expect, the SELECT command is much
more powerful than this, and the official documentation for it runs to dozens of pages. But
this will do for now.

With this basic knowledge of MySQL and the SELECT command, it’s time to move on to the
most advanced section of this book, namely the PHP programming language. Which, as
you’re about to see, makes it possible to do just about anything on aweb page. 1fyou've ever
wondered how sites such as eBay and Amazon are created, or programs such as Joomla,
you’re about to find out.

Don’t delete your hms database from the server, by theway. You’'ll need it later on.
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Introducing PHP

On page 184 | talked about Javascript. This is a client-side language that allow you to write
programs which get run in, and by, the web browser of someone who visits your site. It’s
now time to leave client-side languages behind, and talk about server-side programming
instead.

Like Javascript, server-side languages allow you to write programs that add features and
functionality to web sites. But, as the name should hopefully suggest, the big difference is
that server-side programsare run by, and on, theweb server itself. The visitor's web browser
doesn’t get involved, except to display the output of the program.

There are many server-side programming languages around, all of which do pretty much the
same thing. The one you decide to use will mostly depend on what you feel most comfortable
with, and what'’s offered by the hosting company that runs your server. Unless you run your
own web server you’ll be limited in the server-side languages that are available to you, as
hosting companies won'’t allow you to install your own.

Among the most popular server-side languages are PHP, Perl, Ruby, ASP.NET, Python, Java
and ColdFusion. Some are proprietary, such as ASP.NET and ColdFusion, while Perl and
PHP have the advantage of being open source, free, and available for servers that run either
Linux or Windows. Consequently, they are offered by almost all web hosting companies. Of
the two, PHP is easier to learn than Perl, and more widely used. At the time of writing,
hotscripts.com, one of the best places to find ready-made web programs, offers 4,000 Perl
programsand 15,000 PHP ones for download.

PHP, by the way, used to stand for Personal Home Page, because that’s what it was designed
for creating. Nowadays it’s said to stand for PHP Hypertext Processor, though no one ever
refers to it as anything other than PHP.

Don’t Panic!

The remainder of this chapter is all about programming. If youve ever done computer
programming before, in languages such as Basic or C or Visual Basic, then you should feel
right at home. If you haven’t, don’t worry. This section is written for non-programmers so
hopefully everything will make sense. You will, though, find that it helps to put aside this
book occasionally and practice on your own. As with any language, foreign or computer,
practice makes perfect. Or at least better.
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As you start to discover the power of PHP, you’'ll probably want to start working on a "real”
project alongside our example hotel management system. Maybe it's a project that you've
always wanted to write but have never known how to get started. Or maybe it's something
that only entered your mind as you were reading this book. But it's a project nonetheless,
and you reckon you could be the next Mr Facebook or Mrs Ebay.

Although PHP is easy to learn, it takes time to learn how to do it right. And in web
programming, "right" generally means secure, fast, and scaleable. If you don’t do it right,
you’ll end up with a site that is easy for people to hack into, or which takes 15 minutes to
produce a database report that should take less than half a second, or which is not capable of
being expanded to cope with additional traffic as the site becomes more popular.

So here’s my advice, which | strongly suggest that you follow. Start off with the hotel
management examples that follow. Tweak them slightly if you want. By all means use them
as the basis for further experimentation, to learn more about PHP and web programming.
But give it a couple of months before you start work on The Big Project. Otherwise, at best,
you’ll end up disappointed, with a system that doesn’t do what you’d hoped it would. At
worst, you’ll end up with something that you're convinced is going to be the Next Big Web
Thing, only to have your hopes dashed when a student on another continent hacks your
customer database.

One final point, and it's a crucial one. If all this talk of hackers makes you want to start
looking for the chapter on PHP security, there isn’t one. Building secure web applications
isn’t about reading the chapter on security and applying it to what you've already learned.
It's about doing everything in a secure way from the start. So rather than teach you about
security now, or at the end, I'll cover security at every point where it is relevant. Which, as
you’ll soon realise, is just about everywhere.

Your First PHP Program

A PHP program is just a text file, like any other Web page. Most HTML editors don’t know
about PHP, though, so it’s best to use one that does. That way, the editor will automatically
alert you if it notices you’'ve made an error in the code that you're typing.

Thankfully, PSPad, which we used for creating our Javascript code, also knows about PHP.
Hundreds of thousands of people across the world use PSPad as their PHP editor, so that’s
whatwe’ll use too.

While Javascript files tend to have a .html or .htm extension, just like standard web pages,
PHP files tend to end with .php instead. This isn’'t a hard and fast rule. Some web servers
will allow php code to exist within .html files, but many insist on you ending all your files
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with a .php extension. So, to keep things simple and consistent, we’'ll stick to a rule of always
using a .php extension on any file that contains PHP code.

Right, the time has come to write a PHP program. If you haven't already installed PSPad,
you’ll need to follow the instructions on page 180 and do so. With PSPad installed, launch
the program. Click the FTP tab on the left hand side of the screen, then click the Connect
FTP icon in the row below it, and choose your site name from the list that appears. Then
double-click on the public_html folder, or whatever your host uses to store your web-
accessible files.

In the white space below the list of files and folders on the left hand side, right-click and
choose New File. In the box where you're asked to choose a file name, type demo.php and
click the OK button. You should see your new file appear in the list in the left-hand panel.

Now double-click your demo.php file to open it for editing. Look at the blue title bar at the
top of the screen, the text of which should end with demo.php rather than newl.txt to
indicate that you're editing the correct file. 1f not, double-click it again.

You can now start typing your first PHP program. Enter the following:

<?php

echo "<HTM.>";

echo "<body>";

echo "This is some PHP';
echo "</ body>";

echo "</ HTM.>";

2>

The screen should now look like this:
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3 psPad - [The Web Book:/public_html/demo.php *]
D’E\Is Projects Edit Search “iew Format Tools Scripts HTML  Setbipgs  Window Help

=121
=121

1., Newibxt = 2., demo.php |
]

0 -El &)

L= X
O FIP: The Web Book
Zpublic_htrl

[=}

(2 coihbin

[Ehiomla

() phpbb

2 plogaer

[ private

[C3 summerschool

(L2 wedding

[C3) wordpress

htaccess 2B
400 shiml 1308
401 shiml 1628
403, shiml 2018
404.shiml 1758
500.php IIB
500, sl 78
default html 08
dema.php 0B
favicon.ico 11508
index.html B0BB
jstest.himl 2FEE
1 — 0|

<?php
echo
echo
echo
echo
echo
ke

mohrml T
"oty
"This is =ome PHP";
"o hody:
"/ heml

9.1 (10) [107] BEl ] HTML multihighlighter

| Dos |Cnde page: ANSI (Windows)

Save the file to the server (remember PSPad has built-in FTP so there’s no need to upload
anything manually) by choosing Save from the File menu. After a couple of seconds, when
the file is saved, you can close PSPad.

Remember that, unlike Javascript, PHP code gets run by the web server, so you can’t write
and test PHP programs unless you’re connected to a Web server. Hence the need to upload

our program.

Let's see if everything worked. Open your web browser and surf to the page you just created.
In our case that'swww. t he-web- book. com deno. php and the end result is:
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http://www.the-web-book.com/demo.php
http://www.the-web-book.com/demo.php
http://www.the-web-book.com/demo.php
http://www.the-web-book.com/demo.php

ﬂ.; http:/ /wrww.the-web-book.com;demo.php - Windows Internet Explorer ;Iilll
@_" Jo 90| [ b s the-web-back.com e, =1 | B | = | [& Lve search 2l
W L hittp: oo the-web-book.comfdeme, php | | fi -8 - & @ G @ ”
This is some PHP
|
[T T T | mtemet ERIESCTI |

Excellent. I1tworked. The web server recognised and ran our program.

If you get an error message about syntax errors, go back and edit the file, and check your
typing carefully. 1f you just see the PHP code itself, check that your web server really does
support PHP and that it is enabled on your hosting account. It’'s possible that you have to
specifically request it, though this is unusual.

Although this is a very simple PHP program, it does demonstrate a number of key points
about the language.

First, you'll notice that the code starts with <?php and ends with ?>. These special markers
tell the web server where PHP code starts and ends, rather like the <scri pt > tag that
marks the start of some Javascript. Earlier versions of PHP allowed simply <? at the start of
a script, but later versions insist on the full <?php instead. So even if you see web-based
tutorials or books that tell you it's OK to use the shorter <? at the start, it's not. Get into the

habit of using the full version and you’ll be better off.

Next, notice the "echo” command. This is rather like document.write in Javascript, in that it
creates content which is sent to the visitor's web browser to display. In this case, we've
created an entire HTML page consisting of <HTML> tags, <body> tags, and some text. We
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have, in web developer terminology, created a dynamic web page. There is no .html file on
the server that contains this page. Instead, it has been dynamically created "on the fly", and
sent to the visitor’s browser.

Not particularly impressive, sure, but I'll show you some more powerful examples shortly.

Note that you don’t have to stick to pure PHP code within a phpfile. You can mix HTML and
PHP code within the same file. For example, we could just as easily have written our
program like this:

<HTM_>

<body>

<?php

echo "This is sonme PHP";
?>

</ body>

</ HTM.>

Here, we stay in HTML mode to create the first two tags. Then we switch to PHP mode to
generate the text, and then back into HTML mode to generate the two closing tags.

As you start to write longer PHP programs, deciding on which way to work is important.
There’s no right or wrong way — just do as you prefer. Some people don’t like the idea of
flipping in and out of PHP mode 20 or 30 times within a complex file, whereas others prefer
to stick in HTML mode and only use PHP mode where it matters. You'll see more about this
later, but for the momentyou need to bear in mind that there are two ways of doing things.

There’s one more vital thing you need to understand about PHP, and indeed every server-
side programming language. Assuming your web browser is still open, hit the View Source
menu option and look at the HTML source code of the page. It looks like this:

=

@http:,.n",.n"www.the—weh—huuk.cum,.n"demu.php - Original Source
Fil= Edit Formak

1 | «html><body>Thizs is some PHP</body></html>
2
3

Note how you can see the output of the PHP program, and not the PHP program code
itself. The program was on the Web server, and the "echo" commands forced the HTML tags
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and other text to be sent to your browser. At no time does the PHP code itself leave the
server, and at no timeis it visible to the site visitor.

This is crucial to understand. It's the difference between server-side and client-side
programming. And it means that you can safely use PHP to implement security-related
features, because no one can tamper with the code.

If we'd written this program in Javascript, as a series of document.write statements, using
the View Source option on our browser would have displayed the Javascript program code.
But in this case, the browser never gets to see the code because it has already been run by the
server.

One final point. Why are there no blank lines between each of the HTML tags, and
before/after the text? Shouldn’t the dynamically-generated HTML code look more like this,
rather than being all in one line?:

<HTM_>
<body>
This is some PHP
</ body>
</ HTM.>

The reason that there are no “carriage return” characters in our dynamically-generated
HTML, is because our PHP program never created any. Sure, we put each line of PHP code
on its own line, but that won’t cause carriage return characters to be sent to the browser.

It doesn’t actually matter. Browsers don’t insist on HTML code being neatly arranged in
lines — it’s only done for the benefit of humanswho might want to read the code. But if you
did want to generate neat, line-spaced HTML, you'd have to adjust your PHP code
accordingly.

Needless to say, there’s much more to PHP than the "echo” command. Like JavaScript, PHP
is a hugely complex and capable language, which provides all of the tools you need to write
sites such as eBay or Amazon. Perhaps the greatest benefit of knowing how to do server-side
programming is being able to interact with a MySQL database, and we’ll come to this soon.
For now, though, the following chapter looks at some of the other things that PHP can do.

If you want to dive straight into PHP and experiment some more, the best resource is the
official wwv. php. net site on the Web. Although the site can be confusing, it does contain

everything you'll ever need to know. Perhaps its best feature is that anyone can add their
own comments and example to the online manual.
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To find out about any command in PHP, just go toww. php. net/ xxxx, where xxxx is the
command you want to know about. Alternatively, if you don’t know what command to use, a
Google search is a good place to start. For example, | mentioned earlier that our code didn’t
insert carriage retums in the dynamically-generated HTML. Google for "php insert carriage
returns” and you’ll find out how to do so.

Don’'t worry about relying on the online documentation and Google. Even professional PHP
programmers do it all the time. There’s nothing wrong in not knowing about each one of the
thousands of PHP commands, and the Web makes an ideal way to find out.
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Some More PHP

As you'll see if you browse the online documentation on ww. php. net, there are literally
thousands of commands and functions in the PHP language, to allow you to achieve just
about anything you want to do with a web page. It's impossible to cover everything here, or
even to scratch the surface of what can be achieved. But before we progress to examine
online databases, here’s a small selection of other PHP stuff that might give you some ideas.
Even if you don’t intend to use these right now, you're recommended to read through this
section as it will help a lotwhen we come to the database section later.

Incidentally, I've mentioned commands and functions. Is there a difference? Yes. A
command does something, like open a file or display a message. A function returns
information, such as the value of a database field or the sum of two numbers.

A Real Example

Here’s a real example of some PHP code from the www.the-web-book.com site itself. 1f you
visited the site recently to download this book, you’ll have seen something like this on the
right hand side of the page:

MAIN MENU

Get The PDF File

Last updated: 30th Aug 2010 [[IEHQ
File size: 11.4 MB

Total downloads: 44 540

Browse The Book Online
1,914 people have done this so far.

Do you think that | log in every day to update those figures and dates? Nope. Everything is
done automatically. There’s a PHP function which returns the date that a file was last
changed. So all I have to do is upload a new PDF file each time I make changes to the book.
A couple of lines of PHP code then produces the “Last updated...” section of the web page,
automatically looking up and formatting the file’'s date. Even the “NEW” marker is
automatic. If the date of the PDF file is within 7 days of today’s date, the marker gets
displayed. Otherwise, it doesn’t. So | never have to remember to remove the marker,
because the web site does it for me.

As for the total downloads, I have a MySQL database. Each time someone downloads the
book, | create a new record in the database which contains the date and time, the name of
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the file they downloaded, and, if they supplied one, their email address. The total downloads
is simply the number of records in that database, and there’s a PHP function that will tell me
that. The number of hits to the online preview version is recorded in a similar way.

As you can hopefully see, PHP isn't just for creating databases. It's great for managing and
automating all aspects of aweb site.

Random Numbers

Let’s imagine that, on a particular web page, wewant to include a message on our home page
which thanks visitors for looking at our site. However, to avoid bombarding people with the
message, we only want to show it approximately one time in ten. So, every ten times that the
web server sends out the page toa visitor, it will include the message.

One simple way to do this is with PHP’s random number generator. There’s a PHP function
which returns a random integer between 1 and any number we specify. So we'll ask it to
generate a number between 1 and 10, and only display the message if the number happens to
be, say, 7. This will result in the message only being shown approximately 10% of the time.
That is to say, if 100 people visit the home page during one specific time period, roughly 10
of them will see the message.

Open PSPad and navigate to your demo.php file. Open it, delete everything that’s in it, and
replace it with the following:

<HTM_>
<body>
Wel conme to our site. <br><br>

<?php

$r = rand(1,10);

if ($r == 7)

{

echo "Thank you for visiting<br>";

}

?>

</ body>
</ HTM.>
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Save the file (choose Save from the File menu), then open your web browser and surf to your
demo.php file again. Keep pressing the Refresh button in your browser to reload the page.
Most of the time you’ll see:

3 http:/ /www.the-web-book.com/demo.php - Windows Internet Expld

= || X IQ RikEpe f fua the-web-boaok, com/demo. php

T:,? Q https s, the-web-book. com/demo. php | |

Welcome to our site.

But if you keep refreshing the page (pressing F5 is usually the same as clicking the Refresh
button, if you prefer), sometimes you’ll see this instead:

,C" http:/ /www.the-web-book.com;/demo.php - Windows Internet Explore
@ w |+ X IQ hickpe f funen Ehe-web-book, comdemo. php

T:,? g http:/ e, the-web-book, camfdemo. php | |

Welcome to our site.

Thank vou for visiting

This is why PHP is so useful for generating dynamic HTML pages. It can generate different
pages each time (or just some of the time).

Take a look at the source code of those 2 HTML pages (use the View Source option in your
browser). Note how there’s no PHP code in there, just the HTML that our code dynamically
generated. The browser knows nothing about where the HTML code came from. It merely
sent a "please send me the contents of demo.php™ request to the server, and the server ran
your program and sent some HTML back. The fact that the HTML was generated by a
program, rather than being retrieved from a ready-made .html file on the server, is unknown
to the browser.

Again, weve introduced a couple of new PHP concepts so let’s take another look at the code
we just typed and uploaded. Here it isagain, with line numbers to aid explanation:

1 <HTM_>
2  <body>
3 Wl cone to our site. <br><br>
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4  <?php

5 $r = rand(1, 10);

6 if ($r == 7)

7 A

8 echo "Thank you for visiting<br>";
9 }

10 2>

11 </ body>

12 </ HIM.>

This time, I've chosen to mix HTML and PHP mode, and only to use PHP mode when
necessary. So, to create our dynamically-generated HTML page, we start by outputting the
necessary HTML and BODY tags. Remember that a PHP file always starts off in HTML
mode, ie it’s just a standard HTML file as far as the web server is concerned. Just because it
has a .php extension doesn’t change this. The only reason for the php extension is to tell the
server that, if there is any PHP code in the file, it's safe to run it. Some servers will also run
PHP code that's contained within a .HTM file, but many won’t. And even if yours does, it's a
good habit to be able to identify, from its extension, whether afile is plain HTML or PHP.

Line 3 generates the first line of text on the page, and I've added a couple of line break tags
too, for clarity. (Now you can see why you need to know basic HTML before you can start
writing PHP, and thuswhy the chapters in this book are ordered theway they are).

Once again, for clarity, | haven't created a css style sheet, or a doctype, or used <p> tags. The
program will still work just fine, as browsers are generally pretty forgiving. When you're
doing this for real, you'll need to do it properly.

Lines 11 and 12 close the HTML page neatly, by creating the closing body and HTML tags.
Again, this is just standard HTML which we leamed much earlier.

Line 4 flips the server into PHP mode. Line 5 creates a variable (we've called it $r) which
uses the r and function. In this particular instance, the $r variable will be set to a value
between 1 and 10. Note that every variable name in PHP has to be preceded with a dollar
sign. Variables don’t have to be given single-letter names. | could just as easily have called it
$my_random_value, but shorter is always best as there’s less chance of making a typing
mistake whenyou refer to the same variable later on.

Line 6 checks to see whether $r is equal to 7. If it is, everything between the 2 curly brackets
gets executed. If it's not, everything between the curly brackets gets ignored.
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Note two important points about the code in line 6. First, the i f command is almost unique

in PHP, in that it doesn’t (indeed, mustn’t) end with a semicolon. Second, when you’re
comparing something, you use 2 "equals" signs rather than just one. So, $x = 99 will set
the variable $x t0 99. But to check whether $x is equal to 99wesay i f ($x == 99). Note,

too, how the value to check for has to go inside rounded brackets.

Incidentally, if you leave PHP mode and then re-enter it within the same file, no information
is lost. So, for example, the following:

<htn >

<?php

$nanme = "Fred";
?2>

Your name i S

<?php echo $nane; ?>

</ htm >

Will display the message Your nane is Fred.

Sending Email with PHP

With server-side programming you can do just about anything, and that includes sending
email. Try this little PHP program, by changing the contents of demo.php to the following
and then surfing to the demo.php page:

<?php
$to = "robert @ he-web- book. cont';
$subject = "Hell 0";

$nessage = "This is ny Wb server, sending nme enail on ";
$message .= date("D");

$message .= " at ";

$nmessage .= date("H.i");

$m = mai | ($to, $subj ect, $nessage) ;
echo "Return code frommail was "
exit();

$m
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?>

You should see a message which says "Return code from mail was 1". To understand why,
and what this program does, let's examine it in detail.

The first line of code creates a new variable called $to, which is set to the "to" address of the
email we’re going to be sending. In this case, I'm sending the message to myself. If you
want to try this example, please use your own email address rather than mine!

The next line sets the subject of the message in a similar way, and then we create $message,
which is the text of the actual message we’ll be sending.

But what about $nessage .= date("D"');? Arewe setting $message to something else
entirely? No. Take a closer look and you’ll see we're using . = rather than = on its own. The
.= symbol means that PHP should add the new text to the end of what’s in that variable
already. But what text to add? In this case we're using the dat e() function and specifying
"D" as what’s known as the argument. The dat e() function returns lots of time- and date-

related information, such as the current day, date, hour, minute, second, year, and so on.
There are dozens of possible things that it can return, each symbolized by their own letter
(and these are case-sensitive, by theway, so d is not the same as D).

In this case, D returns the current day of the week as a 3-letter abbreviation. So, this line is
adding a 3-letter version of today’s day onto the end of the $message string which we created
in the line above. Thus, if today happens to be Friday, $message will now be "This is my Web
server, sending me email on Fri".

The next line adds " at " to the $message string. So now it contains "This is my Web server,
sending me email on Fri at".

Finally we add the current time to the end of the message that we’'ll be emailing. We use the
dat e() function again, with H and i. H returns the current hour in 24-hour clock format,
and i returns the number of minutes. Anything that isn’t a letter, within the bracketed part
of the date() function, gets returned as-is. So if the time happened to be 9pm,
date("H i") would return 21:00.

PHP is particularly good at processing and manipulating strings and dates. Whatever you
need to do with a string (count the number of characters, convert it to upper or lower case,
remove the last 4 characters, etc etc), PHP has a function to do it. As for dates, there are
even functions which will, if you supply a date and a latitude/longitude location, tell you the
time of the sunrise or sunset.
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Right, back to our program. Next, we use the mail() command to send the message. It’s as
simple as specifying, in the correct order, the "to" address, the "from" address, and the text of
the message to be sent. But note the $m = bit at the start, though. The mail() function
returns a value to indicate whether the message was successfully sent to the mail server for
delivery. We capture this into the $m variable, and display it in the next line.

Finally, the exit() statement ends the PHP program. You don’t need to use this if it's
unambiguous, as it is here. The program is clearly going to end, as there’s nomore PHP code
left to run. But that won’t always be the case, aswe’ll see later.

By surfing to the demo.php page, the program runs and the mail gets sent. The value of 1 for
$m means that the mail message was successfully sent to the web server’s outgoing mail
system. It does NOT mean that the message was successfully sent to the recipient’s inbox.
Unfortunately there’s noway of knowing that.

A few minutes later, the following arrives in my inbox:

Sue Fells Invitation to University of Mottinghan Presentation o... Wed 2200712009 11:26

10 Tatham Suzanne Thu 23/07/2009 15:49

Tony Byrne - CM3S \Watch CMS Watch Mews: Social Software, Collaboration, an... Thu 23/07/2009 12:48

Hello
thewebbo@host368 hostmonster com

To: .

This is wy Web serwver, sending we email on Fri at 14:15

Here’s the message. It has the correct subject, and the text of the message is there too. But
there are a couple of things to notice.

First, the message appears to come from t hewebbo@ost 368. host nonst er.com The
precise address will vary according to what hosting company you're using, but the basic
premise is the same: the address won't be particularly friendly and will mean nothing to the
recipient of the message. There’s an optional extra item that you can include in the mai | ()
function to specify the address that the message appears to come from, though I haven'’t
bothered with it here. In theory you can set the "from:" address to be whatever you like. But
in practice, most web servers won't send mail that appears to have come from anywhere
outside of the domain name that the server is based on. So in thiscase | could send mail that
appears to come from r obert @ he- web- book. com but not r obert @n crosoft. com
This rule is imposed to help prevent web hosts from having their servers used by spammers.
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It's important that you do set a "“from:" address when sending mail. Because that'swhere the
reply will be sent when the recipient hits their "reply"” button. 1’'d much rather the replies
came to a real mailbox at r obert @ he-web- book. com rather than something which |

wouldn’t even know how to log into if | wanted.

There’s one other discrepancy too. See how the text of the message says that it was sent on
Fri at 14.15. But look in the upper window and, according to my Outlook email program, the
message was received at 21.15. The message appeared in my inbox within seconds of me
surfing to the demo.php page, sowhy does it appear to have taken 7 hours? You will recall
that PHP is a server-side language. So when you use the dat e() function to find out the
time, it looks up the time on the server. Compare this to the client-side Javascript, which
finds out the time on the visitor's own PC. The web server on which this code runs is in the
US, where it's 2.15pm. I'm in the UK, 7 hours ahead, where it's 9.15pm, so that’s why the
discrepancy arises. And it's well worth knowing about, because it can lead to problems if you
create a web application that needs to know the correct (whatever that means, in this global
market) time.

Passing Information to PHP

There are various ways of passing information to a PHP program, and we’ll cover many of
them in the database-related chapters that follow, and when we come to talk about HTML
forms later on. But here’s a fun example for now, which illustrates a couple of important
points about PHP.

Open PSPad, delete the contents of demo.php and replace it with the following:

<?php
$person = $_CET[ "nane"];
echo "<HTM.>";

echo "Hello ";
echo $person;

echo ", how are you today?";
echo "</ HTM>";
?>

Surf to the demo.php page and you’ll see a message that says "Hello , how are you today".

Now surf to the page again, but use the following URL. Substitute t he- web- book. comfor

whatever your domain is called. And you can change Robert to your own name if you wish,
too:
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htt p: //ww. t he- web- book. com deno. php?nane=Robert

Note the question mark at the end of the URL, followed by nane=Rober t . You've probably
seen URLs like this before, and you might have wondered what they meant. Now you're
going to find out.

The question mark in a URL allows you to surf to a server-side program (in this case one

called demo.php) and also to pass information to the program. In this case, we have created
a variable called nane with a value of Robert. The PHP program can, if itwishes, retrieve

the contents of that variable.

Along with the question mark, the other symbol that you use for passing information to PHP
programs via the URL is the ampersand (&) sign. This is used when you want to pass more
than one variable. For example:

htt p: / /www. t he- web- book. com deno. php?fi r st name=Robert &ur name=Sm t h

Here, we're passing 2 variables called firsthname and surname. Note how only the first
variable is preceded by a question mark. Any subsequent variables must be preceded by an
ampersand.

Back to our demo.php program. Assuming you entered a name of Robert on the URL, you'll
see the following in your web browser:

,!':"' http:/ /www.the-web-book.com/demo.php?name=Robert - Windows Internet Explorer

@\“,V | X IQ hikkps [ femens Ehe-web-book, com/demo, php?name=FRobert

T:fg‘ Qhttp:,l',l'www.the-web-bmk.cu:um,l'demn.php?name=Ro... | |

Hello Robert, how are you today?

To understand how this works, take another look at the PHP program code. The only line
that will be unfamiliar toyou is $person = $ GET["nane"];
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The $_GET[" "] syntax is how you retrieve variables (known as parameters in this

context) that were added to the end of the URL. In this case, because we referred to the
parameter as nane in the URL, $_CET[ "nane"] retrieves it for us. I'm retrieving it into a

variable called $person rather than $name, but that’s entirely up to you.

Note that the URL variable in the square brackets doesn’t have a dollar sign at the start, so
$_CGET[ "$nane"] wouldn’t work. And note that GET is in upper case — this is important

too.

If you've got a few minutes spare, here’s something that you can try. Enhance the program
so that, if no name is entered on the URL, the program displays an error message. To do
this, you’ll need to know that the st rl en() function returns the length, in characters, of a

string. So having retrieved the name from the URL, code such as:
if (strlen($person) == 0)
will allow you to find outwhether any name was supplied.

Alternatively, adapt the program to display not just the name that was entered, but also the
number of characters in the name.

Never Forget to Sanitize

Being able to pass information to a PHP program so easily is a good one, and you’ll find that
you use it a lot. Mostly, it’s used in forms. For example, your visitor fills in a web-based
form with his name and address, which gets retrieved by a PHP program and displayed on
screen or added to a database. But the ease with which PHP can accept information from
visitors to your site hides a very serious security flaw. You can’t trust that information,
because the visitor is free to enter anything he or she likes.

Here’s a very simple example. Surf to demo.php again by using the following URL.:

htt p: //wwv. t he- web- book. com deno. php?nane=<b>Rober t </ b>

This is what you'll see in your Web browser:
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,0‘:" http://www.the-web-book.com/demo.php?name=<b>Robert </b> - Windows Internet E

——

| K IQ bkt feme the-web-book, com/demo, phpfname=<b =Robert</b =

i Mhttp:,l',l'www.the—web—book.com,l’demo.php?name==:b... | |

Hello Robert, how are you today?

See how my name is now displayed in bold? That’s because | added the relevant HTML tags
to the URL. The PHP program uses the echo statement to insert, into the dynamically-
generated web page, whatever was specified on the URL. In this case it's not just some text,
but some actual HTML code too. You can see it if you use the View Source option in your
web browser.

But why is this bad? Because, at a trivial level, someone can mess up the look of your web
page by forcing it to display lots of stray HTML tags. At the other end of the scale, consider
what would happen if someone entered a "name" of <script> followed by a load of Javascript
code. Would theweb browser then execute that code? Yes, itwould.

All of which leads to one of the most fundamental rules of security when it comes to PHP
programming: filter or sanitize information whose source you can’t be sure of.

Quite how you do this will depend on circumstances, and on the precise nature of the data.
In our current example, where we're expecting the visitor to enter a name, it’'s obvious that
the only characters we need to allow are the letters a to z (and A to Z). Any other character
can be removed. This will include the pointy brackets which would allow someone to enter
HTML code, and also many other unnecessary punctuation symbols. You’'ll see later, when
we talk about SQL Injection attacks, that some of those other punctuation symbols are just as
dangerous.

One way to filter or sanitize data is to use the PHP st r _r epl ace function. This stands for
"string replace”. It can quickly and easily replace any characters in a string (ie, in a variable
that corresponds to some text) with another character. Or, if you prefer, it can replace them
with nothing and thus delete them.

For example, having retrieved the name from the URL into the $person variable, we could
then add a linewhich says:

$person = str_replace("<","", $person);
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Asyou can see, st r_r epl ace requires 3 parameters. What to search for, what to replace it
with, and the variable within which to do it. This line would have the effect of replacing all <
symbols in $person with nothing, ie deleting them.

Although this would work, you’'d need lots of str_replace lines to deal with every unwanted

character that you need to filter out. But thankfully there’s a neater way, using a function
called er eg_r epl ace. Take a look at this:

$person = ereg_repl ace("["A-Za-2z0-9 .,";:?]", , $person);

This is similar to str_replace, in that you specify what you want to look for, what you want to
replace it with, and the string to operate on. But take a closer look at what we’re searching
for. Nolonger arewe specifying a single character, but:

[ "A-Za-z0-9 .,"';: 7]

Although this might look like gobbledygook, it's actually just shorthand for the entire list of
characters to search for. Let’s go through it in detail. First, the whole thing goes in square
brackets, because that's the rule for ereg_replace. A-Z means every character from A to Z.
Equally, a-z means all the lower-case letters. Then, in addition to those 52 characters, we list
a few others. Namely the space, full stop, comma, apostrophe, semicolon, colon, and
guestion mark.

The most important character in this whole collection, though, is the ~ at the start. This is
ereg_replace shorthand for "everything except”. So what the whole command actually does,
is to replace every character in $person with a blank (ie, to delete that character), EXCEPT
where the character is a letter, a space, a comma, an apostrophe, and so on.

You don't really have to understand it. Just add this line to your PHP code, after the line
which retrieves $person from the URL. Now surf to demo.php again and try entering
"forbidden" characters. You’'ll notice that they don’t appear in the generated web page.

Sanitizing strings is fiddly but, thankfully, it only normally takes just line or two of extra
code. And it is vital that you do sanitize every string that comes from a visitor to your site,
because you have no idea what the visitor has typed. Get into the habit now. Every timeyou
use $_GET to retrieve information from a URL, sanitise it before using it. Failure to do this

will mean that your site WILL get hacked.

Incidentally, the idea of deleting everything EXCEPT a specified range of characters isn't just
convenience, it also makes a lot of sense from a security perspective too. It's much better to
say "these are the characters I'm going to allow", rather than "I'm going to allow everything
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apart from the following”. In the latter case, forgetting to add something to your list of
banned characters poses a serious security risk. In the former case, there's no risk of this
happening, and the worst that can happen is that some characters won't get through until
you remember to add them to the list.

Loop the Loop

Every programming language has a number of methods for creating loops, and PHP is no
exception. Try this program, for example, either by uploading it the server and seeing what
happens, or just by reading the code and trying to work it out:

<?php
echo "<HTM.>";
echo "<body>";

echo "A web server that knows its 7 tinmes tabl e!<br><br>";

for ($x = 1; $x <= 10; S$x++)
{
echo $x . " tinmes 7 is " . $ * 7 . "<br>";

}

echo "</ body>";
echo "</ HTM>";
?>

Run the program, and you'll see the following inyourweb browser:
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,C" http:/ /www.the-web-book.com/demo.php - Windows Internet Exy
@A = || X IQ bkt frnen the-web-book, cam) demo. php

T:fg‘ Q http:/ fune, the-web-book, comfdemo. php | |

A web server that knows its 7 times table!

1 times 7is 7
2 times 7is 14
3 times 7is 21
4 times 7 is 28
3 times 7 is 35
6 times 7 is 42
7 times 7 is 49
8 times 7 is 56
QO times 7 is 63
10 times 7 is 70

One line of PHP thatyou'll not have seen before is:

for ($x = 1; $x <= 10; $x++)

This is one of PHP's methods of creating a loop. In this case, it's a "for" loop. If you ever
learnt to program in Basic many years ago, it's just the same as a FOR...NEXT loop in that
language.

Translating the line of PHP into English, the line of code means: set variable $x to 1, and
execute everything within the curly brackets that follow. If $x is less than, or equal, to 10,
exit the loop and jump to the first line of code after the section in curly brackets. Otherwise,
add 1 to $xand go round again.

The $x++ is a PHP shorthand way of saying "add 1 to $x". Another way, which works just as
well and which is more familiar to Basic programmers, is $x = $x + 1.

By changing the starting value (1) and the finishing value (10), you can adapt this code to run
asmany times asyou like. Try it.

As for generating our 7 times table, the line that does all the work is:

echo $x . " times 7 is " . $ * 7 . "<br>";
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Here, we've used a single echo statement to produce the entire line of our table. Each part of
the line is separated by a dot. Literal text suchastines 7 is gets enclosed in quote
marks, whereas we leave the quote marks out if we want PHP to echo the value of a variable
such as $x, ormake a calculation such as $x * 7.

Don't forget that, whenever you write a PHP program, you're creating a program that will
generate a web page. This needs to be a valid web page, complete with <HTML> and
<body> tags. Otherwise, the visitor's web browser may get confused.

Another type of loop that's used extensively in PHP, especially when accessing MySQL
databases, is the "while" loop. Here's the 7 times table again, this time using a "“while" loop:

<HTM.>
<body>

My web server still knows its 7 tines table
<br ><br>

<?php

$i =1;

whil e($i <= 10)
{
echo $i;
echo " tines 7 is "
$product = $i * 7;
echo $product . "<br>";
$i =8 + 1;
}

?>

</ body>
</ HTML>

Just to be different, | ve mixed HTML and PHP modes this time.

Notice how a "while" loop works. First, we set $i to 1. Then we create the loop, which says
"do the block of code within the curly brackets, but only while $i is less than, or equal to, 10"

Because there's a line within the block which adds 1 to $i, there will come a pointat which $i
is not less than or equal to 10, so the program will fall through to the next line after the
closing curly bracket.
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It's worth studying these two examples of loops, and especially the "while" loop, as they are
used extensively in database-related PHP programming.

Arrays

Programming in PHP is all about manipulating variables, ie those items of data whose name
starts with a dollar sign. The key to manipulating data is to ensure that the data is stored in
the most efficientway, in order to make the manipulation as efficient as possible.

For example, let's return to the subject of our hotel management system and put together a
list of all the drinks available at the bar. We want to store the drinks menu in a set of
variables, so that we can display them, sort them, record orders for them, and so on. Here's
one way of doing it:

$drink0 = " Whiskey";

$drinkl = "Brandy";

$drink2 = "Pint of lager";
$drink3 = "Shandy";

$drink4 = "White wine (large)";
$drink5 = "White wine (small)";
$drink6 = "Red wine (large)";
$drink7 = "Red wine (small)";

Having defined our variables, we now want to use a set of echo commands to display the
drinks menu on screen. But how? Each drink name is stored in a completely separate
variable. Sure, each one starts with the letters d,r,i,n and k, but then come different
numbers. As far as PHP is concerned, the variables are totally unrelated to each other, even
though their names are similar. Displaying our menu is going to be difficult.

There's a better way, using something called an array. An array lets you create a group of
variables which are linked, and you can easily access any member of the chain. Here's how
to do it:

$drink[0] = " Whiskey";
$drink[1] = "Brandy";

$drink[2] = "Pint of lager";
$drink[3] = "Shandy";

$drink[4] = "White wine (large)";
$drink[5] = "White wine (small)";
$drink[6] = "Red wine (large)";
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$drink[7] = "Red wine (small)";

Note the minor addition of those square brackets. They're important. No longer do we have
8 separate variables. Instead, we have one single array which has 8 elements. Note how we
started at zero, by theway. In PHP, array elements generally start at zero. This is a slight
pain, as it means the final element of a 10-element array is number 9 rather than 10. But
once you get used to it, and remember to write your program code accordingly, it's pretty
simple.

Here's where arrays come in so useful. To display the value of drink number 3, we just use
echo $dri nk[ 3] as you might expect. But even better, we can use a loop to display the full

drinks menu like this:

<?php

$drink[0] = "Whi skey";

$drink[1] = "Brandy";

$drink[2] = "Pint of |ager";
$drink[3] = "Shandy";

$drink[4] = "White wine (large)";
$drink[5] = "White wine (small)";
$drink[6] = "Red wine (large)";
$drink[7] = "Red wine (small)";

echo " <HTM.>";
echo "<body>";

echo "Dri nks Menu<br ><br >";

for ($i = 0; $i <=7; $i++)
{

echo $drink[$i];

echo "<br>";

}

echo "</ body>";
echo "</ HTM>";

?>

Which displays the following in the visitor's web browser:
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,f':" http:/ /www.the-web-book.com/demo.php - Windows Internet Explorer
@“ = || X IQ hiktp: f frnena the-web-boaok, com/ demo. php

T:fg‘ Q http:/ funen, the-web-book, comfdemo. php | |

Drinks Memun

Whiskey

Brandy

Pint of lager
Shandy

White wine (large)
White wine (small)
Fed wine (large)
Red wine (small)

Our "for" loop counts from 0 to 7, and displays the relevant element of the array each time.

The only slight annoyance is that, if we add another drink to the menu by creating element
number 8, we'd also have to change the 7 to an 8 in the "for" loop. This is inconvenient, and
introduces the possibility of an error in the program if we forget to do this. As you might
expect, there'sa way round it. Just change the "for" loop to:

$total _drinks = count ($drink);
for ($i = 0; $i <= $total _drinks; $i++)

The count() function returns the number of elements in the specified array. But remember
that arrays start at zero, so treat the returned count accordingly. In this case, the function
returns 9, but that doesn't mean the highest-numbered drink is element 9. The list starts at
0, so the highest-numbered elementwill be one less than the value which count() retums.

When you're adding data to an array, you don't even have to specify the numeric bit if you
don't want to. The following will work just fine, and PHP will allocate the numbers
automatically, starting from zero. This is handy if you're reading a list of items from a
database and you want to add them to anarray in order to manipulate them.

$drink[] = "Wiskey";

$drink[] = "Brandy";

$drink[] = "Pint of |ager";
$drink[] = "Shandy";

$drink[] = "Wiite wine (large)";
$drink[] = "Wiite wine (small)";
$drink[] = "Red wine (large)";
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$drink[] = "Red wine (small)";

PHP has lots of useful functions for manipulating data in arrays. For example, array_sort
does what you might expect, allowing you to add just one line of code to the above program
to present the list of drinks in alphabetical order. Although, if you were reading the list of
drinks from a database table, it's far more efficient to use the ORDER BY clause as part of the
MySQL query, in order to retrieve a ready-sorted list, rather than read the data in a random
order from the database and then sort it within the array.

Before we finish our very brief introduction to arrays, there's something important that you
need to know about them. In some languages, such as Basic, array subscripts (ie, the bit in
square brackets) have to be sequential and numeric. In PHP, this is not the case. We could,
if we wish, create our array of drinks thus:

$drink["a"] = "Wiskey";
$drink["fred'] = "Brandy";

$drink[2] = "Pint of |ager";
$drink["hel 1 0"] = "Shandy";
$drink[412] = "White wine (large)”;
$drink["-8"] = "White wine (small)";
$drink[6] = "Red wine (large)";
$drink[7923] = "Red wine (small)";

It's unlikely that you'd ever want to do this (at least, | hope not!), but it's worth bearing in
mind the pitfalls of not having subscripts (or keys, as PHP calls them) which follow a pattern.
Why? Because, if you use the count () function to return the total number of elements in an
array, you can only use the for.. loop method as described above if you know that the

elements are numeric, sequential, start at O, and stop at one less than the value returned by
the count () function. If they don't, you'll need to find another way of displaying them.

Should you need to do this, there's a PHP function called arr ay_keys() that returns (as an
array, naturally) the list of element names of a given array. In this case it would return an

array consisting of a, fred, 2, hello, 412, -8, 6 and 7923. Y ou could then use this array to help
you navigate the $drinks array.

Be aware that, if you delete an element from an array using the unset command, the
remaining array will have a "hole™ in it. For example, we currently have our array of drinks
from O (whiskey) to 7 (small red wine). We then delete element 3 (shandy) because it's no
longer available on themenu. We can do this with:

unset $drinks[ 3];
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There are now 7 elements in the array, numbered 0,1,2,4,5,6,7. A call to count($drinks) will
return 7, but those elements aren't numbered O to 6. Instead, they're numbered O to 7with a
non-existent 3.

The easiest way around this is to renumber the array and close up the gaps every time you
delete an element. Which is as simple as:

$drinks = array_val ues($dri nks);

Now, $drinks has elements numbered O to 6. Just remember to call the count() function
again, so the number of the highest element is updated.

If you've ever used arrays in Basic before, trust me. Thiswill catch you out!

User-Defined Functions

PHP programmers make great use of something called user-defined functions. So far, we've
used only PHP's built-in functions like count (), mai |l (),strlen() andso on. But the
great thing about PHP is that you can create your own. For example, here’s a slightly
different version of the “how areyou today?" program as shown on page 243:

<?php

$person = $_CET[ "nane"];

$person_san = sanitize_url _string($person);
echo "<HTM.>";

echo "Hello ";

echo $person_san;

echo ", how are you today?";
echo "</ HTM>";
exit();

function sanitize_ url _string($string)

{

$s = ereg_replace("["A-Za-z0-9 .,"';:?]", "", $string);
return $s;

}

?>

There are a couple of differences between this version and the original. First, after using
$ GET to retrieve the value of the name from the URL, we then call the
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sanitize_url_string() function to clean it up and remove any potentially dangerous
characters. The function itself is defined further down, so we need an exit () statement

before the function definition, in order that the code which defines the function doesn’t get
executed. It doesn’t need to be — PHP will search for it automatically in the file if it needs it.

Note how I've created a new, sanitized version of $person, called $person_san, and this is
the version that gets displayed by the echo statement. | could, instead, just have said:

$person = sanitize_ url _string($person);

which would have replaced the unsanitized version with the clean one. Butit’s a good idea to
get into the habit of giving all sanitized data an easily identifiable moniker, such as _san.
Thatway, it's easy to spot places in your programs where you might have forgotten to clean
up toxic data.

Finally, the definition of the function itself. This takes the form of a line which starts with the
word “function”, then the name you want to use, then, in brackets, the list of however many
parameters your function requires. In this case it needs just one, namely a string to be
sanitized. The name of the variable ($string) within the function definition needs to match
the name used within the code of the function, but doesn’t have to match the name used
outside. There’s no need to have referred to $person in the function at all. It just so
happens that we’re using the function to sanitize a person’s name. Later on in our program
we might call the same function to sanitize $postcode or $occupation.

Note the r et urn command. This is what retums the results, ie the sanitized string, to
whatever called the function. Without this, $person_sanwould be blank.

One of the characteristics of "good" programming, whether in PHP or any other language, is
that you don't include the same bit of code more than once. Whether that "bit of code” is a
single line or a block of 100 lines, the rule still applies. By including the code just once, and
turning it into a function which can then be referred to many times, your programming
becomes more efficient. It saves space, and means that, if you make a change to that "bit of
code”, you only have to update one copy of it rather than locating and amending every
instance.
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HTML Forms

So far, The Web Book has been all about publishing information in one direction, ie from you
and your web site to your visitors. Sometimes, though, you'll want to be able to request
information in the other direction, ie from a visitor. This might be a choice of drink from the
menu in our hotel management system, or someone's name and address in order to add
them to the subscriber database, or their username and password in order to attempt to log
them into a protected system.

There are two ways of getting information into a PHP program. One is to use parameters on
the URL, and retrieve them with $ GET. The other method, which is much more powerful
(and more secure, if done properly) is to use an HTML form.

When we finally start to design database applications with PHP, we'll use forms extensively
to request information from visitors that ultimately gets stored in the database. Therefore,
you need to familiarise yourself with the contents of this chapter before reading further.

A form consists of two main components. First, one or more input fields into which the
visitor types or clicks the information you have requested. Second, a "submit" button which,
when clicked, sends the contents of the form to a server-side program for processing in
whatever way it wishes.

There's a variety of form field types that you can use, depending on the type of information
that you're requesting from a visitor. Here are examples of the ones you'll use most often:
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(‘:'.; This is a textbox - Windows Internet Explorer

——
|| X |g E:\Documents and Settingsirobert|Deskioptinde:, hkm

T,ﬁ,? @ This is a texthox | |

This is a textbox. Enter some text in it:
|l‘-."|y name is Robert

Here's a textarea, which can span multiple lines:

This is a message for you. Flease ;I
could yvou call me later. Thanks.

[

Here are some checkboxes. Choose your breakfast:
Egqg W Sausage ' Bacon W Beans [ Mushrooms ¥

Here are some radio buttons. How would you like your egg?
Boiled  Fried # Scrambled

Here's a dropdown box. Which month were you born?
Feb 'I

First is a textbox. This is used for requesting a single line of text. If you're using a textbox to
ask a visitor to enter a password, you can configure the textbox as a password box. If you do
this, characters that the visitor types into the box appear as dots or stars, to stop someone
looking at the password over the visitor's shoulder. However, when the submit button is
clicked, the real content of the text box (ie, the password as entered) gets sent to the
receiving program.

Next comes a textarea, which can be as wide and high as you wish. You might want to use
this if you have a feedback form on your site, into which visitors can type a message.

Next, the two sets of option boxes. First, checkboxes. A set of checkboxes allows the user to
choose one or more items from a list. Here, we're asking him to choose which items he'd like
for breakfast.

The second set of option boxes are radio buttons. These differ from checkboxes because you
can only choose one option. In this case, we're asking how the visitor would like their eggs
cooked. Another common use for radio buttons is to ask a visitor whether they are male or
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female. If you used checkboxes for such a question, a high percentage of people will think it
amusing to tick both boxes. Butwith radio buttons, they can't.

Finally, a dropdown box. From here, a visitor can select an option from a pre-determined
list. By holding down the control key in their Web browser they can actually select more
than one item, so long as you permit this when you create the form.

A dropdown box is a powerful tool, which should not be underestimated. Where possible, it's
much better to use a dropdown box than a text box. For example, imagine an application
where you ask someone to enter their favourite make of car. If you provide a text box, the
replies might include "ford", "Ford", "FORD", "Ford | guess" and so on. If you limit the
choices by using a dropdown box, you'll end up with much more consistent data. Which will
be extremely helpful when you come to produce a report from your database on the
percentage of people who prefer Ford cars.

Creating a Form with Amaya

Although you can create a form by hand, typing the HTML code into a text editor such as
PSPad, it's easier to use a dedicated HTML editor that has form capabilities. Throughout
this book we've been using the free Amaya HTML editor, so that's what we'll use to create a
form.

To begin creating a form, start Amaya. From the File menu choose New, and then choose
New Document. Choose a name (form.htmlwill be fine) and location for the file (your Web
Work folder is probably easiest location, as we'll want to upload the form to our server later
and FileZilla should already be configured to look there).

Once you've chosen the location and a name, click the Create button.

Type "Breakfast Menu™ at the top of the page, then press Retumn a few times to move further
down the page. Your screen should look like this:
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You're now ready to create the form.

From the Insert menu, choose the Form option, then choose Insert A Form. You'll be asked
to enter details of a form action, but this is something we'll cover later so, for the time being,
just press OK.

You won't notice anything on the screen, but Amaya has inserted the necessary HTML code

to create a form. Click on Views and then Show Source, and you'll see it. There's not a lot
there at the moment — just a <f or n» tag or two. But that's about to change, as we start to

add our form fields. So if you're looking at the source view, return to standard view by
unticking "Split View horizontally"” from the Views menu.

Let's insert a text box, for our breakfast guest to enter their name. Type "Name:",which we'll
use as a label for the textbox. Then, from the Insert menu, choose Form and then Text Input.

You should see something like this:
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Breakfast Menu

Name:

Let's make that text box slightly longer, as it's not quite big enough to hold a name as it
stands. Some HTML editors let you drag the box to adjust its size, or right-click it to see a
menu of things you can change. But Amaya doesn't have such a feature, so we'll just have to
change the HTML code directly. It's not difficult, and it's a good way to learn anyway.

From the Views menu, click on Show Source. Locate the HTML tag which says <i nput
type="text" />. The<i nput > tag is how form items such as textboxes and checkboxes
are created. The type="t ext" part is what makes this a text box. What's missing is any
specification for the width of the box. So change the tag to read:

<i nput type="text" size="40" />

Click back into the top window and see how the length of the box changes. If you want to
make it even longer than 40 characters, feel free.

That's the first half of our simple breakfast menu form complete. Now let's add some
checkboxes and meal items.

At the bottom of your page, type "Please choose your order”, to act as a label for the next
collection of form fields. On subsequent lines, type some food choices. In my example I'll
use eggs, bacon, sausages and beans.

Then place the cursor next to each food item in turn and, from the I nsert menu, choose Form
and Checkbox.

In a similarway, type a "How do you like your eggs?" label, then some possible choices. Next
to each choice, from the Insert menu, choose Form and then Radio.

Finally, we need to add a Submit button otherwise the user won't be able to make use of the
form. So, at the bottom of the page, again from the Insert menu, choose Form and then
Submit.

Your screen should now look something like this:
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Breakfast Menu

Name:

Please choose your order:
Eggs [

Bacon [

Sausages [

Beans [

How do you like your eggs?
Fried v
Poached v

Scrambled

Submit I

Incidentally, you mightwell be wondering why your form looks so, well, messy, and what you
can do about it? Specifically, you probably want to be able to line up the checkboxes and
radio buttons in a neat vertical column. The easiest way to do this is to use a table. For the
food order checkboxes, for example, create a table with 2 columns and four rows. Put the
food labels down the left hand column and the checkboxes in the right-hand cells. Then
everything will line up neatly. For now, though, we're not too concerned about cosmetics so
I'll keep things simple and table-less.

Naming the Form Obijects

Having designed a form, there are 3 more things you need to do before it's ready for use.
These are:

1. Ensure that each form object is named properly
2. Add an "action" to the <form> tag
3. Write some PHP code to handle the submitted forms

We'll go through each of these in order.

First, the naming of form objects (ie, all those checkboxes, textboxes and so on).
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When the site visitor presses the Submit button, the contents of the form will be sent to a
PHP program as a series of variables. The names of those variables will be the names that
you assign to the objects on the form. Therefore, it makes sense to ensure that the names
you choose are sensible. Obviously, no HTML editor will know in advance what you intend
to use the contents of, say, a checkbox for. Some editors, like Dreamweaver, generate names
such as "checkbox1" or "radiol”, while some, such as Amaya, don't generate anything at all.
Either way, you'll definitely want to change the names to something meaningful. It makes a
lot more sense for a PHP program to be dealing with a variable called $name or $food rather
than $checkboxl or $radio.

So, in Amaya, go to the Views menu and select Show Source. Start by locating the definition
of the "name" textbox, which looks like this:

<i nput type="text" size="40" />

There's nothing in that HTML tag which explicitly says that this is the "name" textbox, but
you can work it out from various clues, the most obvious one being that it comes right after
the word "Name" which we used as a label. Welcome to the world of the HTML detective!

Change the line of code to:
<i nput type="text" name="tb_nanme" size="40" />

As you can see, naming a textbox is nomore complicated than adding nane="what ever" as
part of its tag. Note how I've called itt b_nane to remind me that this data has come from a
textbox. This is a useful habit to adopt. Sometimes it will be helpful to remember what kind
of datayou're dealing with.

The order of the various data items, or parameters, within an HTML tag after i nput doesn't

matter. The line above happens to specify type, then name, then size, but there's no rule
about which has to come first or last.

Next, we need to name the 4 checkboxes, the code forwhich currently looks something like:

Eggs <input type="checkbox" />
Bacon <i nput type="checkbox" />
Sausages <i nput type="checkbox" />
Beans <i nput type="checkbox" />

Change the contents of the 4 tags to:
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Eggs <input type="checkbox" nanme="cb_eggs" val ue="Y" />
Bacon <i nput type="checkbox" name="cb_bacon" value="Y" />
Sausages <i nput type="checkbox" nanme="cb_saus" val ue="Y" />
Beans <i nput type="checkbox" name="cb_beans" value="Y" />

Checkboxes work in a different way to a textbox. For each tag, I've specified a name and a
value. If the visitor ticks the box, the specified variable name will be set to the specified
value. If the visitor leaves the box unticked, the specified variable will be blank. So, for
example, if the visitor ticks the "Bacon" box, $cb_bacon will be equal to "Y". If he leaves it
unticked, $cb_bacon will be blank.

Finally we need to name the radio buttons. Again, these work in yet another slightly
different way.

The code for the radio buttons is currently:

Fried <input type="radio" nanme="radi 0" />
Poached <input type="radi 0" name="radio" />
Scranbl ed <input type="radi 0" name="radi 0" />

Amaya has given the radio buttons a name, but we're going to change it. Change the HTML
tags to:

Fried <i nput checked type="radi 0" name="rb_eggs" val ue="F" />
Poached <input type="radi 0" nanme="rb_eggs" val ue="P" />
Scranbled <input type="radi 0" nane="rb_eggs" value="S" />

A couple of important things to note about these radio buttons. See how the first radio
button (fried) includes the word "checked". This means that, when the form is displayed,
this is the option that will be selected by default. You don't have to check any radio button
like this but, if you do, make sure you only check one of them.

Next, see how each radio button has the same name (rb_eggs) but a different value (F, P or
S). If the visitor clicks the "Fried" button, $rb_eggs will be set to "F". If he chooses
"Poached"”, $rb_eggs will be "P" and so on. Each "set" of radio buttons on a form, ie each
collection from which the visitor can make one choice, needs to have its own name that is
shared among all the buttons in the set butwhich is not used anywhere else on the form.

As to why I've used values of F, P and S rather than "Fried", "Poached" or "Scrambled", this
is mostly personal preference. And because it saves me having to remember whether the
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value of a radio button is Fried or FRIED or fried when | come to check it in the PHP
program.

With the form fields correctly named, there's just one more thing we need to do before our
form is ready. When the visitor fills in the form and clicks the Submit button, the data will
be sent to a PHP program of our choice. The name of this PHP program needs to be

specified in the <f or n» tag. Currently it probably just says:

<form action="">

You need to change this to:

<f or m net hod="POST" acti on="br eakf ast. php">

Now, when the user clicks Submit, the breakfast.php program will be run and the form's data
sent to it.

As for met hod="PCOST", this tells the web server how to send the submitted form

information. You don't need to worry about how it works. Just make sure that
nmet hod="POST" appears in every <form> tag thatyou create. If you don't, your form won't

work.

With everything in order, we're now ready towrite the breakfast.php program.

Handling Form Data and Quote Marks

Take a look at the following PHP program. Note how I've sanitized $name, deleting any
character thatisn't A-Z, a-z or a space. There's no need to sanitize the other input, as I'm not
echoing it directly, just comparing it to certain values.

<?php

$name = $_PCST["tb_nane"]; # D ner's name

$nane_san = ereg_repl ace("["A-Za-z 1", "", $nane);

$cb_eggs = $ POST["cb_eggs"]; # WIIl be Y if wants eggs
$cb_bacon = $_POST[ "cb_bacon"]; # WIIl be Y if wants bacon
$cb_sausages = $ POST["cb_saus"]; # WII be Y for sausages
$cb_beans = $_POST[ "cb_beans"]; # WIIl be Y if wants beans

$eggs_style = $ PCST["rb_eggs"]; # WII be F, Por S

echo "<p>";
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echo "Thank you ,

$nanme_san . " <br><br>";

echo "Your breakfast order is:<br><br>";

If ($cb_beans == "Y")

{

echo "beans<br>";

}

I f ($cb_bacon == "Y")

{

echo "bacon<br>";

}

I f ($cb_sausages = "Y")
{

echo "sausages<br>";

}

I f ($cb_eggs == "Y")

{

I f ($eggs_style == "F")
I f ($eggs_style == "P")
I f ($eggs_style =="S")
}

echo "</ p>";

?>

{ echo "Fried eggs<br><br>"; }
{ echo "Poached eggs<br><br>"; }
{ echo "Scranbl ed eggs<br><br>"; }

One thing you'll not have seen before is the use of a hash (#) symbol to signify the start of a
comment. Also, note how we retrieve each form variable with $_POST[ "sonet hi ng"] .

There are two ways that data gets sent to PHP programs. One is via the URL, such as

www. your si t e. com br eakfast . php?neal =breakf ast &eggs=fried

In this case, the PHP program must retrieve the data with $ GET. But if the data comes
from a form, as it does here, you need to use $ POST instead. And yes, that's why we added

nmet hod="POST" to the form tag.
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Don't try changing to met hod="get " inyour form tag, by theway, and then using $ GET to
retrieve the contents of the form. Itwill work, sometimes, but the contents of the form will
appear in the URL. There are serious security implications in doing this.

Note how I've generated <p> tags around the output, so that the page will neatly adopt the
layout as specified in the <p> tag style for whatever css style sheet you decide to use. To do
so, you'll need to add another set of "echo" statements which generate <head> and <body>
sections, and a link to the style sheet. The link should go in the head section and looks like:

<LI NK href="style.css" rel ="styl esheet" type="text/css">

However, if you're going to generate this line with some PHP, note that the following won't
work:

echo "<LINK href="style.css" rel ="styl esheet" type="text/css">";

The problem is that the quote marks (*) are being used here for 2 different purposes. The
very first one and the very last one are part of the PHP code, and specify the startand end of
the text you're outputting to the visitor's web browser. The others, though, are part of the
text being output.

When you want to echo a literal quote to the visitor's browser, the rule is that you need to
precede it with a backslash. Like this:

echo "<LINK href=\"style.css\" rel=\"stylesheet\" type=\"text/css\">"

Note, too, how I've used a different layout for some of the if... statements. If the visitor wants
eggs, I've then tested for the type of eggs using a form that takes just one line for the
comparison and the display of the message. This is useful if the amount of code you want to
run asa result of the test is short, and keeps things neater.

Testing The Form

Type or paste the PHP program above into a file called breakfast.php. Upload this to your
web server, along with the form.html file (or whatever you called it). Make sure that both
files get uploaded into the same folder on the server, and that the name of the PHP file is the
same one specified in the "action™ part of the form tag. On some servers this is case-
sensitive, so breakfast.php is not the same as BREAKFAST.PHP.

With both files uploaded, surf to the page that contains your form and you should see this:

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you justthe same, but brings me a small commission that funds the development of this book.
267



/) form - Microsoft Internet Explorer

File Edit Wiew Favaorites Tools

Help

Q- © 11 B &

/:\] Search ‘E‘l‘(‘ Favarites ﬁ‘} | [_':v :_:_

Address

:g"| http: /e, the-web-book, com/form. html

Breakfast Menu

Matne: IRDbert Schifreen
Please choose your order:
Ega: ™

Bacon [0

Smisages M

Beans ¥

How do vou like vour eggs?
Fried €

Poached 5'

Scrambled ©

Check that you can type into the Name box, and that you can select an assortment of food
items and a single egg type. Fill in the form as you wish, then click Submit. With luck, you

should see something like this:

a http:/ /www.the-web-book.com/breakfast.php - Microsoft In

Eile Edit Wew Favorites Tools

Help

@Back - -J - |ﬂ @ \-_;j | /__j Search ‘::i'(‘ Fawarite

Address

@ http: /s, the-web-book, com/breakfast . php

Thank you Eobert Schiffeen
Tour brealfast order is;
beans

sausagess
Poached eggs
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Itworks. The data from the form has been transferred to our breakfast.php program, and
has been processed and displayed correctly. Plus, because form input is being sanitized, this
program is also written in a secureway.

Being able to create forms, and write PHP programs to deal with the data from them, is a
vital part of developing PHP-based web applications. Only by using forms can you request
information from visitors to your site.

One of the most useful things about forms is that you can populate them from a database
automatically, and this is something we'll cover in more detail later. But imagine, for
example, that the list of breakfast items (eggs, bacon etc) is held in a database table. Having
accessed the database and retrieved the list of items, you then wish to present them in a
menu for the user to choose.

Here's the code we originally used, in form.html, to create the menu:

Eggs <input type="checkbox" name="cb_eggs" val ue="Y" />
Bacon <i nput type="checkbox" name="cb_bacon" value="Y" />
Sausages <i nput type="checkbox" nanme="cb_saus" val ue="Y" />
Beans <i nput type="checkbox" name="cb_beans" value="Y" />

And here's a PHP version of it, based on an array of items that we have read from the
database.

<?php

for ($i = 0; $i <= count(S$itens); $i++

{

echo $itens[$i];

echo "<i nput type=\"checkbox\" nane=\"cb " ;
echo $itens[$i] . "\" value=\"Y\" />";

}

?>

For an array called $items[] that contains values of "bacon", "sausage" and "beans", this code
will produce:

<i nput type="checkbox" nane="cb_bacon" val ue="Y" />
<i nput type="checkbox" name="cb_sausage" val ue="Y" />
<i nput type="checkbox" nanme="cb_beans" val ue="Y" />
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Hey presto, a dynamically-created collection of checkboxes. Now, hopefully, you can start to
see how PHP and MySQL work together to allow you to create powerful web-based
applications. And you're probably itching to get to the database stuff. Don't worry, not long
now.

Note how I've preceded quotation marks with a backslash when | want to echo them to the
visitor's browser, ie when they're not part of the PHP code itself. This was discussed in more
detail on page 267.

Retrieving Textarea and Dropdown Data

So far, I've shown you how to retrieve the contents of a textbox, checkbox and radio button
using PHP. For completeness, it's worth explaining how to retrieve the value of a textarea
and a dropdown too.

A textarea's content is retrieved in the same way as a textbox. Just use $ POST[ "xyz"],
where xyz is the name of the textarea as defined in the form. Remember, though, that it may
contain carriage return characters if the user pressed Return while entering the contents of
the textarea. Carriage retums are harmless from a security perspective, but if you don't want
them you can remove them with the same type of ereg_replace command used for sanitizing.
The ereg code for a carriage return character is\ r although it's often also followed by a "line
feed" character (\ n) aswell. Soyou need to search for\ nand\ r and delete them both.

As for a dropdown box, this too is easy to retrieve. Just use $_POST[ ] with the name of the
dropbox as specified in the form. For example, here's the HTML code for a simple dropdown
box. Asyou can see, it is created by a <sel ect > tag, though few people ever refer to it as a

select box:

<sel ect nane="dd_season">
<opti on>Spring</opti on>
<opt i on>Sunmer </ opt i on>
<opt i on>Aut uim</ opt i on>
<opti on>W nter </ opti on>
</ sel ect >

This produces, on a form, the following:
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ISpring "'I

Using $_POST[ "dd_season"] in PHP will return the name of a season. However, there's
another option that you may find useful. Consider this:

<sel ect nane="dd_season">

<option val ue="1">Spri ng</opti on>
<option val ue="2">Summer </ opti on>
<opti on val ue="3">Aut unmm</ opt i on>
<option val ue="4">Wnt er</opti on>
</ sel ect >

Now, the values that $_POST[] will return are no longer Spring, Summer, Autumn or
Winter. Instead, the values returned will be 1, 2, 3 or4 respectively.

Imagine you're populating a form from a database, as described above. You want to produce
a drop-down list of all the guests who are currently staying in the hotel. So you retrieve,
from the database, their id number and their name. Where I've listed the names of the
seasons above, you display the guest's name. But where I've shown 1,2,3,4 above, you echo
the guest id number. Now, when the hotel receptionist chooses a particular name from the
drop-down list, the PHP code knows the guest's database id number rather than their name.
Consider this while re-reading the section on database normalization (page 201) to see just
how incredibly useful this is.

Checkbox Arrays

When you're creating HTML forms, you'll often find yourself creating a large set of
checkboxes. For example, keeping with the hotel management system analogy for the
moment, perhaps you want to show a screen which lists each bedroom by number, along
with a checkbox, so that the operator of the system can choose which roomsto mark as being
in need of cleaning.

Oneway is to do something like this:

Room 1 <input type="checkbox" nane="roonl" val ue="Y" /> <br>
Room 2 <i nput type="checkbox" nane="roonR" val ue="Y" /> <br>
Room 3 <i nput type="checkbox" nane="roonB" val ue="Y" /> <br>
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Room 4 <i nput type="checkbox" nane="room4" val ue="Y" /> <br>

Which would work, of course, but will cause problems when the PHP code on the receiving
end of the checkboxes needs to do its stuff. There might be dozens of checkbox variables to,
er, check, each with a different yet slightly-similar name. There's no easy way to use a loop
and quickly scan through the values of $rooml, $room2, $room3 and $room4 to find out
which are blank and which are "Y".

As you might expect, there's a handy shortcut, and that's to create an array of checkboxes.
You'll remember the concept of PHP arrays from page 251. Here's a version of the above
HTML code that uses a checkbox array:

Room 1 <i nput type="checkbox" name="roons[]" value="1" /> <br>
Room 2 <input type="checkbox" nane="roons[]" value="2" /> <br>
Room 3 <i nput type="checkbox" name="roons[]" value="3" /> <br>
Room 4 <i nput type="checkbox" nane="roons[]" value="4" /> <br>

Note that each checkbox now has the same name, which ends with 2 empty square brackets.
Note too, that each checkbox has a unique value which corresponds to the room number.
The above HTML displays the following, when included in a form:

Room 1 T
Boomz [T
Foom 3 [T
Roomd [T

When the contents of the checkboxes is sent to the PHP code, the results will be in an array
called $rooms. This array will contain only those checkboxes that were ticked (there's no

way to retrieve a list of those that were not, which is sometimes annoying). The values in the
array will be the same as the val ue= settings for those checkboxes. So, for example, if the

visitor ticks boxes 2 and 4, the $rooms array will contain 2 elements (numbered O and 1,

because arrays always start at 0). $rooms[0] will contain 2 (the first room selected) and
$rooms[1] will contain4.

Here's some PHP code to handle the above HTML. It steps through each of the entries in the
$roomsarray and displays the value:

$roons = $ POST[ "roons"];

$room count = count ($roons) ;

echo "There were " $room count roons chosen. <br>";
echo "The roons you ticked were: <br>";
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echo "<br>";
for ($i=0; $i <= count($roons); $i ++)

{

echo $roons[$i] . "<br>";

}

And here'swhat it displays ifyou tick rooms 2 and 4:

,f':" http:/ /www.the-web-book.com/breakfast.php - Windows Internet Explorer

@._ X IQ hikkps f femes Ehe-web-book, combreakfast, php

”3 Qhttp:,l',l'www.the—web—bu:u:uk.cu:um,l'breakfast.php

There were 2 rooms chosen.
The rooms ticked were:

2

4

Feedback Forms

Perhaps the classic use for an HTML form, outside of something that displays information
from a database, is the feedback form. This is a great way to allow site visitors to send you a
message.

Just create a form on a web page which contains a textbox for the visitor's name, and a
textarea into which they can enter a brief message. When they click Submit, your PHP
program retrieves the sender's name from the textbox and the message from the textarea. It
can then use the mail() function in PHP to send the contents of the textarea to your email
address, after adding the contents of the textbox to the start of the message.

I won't include an example of how to do this, as all of the required steps have already been
covered in this book. Just use $ POST to retrieve the two items of text, and the mail

function (see page 242) to send it.

If you want to allow visitors to your site to send you comments, suggestions etc, then a
feedback form is the best way to do it. The only other option is to include your email address
on a web page, perhaps as a hyperlink. If you do this, however, you have no control over
what happens when the visitor clicks on that link. Most often, the visitor's computer will
launch its standard email program (whatever that is set to). Assuming there is one, of
course, otherwise nothing will happen at all. Very messy and unprofessional. By having a
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feedback form, you never have to divulge your email address in public. The visitor fills in the
form, clicks Submit, and your PHP code sends you the message.

Hidden Fields

A form is a great way to pass information back to a PHP program from a web page.
Sometimes, though, you might want to include other information in addition to the contents
of the form fields. As it happens, one excellent use of this feature is to help spam-proof a
feedback form.

Consider the case of the feedback form as mentioned above. It provides an easy way for
anyone to type in a message, click Submit, and have it mailed to you. The trouble is,
spammers often use these forms as a way to send unwanted mail. If the form merely sends
its contents to you alone, it's inconvenient. If the form posts its contents to your company's
online forum, it's a much bigger problem. So here's a neat way to create a feedback form
that's virtually spammer-proof.

Almost all form-based spam is sent by automated programs rather than humans. The
programs surf to your feedback form page, paste some text into it, and click the submit
button. All within a very short time. And that's their downfall. Spam is only worth sending
if you can do it quickly, in order to be able to send sufficient quantities. Real people, on the
other hand, type relatively slowly. It probably takes them at least 15 seconds, after the
feedback form is displayed, before they click Submit.

So is there a way of finding out how long the user took to fill in the form? If so, we can
simply discard the contents of any form that gets submitted too quickly, rather than emailing
its contents to anywhere.

The answer is to use something called a hidden form field. You're probably accustomed to
seeing something like this in the HTML code of a form:

<i nput type="text" size="40" />

Now consider this:

<i nput type="hi dden" name="ti mecode" val ue="12345" />

This creates another form variable called $t i mecode, with a value of "12345", which will be
sent back to the PHP program when the form is submitted. It doesn't correspond to any
form item like a textbox or checkbox, butis what's known asa hidden field. Hidden because
it doesn't appear anywhere on the form. If you ever want to send other information back to
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the PHP program, hidden fields are the way to do it. And one of those is the key to our
spam-proofing.

In the HTML file that creates the feedback form, add a few lines of PHP as follows, before the
end of the form (ie, before the </form> tag):

<?php

$t = tine();

echo "<input type=\"hidden\" nane=\"tinmecode\" value=\"" . $t . "\" [>";
?>

PHP's time() function returns a long number (10 digits or so) which corresponds to the
number of seconds since January 1 1970. It's known as the timestamp, and is often used in
programming to find out the current time or to do time-based calculations. For example, if
you want to know what the time is going to be in 2 hours, make a call to time(), then add
7200 to the result (3600 seconds in an hour, times 2), then call one of the many PHP
functions that convert a timestamp back to a date and time.

We now have a form which, in addition to the name and message, includes a hidden field
called $timecode that contains the timestamp at which the form was displayed to the visitor.

When your PHP code receives the data from the form, make a call to time() and compare the
value to $timecode by subtracting one from the other. The result will be the number of
seconds that elapsed between the form being sent to the visitor's browser and the Submit
button being clicked. If this is less than, say, 5, you can safely assume that the form was
submitted by an automatic spam-sending computer rather than a human.
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Accessing MySQL Databases with PHP

On page 210 we covered the basics of creating a web-based MySQL database and querying it
via phpMyAdmin. On page 228 we covered writing programs using PHP. And on page 260
we covered HTML forms. Once you know how to do these three things (and if you have
forgotten, you would be advised to recap before going further), we can now put it all together
and create an online database application.

To continue, you will need to ensure that the hms database we discussed on page 205 exists
on the web server, and that there’s a table within it called customers. The customers table
needs 7 fields:

id
firstname
surname
title
address
phone
email

All of these should be text fields (tinytext should suffice) except id, which should be an
integer. Further, id should be set as an auto-increment field. 1f you've forgotten how to do
so, refer back to page 210 for coverage of phpMyAdmin.

With the database and table created, your phpMyAdmin screen should look like this when
you view the structure of the Customers table:
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/3 host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Microsoft Internet Explorer =12l

File Edit Vew Favorites Tools Help | ’,’
Y s 3 . ) - ﬂ 4
@Eack ML > I Iﬂ \g (al /.jSearch . Favorites {‘) | = _ﬂ @ _J ‘i
Address Iﬁj https: | fhost 368 hostmonster . com: 2053/ 3rdparty fphpMy Adminfindesx. php?db=thewebbo_hms&token=d56394bazdzedcSeq95fcfaa394f 755 j <) | Links *
-

mﬂ’]g’!wfﬂjﬂ ] 23 Server: localhost ¢ Database: thewebbo_hms ¥ Table: customers —

ElBrowse [ Structure oL J'Search _ #clnsert [EExport [Ellmport %8 Operations [ffEmpty 3 Drop

Database Field Type Collation Attributes  Null  Default Extra Action
[Chms (1) =] - id rmediurnint(3) Mo auta_increment S X EH I
[~ firstname tinytext latin1_swedish_ci o ¢ ol
thewebbo _hms (1) [~ surname tinytext latinT_gwedish_ci Mo & X ol
P [ title tinytext latin1_swedish_ci Mo S X H O
[ address  text latin_swedish_ci Mo s X B B B
I~ phone tinytext latin1_swedish_ci o ¢ ol
- email tinytext latin1_swedish_ci Mo VA Ol [

t Check All £ Uncheck All With selected: [lE 2 X

5 Print view Proposge table structure

Fe Add |1 field{s) @ At End of Table ¢ At Beginning of Table O Aﬂerlld 'l EI

Indexes: Space usage Row Statistics
Keyname Type Cardinality  Action  Field Type Usage Statements Value
PRIMARY PRIMARY 2o ¥ o Data 188 B  Format dynamic
Cieehs i Tl an |1— . — EI Index 8,192 E  Collation latinl_swedish ci
Total &,380 B Rows 2
Row length ¢ 94
Row size ¢ 4,190 B
Next 3
Autoindex
Creation Jul 19, 2009 at |
10:20 AM
Last update iug 17, 2009 at
01:34 AM
Last check iug 17, 2009 at =
|l il
&l =

You'll also need some data in the table. Hopefully, your data will still be there from whenwe
covered phpMyAdmin. If not, browse to the Customers table, click on Insert, and create a
couple of records. Now, when you click on Browse, you should see the data in the table like
this:
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3 host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMyAdmin 2.11.9.5 - Microsoft Internet Explore; =12l

File Edit Vew Favorites Tools Help | ’J'

Ot O X A 0 -E- )88

Address Iﬁj https: | fhost 368 hostmonster . com: 2053/ 3rdparty fphpMy Adminfindesx. php?db=thewebbo_hms&token=d56394bazdzedcSeq95fcfaa394f 755 j <) | Links *

—~ n
) ~g -
e Search L Favarites {?

I
-4

phpjyjcrp:w;ﬂj” ] 23 Server: localhost ¢ Database: thewebbo_hms ¥ Table: customers

@EE=

TEBrowse B Structure. J2SOL JOSearch  Fcinsert  [EFxport  [import %€ Operations  [fiFmpty  Drop

Database

I_hms (1 j (i) Showing rows 0 - 1 (2 total, Query took 0.0008 sec)
thewebbo_hms (1) —SOL query:

SELECT *
B customers FROM " customers™

LIMIT O, 30

™ Prafiling [ Edit | [ Explain SQL | [ Create PHP Code | [ Refresh |
Show ”30 row(s) starting from record #|0
in Ihonzontal j made and repeat headers aﬂer|1EIE| cells
Sort by key: |None j
—T— id firsthame surname ftitle address phone email
- ¥ 1 ohn Smith Mr B85 The High Street, Landan 01234 Jjohn.gmith@mail. com
567890
- # X 2 Jane Allen Mrs B The Copse, Bamet, Hertfordshire, 01223 janeallenS6E@hotmail com
WDE 4TT 447209
L Check All/ Uncheck All Witk selected: 2 X B
Show ”30 rowe(g) starting from record & |0
in Ihonzomal j made and repeat headers aﬂer|1DD cells
-Query results operations
’7",;‘ Print views . Print view {with full texts)  [E Export CREATE WIEW
~ | Open new phphyAdmin window
L] [

&] Done R

Counting Rows

Now we're ready to start writing some real code. Close your Web browser, open PSPad, and
create a file inyour public_html folder called custlist.php which contains the following:

<?php

$db_host = "l ocal host";

$db_database = "t hewebbo hns";

$db_user nane = "t hewebbo";

$db_password = "abcl123xyz";

$dbcnx = nysqgl _connect ($db_host, $db_user nane, $db_passwor d) ;
nysql _sel ect_db($db_dat abase);

$query = "select id from custoners”

$q = nysql _query(S$query);
$total = nysqgl _numrows($q);

echo "Total nunmber of custoners in the database is " . $total;
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?>

Open your web browser and surf to ww. your si t e. com cust | i st. php andyou should
see the following:

a http:/ S vwrw . the-web-book.com,/custlist.php - Microsoft Internekt Expl - |EI|£|
File Edit Wew Favorites Tools  Help '1.'
- - .—.,] I‘:Fn‘_ ; "‘t y ._. . 3
@Eack D> B \ﬂ @ ._l\] pa Search - Favarites {;_4 = W -
Address :EIhttp:,l',l'www.the-wel:u-l:n:u:uk.cu:um,l'u:ustlist.php - Go | Links *
=

Total mumber of customers m the database 15 2

[~
|€| Daone |_|_|_|_|_|ﬂ Inkernet v

For simplicity, | haven’t generated <HTML>, <body> and <p> tags. Technically, therefore,
the HTML page is not valid code. However, it keeps things simple for now, and just about
every browser will allow it. When you come to develop real applications, make sure that you
generate valid HTML pages which contain all the necessary tags.

Let’s look at this code in detail.

The first 6 lines are used to connect to your database. You need to ensure that these lines are
present at the start of every PHP program you write, if you intend to access a database. The
first 4 lines are where you specify the hostname, database name, username and password
(use the same password and username that you use for accessing phpMyAdmin or your web
hosting control panel). The hostname will probably be “localhost” unless your web hosting
provider stores its databases on a server other than the web server. If this is the case, you
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will be advised accordingly. Make sure you change the database information accordingly.
Don't simply copy and paste my example into your programs, as thiswon'twork.

Having made the connection to our database, we can now access it. This takes just 4 lines of
code, as follows.

$query = "select id from custoners”;

This creates our MySQL query (you should recall these from when we queried the database
directly with phpMyAdmin). We store the text of the query in a variable called $query. In
this example, wewant to select all the id values from the customers table.

$g = nysql _query($query);

Now we execute the actual query. The nysqgl _query function performs the query, which
we have previously stored in the $query variable. Note how we assign the result of the query
to the $q variable.

$total = nysgl _numrows(%$q);

Having performed the query, we now use the nysgl _numrows() function, which returns
the total number of database records (ie, rows) which were returned in the $q query. That is,
the total number of id values. At this point we haven’t actually retrieved any data. All we
have is the total number of rows. Which isall we need right now, so let’s display it:

echo "Total nunmber of custoners in the database is " . $total;

Reading Data

We now have a complete PHP program which can access a MySQL database. So let’s adapt it
to display some real data. Change the program to the following:

<?php

$db_host = "l ocal host";

$db_database = "t hewebbo_hns";

$db_user nane = "t hewebbo";

$db_password = "xyzabc123";

$dbcnx = nysgl _connect ($db_host, $db_user nane, $db_passwor d) ;
nysql _sel ect_db($db_dat abase);

$query = "sel ect firstnane, surname from custoners”;
$q = nysql _query(S$query);
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echo "These are the custoners on fil e:<br><br>";

while ($row = nysqgl _fetch_ array($q))
{

echo $row "firstname"];
echo " ";
echo $row "surnane"];

echo "<br>";

}

?>

As before, we start with the standard 6 lines for connecting to our database. Then we create
a database query (sel ect firstname, surname from custoners) and execute it.

Note how we specify which fields we need. In theory you can just say select * from
cust oner s, which would return all 7 fields. But it’s good practice to only request fields that

you’re actually going to use. It reduces the load on the database server.

When you perform a query that retumns data, as we have just done, you then need to loop
through the array of rows that the query retums. That's what the nysql _fetch_array

code does:

while ($row = nysqgl _fetch_array($q))
{

echo $row "firstname"];

echo " ";

echo $row "surnane"];

echo "<br>";

}

Here, we use a whi | e...loop, which returns an array of fields called $r ow[ ] for each row of
the database returned by the query. The names in square brackets match the field names in
the table. So in this example, for each matching row, we echo the row’s firstname field, then
a space, then the row’s surname field, then a line break. This produces a neat listing of every
customer’s full name.

You don't have to use $row as the array name, of course. You could call it $record,
$customer, or whatever else you choose. But many PHP programmers tend to call it $row,
so that'swhat| use.
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Try adapting this program so that it also prints out the customer’s email address. Remember
to adjust the database query so that it retumns 3 fields rather than just 2.

Also, try changing the query to:
sel ect firstnanme, surnane from custoners where id=3

This time, notice how just one matching row gets returned. Remember that id is a numeric
field, so there's no need for quotes round the number 3.

Let's neaten up the output slightly by using a table. Here's a new version of the program.
Again, I've kept the HTML tags to a bare minimum in order to make the listing as short as
possible for clarity. When you do this for real, you must include HTML and body tags. Plus,
you'll probably want to create a style sheet that specifies the design of <p> or <td> tags.

<?php

$db_host = "l ocal host";
$db_database = "t hewebbo hns";
$db_user nanme = "t hewebbo";
$db_password = " XxXxxx";

$dbcnx = nysqgl _connect ($db_host, $db_user nane, $db_passwor d) ;
nysql _sel ect _db( $db_dat abase) ;

$query = "sel ect firstnane, surname from custoners”;
$g = nysql _query($query);

echo "<t abl e border=1>";
echo "<tr>";
echo "<th col span=\"2\">These are the custoners on file</th>";

echo "</tr>";

while ($row = nysqgl _fetch_array($q))

{

echo "<tr>";

echo "<td>" . $row "firstnanme"] . "</td>";
echo "<td>" . $row "surnane"] . "</td>";
echo "</tr>";

}
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echo "</table>";

?>

This time, we start by creating a table and setting a border width. There are lots of other
useful options that you can add to the table tag, or specify with a css style, but this will do for
now. Next, we create a table header row. Note the use of colspan, to indicate that this row
spans both columns of the table. And see how I've used a t h tag for the header row cell,
rather than the standard td tag in every other row. This will allow me to specify a different
design for the header row when I get around to creating the css file.

Finally, within the while... loop that brings in each row of data from the table, | create an
HTML table row.

The end result is:

D http: f P the-web-book, ..,

« C M ¢ bt/ fwww. the-web-book.com/custistpbp - B O~ f-

|These are the customers on Ele|
Tohn [Stmith |
HAJlen |

|I ane

Not particularly pretty, but all of the building blocks are there. All that remains is to create a
css file which contains entries for the p, t h and t d tags, and generate another line of HTML

which attaches it. | shall leave this to you. One of the great things about CSS is that you can
design the structure of your site independently from its look. Once the PHP code is working,

and returning the information you need, then you can work on the css to make it look pretty.
So long as the PHP code simply generates tags such ast h, t d and p, you can then control the

appearance of your site via a css file without needing amend the PHP code at all.
Before we leave the topic of reading data, here's one more neat example.
<?php

$db_host = "l ocal host";
$db_database = "t hewebbo_ hns";

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
283



$db_user nanme = "t hewebbo";

$db_password = "xyzxyz";

$dbcnx = nysqgl _connect ($db_host, $db_user nane, $db_passwor d) ;
nysql _sel ect_db($db_dat abase);

$query = "sel ect firstnane, surnane, phone from custoners";
$g = nysql _query($query);

echo "<t abl e border=1>";
echo "<tr>";
echo "<td col span=\"2\">These are the custonmers on file.</td>";

echo "</tr>";

while ($row = nysqgl _fetch_array($q))

{

echo "<tr>";

echo "<td title=\"" . $row "phone"] . "\">";
echo $rowf "firstname"] . "</td>";

echo "<td>" . $row "surnane"] . "</td>";
echo "</tr>";

}

echo "</table>";

?>

It's only a couple of minor changes to the code. First, I've amended the query to return the
phone number field as well as firstname and surname. Then, when | create the table row
that contains the first name of the customer, | also add a "title" to the td tag, the contents of
which is the phone number field.

For example, the generated HTML code for John Smith with a phone number of 1234 would
be:

<td title="1234">John</td><td>Smt h</td>

The "title" parameter in a t d tag creates pop-up text which appears when you hover your

mouse over the cell. So now, just hover the mouse over someone's first name and their
phone number magically appears. Like this:
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f,"— http:/ /www.the-web-book.com/custlist.php - Windows Internet Explorer

@\-’_‘/? 1| % IE bkt frnena the-web-boak, com/custlist, php

T:Q!? @ hktp: f funmw, the-web-book, comjicustlist, php | |

|These are the customers on file.
John |Smith

|J ane 01234 567590

Searching A Table

Now we'll write a simple PHP application that allows the user of the site to search the
customer database for a specific surname. This is the sort of thing that a hotel receptionist
might do if they're using the Hotel Management System that we're developing.

Before you go any further, you need to use phpMyAdmin to ensure that at least 2 records in
the customer database share at least 2 consecutive letters. This is because we want to add a
partial search facility, and itwon'twork if there's nomatching data to retumn.

As you can see from the screen shot below, we have 2 customers with surnames of Allen and
Albert. We should then be able to search on a partial match of "Al" and return both names.
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/2 host368.hostmonster.com / localhost / thewebbo_hms / customers | phpMy&dmin 2.11.9.5 - Windows Internet Explorer |5 |1|
6\;—; = |§‘ |Z| IA;.‘“ https:Hhost368.hostmonstar.com:2083,!’3rdpartw’phpMyndminIindexphp?db:thewebbo_hms&j % ‘El |E| IS;' Live Search |P '|
{? s host368 hostmonster, com | localhost | thewebba_hm... | | ﬁ © - [ @ & J' @' f:;‘}‘ @' z
mm 23 Server: localhost » Datab h bbo_hms » Table: customers
fg Browse Structure  JBSQL  Search Filnsert [EjExport Import  %€Operations [ Empty [ Drop
Database

|_hms (1} j (@) Showing rows 0 - 2 (3 total, Query took 0.0002 sec)
thewebbo_hms (1)
B customers [ E&tcgru,ew:

FROM "customers®

LIMIT 0, 30

[~ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]
Show - ”30 row(s) starting from record # In
in |h0r|zgnta| =] mode and repeat headers aﬂerlmu cells
Sort by key: |None j
o id firsthame surname title address phone email
- 2 ¥ 1 John Smith Mr 65 The High Street, London 01234 john_smith@mail.com
567890
r & ¥ 2 lJane Allen Mrs 6 The Copse, Barnet, Hertfordshire, 01223 janeallen86@hotmail.com
WD6 4TT 447209
r & X 3 Eline Albert Ms 123 The Road 12345 elaine@theroad.com
t Check All / Uncheck All With selected: 4 X
Show : ”3[] row(s) starting from record # IU
in |h0rizunta| j mode and repeat headers aﬂerl‘lUU cells
Query results operations
" 4 Print view 14 Print view (with full texts) [ Export CREATE VIEW
~  Open new phplMyAdmin window

Done 0 T T |6 mternet h v | EanmE - 4

With the necessary test data in place, we can put the application together. Before we look at
the code, here's the app in action. First, the search form:

[ httpeffensns the-web-bodk.... »

€ > C N 95 hip/fwwwthe-web-book.com/fzearchypbp B [~ -~

Search for surname:
[Smith

Full search ®
Partial search ©

Search |

We fill in a surname, choose Full or Partial search, and click the button. In this instance,
John Smith's details are displayed:
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D htkp:/fww the-web-book. ... »

<« C M 9 htpwww.the-web-book.com/searchphp B [+ S~

Tohn Srmith

Now let's try a partial search. We'll search for "Al" and select the relevant radio button.

expected, both of the matching records are retumed:

|__h| http: S, the-web-book, ... =

< C M o hop/www.the-web-book.com/zearchphp B [ &~

Jane Allen
Elaine Albert

To show how this all works, here's the complete PHP code for the application:
<?php

# Start the page properly
echo "<HTM.>";

echo "<body>";
# Check whet her t he searchtype radi o button has been set

# If not set, display the search form

if (!isset($_POST["searchtype"]))

{

echo "<form nmet hod=\"POST\ " action=\"sear ch. php\">";
echo "Search for surnane: <br>";

echo "<input type=\"text\" nane=\"searchtext\" size=\"15\">";
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echo "<br><br>";

echo "Full searché&nbsp;";

echo"<i nput type=\"radio\" value=\"FULL\" checked nane=\"sear chtype\"><br>";
echo "Partial search&nbsp;";

echo "<input type=\"radio\" name=\"searchtype\" val ue=\" PARTI AL\ " >";

echo "<br><br>";

echo "<input type=\"submt\" val ue=\"Sear ch\" name=\"submt\">";

echo "</fornp";

Yy #if

else # Searchtype was set, so retrieve formdata and do the search

{

$searchtext = $_PCST[ "searchtext"]; # Retrieve fromthe form
$searchtype = $_POST[ "sear chtype"]; # Retrieve fromthe form

$searchtext _san = sanitize_form text ($searchtext); # Prevents SQ injections!

# Now connect to the database

$db_host = "Il ocal host ";

$db_dat abase = "t hewebbo_hns";

$db_usernane = "t hewebbo";

$db_password = "xxyyzz";

$dbcnx = nysqgl _connect ($db_host , $db_user name, $db_passwor d) ;
nysql _sel ect _db($db_dat abase);

# Const ruct the appropriate query

if ($searchtype == "FULL")

{

$query = "select firstnane, surnanme from customers where surnanme=' $sear chtext_san'";
Y #If

if ($searcht ype == "PARTIAL")

{

$query = "select firstname, surname fromcustomers ";

$query .= "where surnane LIKE ' %searchtext_san®%";

Y #if

# Now do the query
$q = nysql _query($query);

$total = nysqgl _numrows($q);
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if ($total == 0)

{ echo "Sorry, no matches found."; }

if ($total > 0)
{

while ($row = nysql _fetch_array($q))
{

echo $rowf"firstname”] . " " . $rowf "surname"] . "<br>";
} # while

} #if matches found

} # else

# End t he page properly

echo "</body>";

echo "</ HTM.>";

exit();

function sanitize_formtext($t)

{

$t = strip_tags($t);

$t = ereg_replace("["A-Za-z0-9@ _-]", "", $t);
return $t;

}

?>

If you've been reading through this book in sequence, then hopefully you'll be able to
understand most of the above. Here are some points to help you.

e The program displays one of two web pages. The first time around, it displays the
search form which, when submitted, launches the same php program again. The
form contains a textbox called searchtext, and a pair of radio buttons called
searchtype with possible values of FULL or PARTIAL. If the searchtype has been set
(to either PARTIAL or to FULL) at the start of the program, this indicates that the
form has been submitted, so, rather than displaying the form again, we do the actual
search instead.
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e |'ve created a function called sanitize_form__text, which is listed at the bottom of the
program. At the point where the value of the search text is retrieved from the form, it
then gets sanitized.

e Depending on the value of the radio button, we then execute one of 2 MySQL
database queries. For the full search, ie where we only return complete matches, the
query boils down to:

sel ect firstnane, surnanme from custoners where surnanme= xyz'

where xyz is the search text entered in the form. Because surname is a text field, you
need quotes round the item you're searching for. Using single quotes is easiest,
because they don't conflict with the double quotes thatmake up part of the PHP code.

The MySQL query for the partial search ends with:

.from custoners where surname LIKE ' %yz%

LIKE %xyz% will match surnameswhich contain xyz anywhere within them.

Remember that a MySQL query will return the data in a random order unless you specify
otherwise. So if you want the results sorted by surname, say, add or der by sur nane to

the end of the query.

Preventing SQL Injection Attacks

This section is vitally important. Please read it carefully.

Although writing web-based database applications such as this one isn't particularly difficult
to do, it's vital that you pay careful attention to security. Hackers love nothing more than
trying to find ways to steal, delete or corrupt the contents of MySQL database tables. And
sadly, it's a lot easier than you might imagine.

Take the example above, where we allow the site visitor to enter some search text, and we
then pass the result of that search text to a database query. If the visitor enters some search
text of Smith, then our query ends up as:

sel ect firstnane, surnane from custoners where surnane= Smth'

No problem there. Butwhat if thevisitor enters some search text as follows:

Smth' or surnane != 'Smith
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This might look weird at first. But paste it into the query above, in place of the "permitted”
surname, and you end up with the following:

sel ect firstnane, surnane from custoners where surnane=" Smth' or
surnane !'= '"Smth'

The ! = symbol means "not equal to". So now we have a query which returns every record
from the table where surname is Smith or where surname is not Smith. In other words, it
will return the entire contents of the table! Imagine a guest being able to display every
customer's record in addition to their own. Or a secure login facility where the visitor is only
granted access "if the password is correct or the password is not correct".

Here's another example. Consider what happens if the following is entered as a surname:

Smth' or surname != "Smth; delete from customers

The semicolon is the standard character in MySQL for separating multiple commands on a
single line. So now, after your program searches for the entered surname, it will then delete
the entire contents of your customer database!

By preventing unwanted characters from being passed to the MySQL query, we prevent SQL
injection attacks. So, this needs to be your golden rule when writing database applications: if
you are going to use untrusted data as part of a query, sanitize that data first. At the very
least, do not allow symbols such as < > !’ and so on. Ideally, allow only letters and
numbers, plus anything else that is specifically required. For example, if you're asking
someone for their email address you'll need to allow a dot, dash, underscore and the "@"
symbol.

Do not underestimate the importance of protecting against injection attacks on your system.
Hackers have sophisticated tools that automatically look for such errors on web sites and try
to exploit them. Therefore, always sanitize your text first, and always use the _san version
within a query.

Remember, too, that you should only allow the characters that you actually need. Otherwise,
you risk inadvertently allowing characters which can lead to problems. For example, %3B is
the hex code for a semicolon so, if you block the user from entering semicolons, they can still
delete your customer database by using %3B instead. The cure? Block the % symbol too.

Adding Data to a Table
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Now thatwe can read and search a MySQL table, it's about time that we added the ability to
store new data records too. This will allow us to stop using phpMyAdmin to insert data, as
we'll be able to use our own program instead.

Let's write a little application that allows us to create a new customer in the existing
customers table. We'll start by displaying a form with space for the 6 fields (firsthname,
surname, title, address, phone and email). Then, when the user presses the Submit button,
we'll add the contents of those fields into a new database record (or, to use the correct
terminology, into a new table row). We'll also need to create a new id, of course. However,
MySQL will take care of that automatically, as the id field is set to auto__increment.

Here's the application in action. First, the data entry form:

a http:/ /www the-web-book.com/addcu - | I:Ilil

File Edt Yew Favoribes Tools Help .1.'

@Back - J - \ﬂ |EL| _:\]

Address @http:,l',l'www.the-weh-haak.cam,l‘ad-j Go | Links **

~
7 Search

First IMame |Rubert

Surname |S|:hifreen

Title [hdr

65 The Street A
Address London =l
Phone  |1234
Email |rn:ubert@the-web-buuk.cum|

Create Custarner

-
Wl_l_l_l_l_lﬂ Internet oz

Having filled in the form, I click the button and see the following:
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23 http:/ /www.the-web-book.com,/adde -0 x|
File Edt Yew Favoribes Tools Help .',"
- Y - A\ ] =
G Back ~ (¢ J \ﬂ |EL| |, Search
Address @http:,l',l'www.the-wel:u-l:u:u:uk.u:u:um,l'ad-j Go | Links *
Done. Inserted a new row with an id of 14
é| Done l_l_l_l_l_lﬂ Internet 5

Neat. Not only has the data from the form been inserted, but we also know the id that was
generated for the auto_increment id field. Just to make sure it really did work, let's pop
into phpMyAdmin and check that a new customer record has indeed been created:

Show |ISD rowe(s) starting from record #ID
in |horiznnta| j maode and repeat headers aﬂer|1DD cells
Sort by key: INDne j
+—— id firsthame surname title address phone email
r & X 1 John Srnith Mr  B5 The High Street, London 01234 john.smith@rmail com
567890
rn # X 2 Jane Allen Mrs B The Copse, Barnet, Hertfordshire, 01223 janeallen26iE@hotmail corm
WDB 4TT 447209
r ¥ ¥ 3 Elaine Albert bs 123 The Road 12345 elaine@theroad. com
r ¥ ¥ 14 Roben Schifreen  Mr  BS5TheStreetLondon 1234 robert@the-web-
book.com
1+ Check All/ Uncheck All With selected: &
Show |IBD rove(s) starting fram record #ID

Excellent, although there’s one minor bug immediately apparent. The spaces and carriage
return characters have been stripped out of the address, which has been stored as
65TheStreetLondon. Canyou work out why, and what needs to be done in order to fix this?
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One other point worthy of mention here. Why do theid’sgo 1, 2, 3,14 instead of 1,2,3,4?

While 1 was writing and debugging the addcust.php program that you're about to see,
records with ids from 4 to 13 were created. | subsequently used phpMyAdmin to delete those
records. And yet, next time MySQL auto-generated an id, it used 14 rather than going back
to 4.

There’s no rule as to how auto-increment fields are generated. All that you're guaranteed is
that they will be unique, ie that there won't be two customers with the same id. You certainly
should never assume that they will be consecutive. So, for example, attempting to count the
number of customers in the table by looking for the one with the highest-numbered id simply
will not be reliable.

Here's the full PHP code for the addcust.php application:
<?php
# ADDCUST. PHP - Add a new custoner to the customers tabl e

# Check whet her there's a surname specifi ed.

# 1f not, then just display the form

if (lisset($_POST["tb_surname"])) # if no surname specified
{

echo "<HTM.>";

echo "<body>";

echo "<form net hod=\" PCST\ ">";

echo "<tabl e>";

echo "<tr>";

echo "<td>Fi rst Nane</td>"

echo "<td><i nput type=\"text\" name=\"tb_firstnane\" size=\"25\"></td>";
echo "</tr>";

echo "<tr>";

echo "<td>Surnane</td>";

echo "<td><i nput type=\"text\" nane=\"tb_surnane\" size=\"25\"></td>";

echo "</tr>";
echo "<tr>";

echo "<td>Title</td>";

echo "<td><i nput type=\"text\" nane=\"tb_title\" size=\"25\"></td>";
echo "</tr>";

echo "<tr>";
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echo "<td>Address</td>";

echo "<td><textarea rows=\"2\" nane=\"ta_address\" col s=\"20\"></textarea></td>";
echo "</tr>";

echo "<tr>";

echo "<td>Phone</td>";

echo "<td><i nput type=\"text\" name=\"tb_phone\" size=\"25\"></td>";
echo "</tr>";

echo "<tr>";

echo "<td>Emai |l </ td>";

echo "<td><i nput type=\"text\" name=\"tb_email\" size=\"25\"></td>";

echo "</tr>";

echo "</tabl e>";

echo "<br><br>";

echo "<input type=\"submt\" value=\"Create Custoner\" name=\"button\">";
echo "</ p>";

echo "</fornp";

echo "</body>";

echo "</ HTM.>";

} #if no surnane specified

el se

{ # a surname was specified so create new record

# Retrieve the data fromthe form
$title = $ POST["tb title"];
$firstnane = $ POST["tb_fi rstnane"];
$surname = $_POST["tb_surnane"];
$address = $_POST["ta_addr ess"] ;
$phone = $ PCST["tb_phone"];

$email = $_POST["tb_emil"];

# Now saniti ze everyt hing

$title = sanitize_formtext($title);
$firstname = sanitize_formtext ($firstname);
$surname = saniti ze formtext($surnane);
$address = saniti ze_formtext($address);
$phone = sanitize_formtext($phone);

$emai| = sanitize formtext($email);

# Now connect to the database
$db_host = "l ocal host";
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$db_dat abase = "t hewebbo_hns";

$db_username = "t hewebbo";

$db_password = "xyz";
$dbcnx = nysql _connect ($db_host , $db_user nane, $db_passwor d) ;

nysql _sel ect _db($db_dat abase);

# Now construct the MySQL query to create the new record

$query = "insert into custoners ";

$query .= "(firstnanme, surnane,title, address, phone,email) ";

$query .= "values (";

$query .= "' $firstname',' $surname',' $title',' $address', ' $phone',"' $enmmi |')";

$q = nysql _query( $query);
$new row = mysql _insert_id();

echo "<HTM.>";

echo "<body>";

echo "Done. Inserted a newrow with anid of " . $new.row
echo "</body>";

echo "</HTM.>";

} # else

exit(); # W're done. Nothing bel ow except functions.

function sanitize_formtext($t)

{

$t = strip_tags($t);

$t = ereg_replace("["A-Za-z0-9@ _-]", "", $t);
return $t;

}

?>

Almost everything should be familiar here, as the structure is very similar to the previous
search example. The most important new feature is the way we inserta new row into a table.
Once you’re connected to the database, the syntax of the MySQL query is:

insert into table (fieldl, field2) values (‘valuel’ ,’val ue2’)
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We then embed it into a PHP nysql _query function call. In the above example, I've built
up the query string over 4 lines. This is purely for clarity, including the way that the listing
looks when printed. You don’t have to do it like that if you don’t want to.

The two sets of items in brackets correspond to the field names you want to insert, and the
values for them. You don’t need to specify every field — if you don’t, ones you omit will be
left blank unless you specified a default value when you created the table initially. Note that
we didn’t bother specifying a value for the id field — this was generated automatically because
it's set to auto_increment. Also note the single quote marks around the values, which are
required if you're inserting data intoa text field as opposed to a numeric one.

There’s a handy PHP function called nysql _i nsert _i d(), which returns the value of the
last auto_increment that MySQL generated. After inserting the record, we call this function
in order to find the value, and then we display it. You might want to adapt the program so
that, once the row has been inserted, you then retrieve it from the database and display all of
the new customer’s data for verification. Knowing the id makes this easy — you can just do
something like:

$new id = nysqgl _insert _id();
$query = “select * from custoners where id=$new.id”;
$q = nysql _query($query);

If you are executing a MySQL query which you know will only be returning precisely one
record (not zero, and not more than one), you don’t need a while... loop in order to skip
through the results. Instead, you can simply do:

$row = nysql _fetch_array($q);
echo $row “firstaname”];
echo $row “surnane’];

and so on. There is only ever going to be one array to fetch, so a loop is unnecessary.

It'sworth pointing out that I didn't generate all of the HTML code for the data entry form by
hand. | used a separate HTML editor. Once I'd designed the form and it looked the way |
wanted it, | then copied the code into the PHP file and added the echo statements around it,
as well as changing all the HTML double quote marks to \ ” in order to distinguish them

from the ones that are part of the PHP code. Using an HTML editor to mock up page which
then become PHP programs is common practice among developers. Don’t assume that you
have towrite all your HTML by hand.
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Editing a Data Record

So far, we've covered reading data from a table, searching a table, and adding new records.
Next, you'll need to know how to edit an existing record. Just as with using SELECT FROM

to read data and | NSERT | NTOto create new records, existing a record is just as easy. It's
simply a matter of knowing how to use an UPDATE..SET query.

A typical edit might be:

updat e custoners set phone='1234" where id=25

This sets the phone number field to '1234' for the customer whose id is 25.

Another example might be the case of Jane Allen who calls to say that she's recently married
and her surname is now Chambers. To update her entry in the database, you would probably
use:

updat e customers set surnanme=' Chanbers' where surnanme= Allen’

Which, at first glance, might appear to be sensible. Itwould certainly work, in that it would
change Jane Allen to Jane Chambers. Trouble is, it'll change the surname of every 'Allen’ in
the customers table, and not just Jane. One solution is to do the following instead:

update custoners set surnanme='Chanbers' where surname='Allen" and
firstname="Jane'

This will probably work. But again, there might be more than one Jane Allen in the
database, so we need a more robust, reliable solution.

You will recall that we designed our database table so that every entry, ie every row, has a
unique id number. Being able to address a particular row by its id is very useful, especially
when you're editing or deleting a row and you need to be sure that you're addressing the
right one.

Here's how I've chosen to design my editcust.php application. First, we display a list of every
customer's firstname and surname, along with a radio button like this:
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Robert's prwiki | Main f Ho,,, * D hkkps v, the-web-book,

€ 9 C N % htp/fwww the-web-book.com/feditcustphp | O S~

Name Select
Johty Srmith '
Jane Allen

r-l
Elaine Albert '
Eobert Schiffeen|| &

Edit selected customer

The user chooses a name to edit (Robert Schifreen in this case), clicks the button and is
presented with the customer’s details in a pre-filled form:

[ hitpe v, the-web-book

« C M ntp e the-web-book,com editcLst phpPaction=show_recard P O S~

First IMame |R'ubert

Surname |Schifreen

Title [mtr

A ddress |65 The Ftreet London
e

Phone  [1234
Ermail |rohen@the—weh—hnnk.cnm

Save |

Now, we can just edit the record as required, then hit the Save button. The database is
amended and a final screen appears:
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[ hitkp:ffunae the-web-book.... >

« C M % htp/www the-web-book.com feditcust. phpraction=store_record P O S~

Thank you, Edit complete. To return to the hotne screen click here.

As to how we make sure that the right Robert Schifreen is being edited, that's down to you.
Perhaps, when displaying the list of names to edit, you should also include the address or the
postcode. Anyway, here's the PHP customer editing application in full:

<?php
# ED TQUST. PHP - Allow the user to edit a customer record

# Connect to our database. We' ||l need this regardl ess.
$db_host = "l ocal host ";

$db_database = "thewebbo_hns";

$db_user name = "thewebbo";

$db_password = "xyzabcl123";

$dbcnx = nysql _connect ( $db_host, $db_user name, $db_password) ;
nysql _sel ect _db( $db_dat abase);

# Now check the action paraneter fromthe URL to see what we need to do

$action = $_GET[ "acti on"];

if ($action =="") # No action specified so show the hone page

{

$query = "sel ect id,firstname, surnane from custoners";

$q = mysql _query($query);
echo " <f orm method=\"post\" action=\"edi tcust.php?action=showrecord\">";
echo "<t abl e bor der=1>";

# Create the table top row
echo "<tr>";

echo "<t h>Name</ t h><t h>Sel ect</th>";
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echo "</ tr>";

whi le ($row = nysql _fetch_array($q))
{

echo "<tr>";

echo "<td>" . $row["firstname"] . " " . $row "surnane"] . "</td>";
echo "<t d>";
echo "<i nput type=\"radio\" value=\"" . $row "id"] . "\'" nanme=\"i d2edi t\">";

echo "</ td>";

echo "</ tr>";

}
echo "</ tabl e>";
echo " <br><br>";

echo "<i nput type=\"subm t\" value=\"Edit sel ect ed custoner\" name=\"button\">";

echo "</ form";

exit();

} # action = ""

if ($action == "show record")
{

# Display the custoner record form Populate it with the details of

# the customer whose id is passed in the id2edit radi o button.

# Get the contents of the id2edit formvari able

$id2edit = $ POST["id2edit"];

# Now get the custoner's details as we'll need themto popul ate the form
$query = "sel ect * from cust oners where id=%i d2edit";
$g = nysal _query($query);

$row = nysql _fetch_array($qg); # don't need a while loop as there's only 1 row

echo " <HTM.>";

echo "<body>";

echo "<form method=\"POST\" action=\"edi tcust.php?action=store_record\ ">";
echo "<t abl e>";

echo "<tr>";

echo "<td>First Nanme</td>";

echo "<td><input value=\"" . $row{"firstname"] . "\" type=\"text\" ";
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echo "name=\"tb_firstnane\" size=\"25\"></td>";

echo "</ tr>";

echo "<tr>";

echo " <t d>Sur name</td>";

echo "<td><input value=\"" . $row]"surname"] . "\" type=\"text\" ";
echo "name=\"tb_surnane\" si ze=\"25\"></td>";

echo "</ tr>";

echo "<tr>";

echo "<td>Title</td>";

echo "<td><input value=\"" . S$row{"title"] . "\" type=\"text\" ";
echo "nanme=\"tb title\" size=\"25\"></td>";

echo "</ tr>";

echo "<tr>";

echo "<t d>Address</td>";

echo "<td><textarea rows=\"2\" nane=\"ta_address\" cols=\"20\">";
echo $row "address"];

echo "</ textarea></td>";

echo "</ tr>";

echo "<tr>";

echo "<t d>Phone</t d>";

echo "<td><input value=\"" . $row|"phone"] . "\" type=\"text\" ";
echo "name=\"tb_phone\" size=\"25\"></td>";

echo "</ tr>";

echo "<tr>";

echo "<t d>Email </t d>";

echo "<td><input value=\"" . $row{"email"] . "\" type=\"text\" ";
echo "name=\"tb_email \" size=\"25\"></td>";

echo "</ tr>";

echo "</ table>";

echo "<br>";

echo "<i nput type=\"subm t\" value=\"Save\" nane=\"button\">";

echo "</ p>";

# Pass the id along to the next routine in a hidden field

echo "<i nput type=\"hidden\" name=\"id2edit\" value=\"" . $id2edit . "\">";

echo "</ forne";
echo " </ body>";
echo " </ HTM>";
exit();

} # action = show record

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you just the same, but brings me a small commission that funds the development of this book.
302



if ($action == "store_record")

{

# Retrieve the data fromthe formand updat e customer record

$id2edit = $ POST["id2edit"]; # Get the id fromthe hidden field
$title = $ POST["tb_title"];

$firstname = $ POST["tb_firstnanme"];

$surnane = $ POST[ "tb_sur name"];

$address = $_PCST[ "ta_address"];

$phone = $_POST[ "t b_phone"];

$email = $ POST["tb_emil "];

# Now sanitize everyt hi ng

$title = sanitize formtext($title);
$firstnane = sanitize_formtext($firstnane);
$surnane = sanitize formtext($surnane);
$address = sanitize formtext($address);
$phone = sani tize_formtext($phone);

$emai| = sanitize_formtext($email);

# Now we can update the custonmer's data, one colum at a tine.

$x = nysqgl _query("updat e customers set firstnane = '$firstname' where id=$i d2edit");
$x = nysql _query("update custoners set title ="'$title where id=$id2edit");

$x = nysql _query("updat e custoners set surname = ' $surnane' where id=$id2edit");

$x = nysql _query("updat e customers set address = ' $address' where id=$id2edit");

$x = nysql _query("updat e custoners set phone ="' $phone’ where i d=$id2edit");

$x = nysqgl _query("updat e custoners set email ="'$email' where i d=$id2edit");

echo " <HTM.>";

echo " <body>";

echo "Thank you. Edit conplete. To return to the home ";
echo "screen click <a href=\"editcust. php\">here. </a>";
echo " </ body>";

echo " </ HTM>";

exit();

} # action = store_record

functi on sanitize_formtext($t)

{
$t = strip_tags($t);
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$t = ereg replace("["A Za-z0-9@. -]", "", $t);
return $t;

}

?>

Once again, this example is arranged in a single file (editcust.php) and all in PHP mode (ie,
without flipping back into HTML mode). Remembering that the Web is a stateless system,
where each page has no idea what came before it, | have used a parameter on the URL to
maintain state. You can read more about this on page 316.

The program starts by performing the necessary code to connect to the database, as this will
be needed regardless. Then, we use $_CET[ "acti on"] to retrieve the value of the "action"

parameter from the URL which tells us what to do next. The first time around, this is not
present and so we show the home page of the system, ie the screen from which the user can
select a customer to edit.

We build the selection form dynamically from the database, producing a table where each
row contains a customer name and a radio button. The name of the radio button is id2edit.
The value of each radio button is the database id number of the customer. This is standard
practice, and a very common way of using radio buttons (or dropdown boxes) to select a
database record. By setting the radio button value to a database id, the code which receives
our chosen name knows precisely which customer record we want to edit.

The "action™ for the form is set to edi t cust . php?acti on=show_record. This means
that the PHP program will be called again when the form is submitted. But this time,
$_CET["action"] will be equal to show record and so a different function will be
performed.

Whenwe detect that $ _GET[ "act i on"] is "show_record", we know that we need to display

the customer record form and that we also need to pre-load it with the data for the specified
customer.

First, we use $_PCBT to retrieve the value of the id2edit radio button in the previous form.
We now know which database record the user wants to edit. So, having already connected to
the database at the start of the program, we retrieve that user's details (name, address,
phone, email, title) into a $row array. Then we create a customer record form, justaswe did
in the previous addcust.php example for creating a new customer. The only difference is
that, in addition to displaying each form field (textbox or textarea), we also generate HTML
which fills in the contents of that field for the user of the site to edit.
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Some example HTML code for displaying a text box plus some content is:
<i nput type="text" name="firstnane" val ue="Robert" size="25">

As you can see, the val ue= component allows you to pre-fill the text box with whatever

content you want. So in this case we do just that, but we fill it with some text that was
retrieved from the database.

The HTML code to pre-fill a textarea is slightly different. It looks like this:

<textarea rows="2" nane="address">
123 Farm Road, London V8
</t ext area>

The acti on for this editing form is set to edi tcust . php?acti on=store_record. So
once again, when the edit has been made and the user presses the Save button, this PHP
program will be called one more time. This time, when we discover that $action is
"store_record”, we retrieve the edited values from the form and update the database
accordingly.

One thing to note is the hidden field in the show__record form. In addition to pre-populating
the form with the customer's data, we also create a hidden field called id2edit. This then gets
passed to the store_record component. If we didn't include this hidden field, then the
store_record part of the program would know a customer name, address, phone, email and
title, because these were part of the form, but it wouldn't know which database id number
they related to and thus wouldn't be able to update the table.

Deleting Data

Just one more database function to cover. We can now read, search, insert and edit data in
MySQL tables. All that remains is to be able to delete records. This is very simple, using a

DELETE FROMquery. For example:

del ete fromcustoners where i d=8

or

del ete fromcustonmers where surname="Sm th" or firstnanme="James"
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Mostly you'll use the id-based version, in order to ensure that you're definitely deleting the
correct record.

Incidentally, be very careful when using DELETE FROM to ensure that you always specify a
WHERE clause. For example, if you forget to do so, and you try:

del ete fromcustoners

you'll find that every customer in your table will be deleted And no, there's no undo facility
in MySQL. You'll have to revert to the backup which you made via the export facility in
phpMyAdmin. What? You mean you aren't in the habit of backing up your MySQL tables
regularly? Maybe you need to consider doing so.

There is little to be gained by including a complete example application to delete a customer
from our table. Itwould be almost identical to the editcust.php example. Just use a form
and some radio buttons to allow the user to pick the id of the record they want to delete.
Then, next time around, retrieve that id and do:

$i d2delete = $_POST["i d2del et e"] ;
$query="del ete from cust oners where i d=$i d2del ete";

$q = nysql _query(S$query);
echo "Record nunber " . $id2del ete . " has been deleted.";

A reminder. During this chapter and the program listings within it, weve used $ GET and
$_POST to retrieve information. Remember the difference. To retrieve information that was
passed as part of the URL, use $_CET. To retrieve information that was passed as a form
field (textbox, textarea or a hidden field), use $_PCST. Just as importantly, remember that
any information that you don't explicitly pass either on the URL or in a form field will not be
present.

Putting it All Together

So there you have it. You now know about databases, PHP, and how to put the two together.
You have all the building blocks necessary to design and create a complete PHP/MySQL
application that has the ability to allow users to create, edit, search and delete information.
Whether your application uses one table or one hundred, the processes are all the same, once
you understand the concepts.

The idea of using act i on= on the URL to allow one PHP file to contain an entire application

is a good one, and one that I use all the time. For example, you could create the entire Hotel
Management System in a single hms.php file. Atthe start, if $action is blank, you display the
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main menu (add customer, edit customer, and so on). If the user chooses "add customer”,
then the action of the menu form might be hns. php?acti on=add_cust oner. Thiswould

display the data entry form, and this form might have an action of
hrms. php?act i on=add _custoner st ore. Next time through the program, if $action is
equal to add_cust oner _st or e, you know that the add_customer form was filled in by the

visitor and your next step is to retrieve the contents of the form and store it in the database.

Of course, if you prefer, you can split your application into lots of separate files. You might
have an hms.php file which does nothing more than display the main HMS menu. Then, if
the visitor chooses to add a new customer, you use a form or a simple hyperlink to go to
hms_addcust.php instead.

How you choose to arrange things is entirely up to you. Personally, | like to keep an entire
application in a single file because it's easier to find what you're looking for during an editing
session. But if you like keeping each discrete part of an application separate, then feel free
to do so. This is especially useful, of course, if you're working on a project with someone else.

Having covered all the main points of developing a web database application, the remainder
of this book looks at improving your general web knowledge and turning a site from a hobby
computing project to a viable business idea.
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Debugging and Global Variables

Professional PHP programmers don’t use a simple text editor like PSPad to develop their
code. Instead they install what’'s known as an IDE, or I ntegrated Development Environment,
on their PC. This includes PHP, a web server, and a sophisticated debugger to help in solving
problems.

There are various PHP IDEs on the market, some of which are very reasonably priced and
some of which are most definitely not. However, they are best avoided by all but the most
serious PHP developers, because they’re large, complex, and require you to install things on
your PC (specifically PHP and a web server) which pose a serious risk to stability and
security unless you know what you're doing. After all, with a web server on your computer,
anyone who knows its I P address could connect to your PC and browse your files if you don't
configure it correctly.

All of which leaves us with one problem. If all you have is a copy of PSPad and access to a
web server over the internet, how do you track down those elusive errors in your programs
without the aid of a proper debugger? Hopefully, the remainder of this chapter will help.

There are two main types of error that you'll encounter. The first is a syntax error, where the
code you write isn’t valid PHP. For example:

echo "Sorry, room" . $roonfl] . " is occupied"

You'll spend ages looking for the missing quote, or dot, only to realise that the problem is
actually amissing semi-colon on the end of the line.

The other type of problem is where your PHP code is valid, but doesn't produce the results
that you were expecting. For example, having added a semicolon to the above line, it
produces:

Sorry, room is occupied

The mistake is clearly yours rather than the server's. It's a coding error. The $room[1]
variable is empty and you need to find out why.

Syntax Errors
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A syntax error in a PHP file will normally prevent the entire program from running, even if
the error is towards the end of the file. In most cases, you'll receive an error message from
the server which will help you identify the cause of the problem. For example:

@ o = |g http:/fwww.the-web-book.com/breakfast.php i

5.¢ Favorites Q http:/fwww. the-web-book.com/breakfast.php

Parse error: syntax error, unexpected T ECHO, expecting '.' or ';' in /home7/thewebbo/public_htmlbreakfast.php on line 22

This should be enough to help you track down the problem. However, some server operators
regard it as a security risk to display syntax errors, because they could provider hackers with
clues as to the inner workings of a program (such as the names of variables or the locations
of files). So they configure their server not to display syntax errors atall. Which means that,
if there's one in your PHP file, all you'll see is a blank screen. The program won't run, but
youwon't be toldwhy. In such cases, your only realistic option is to find a different server.

It's important to note that, although server-generated syntax errors tell you the line number
in your code that contains the error, this number isn't always correct. It's a great starting
point when you're trying to track down the problem, but it's not infallible. This is because
PHP tends to assume that the error occurred on the line following the last valid line. Which
isn't always the case. This often means that the indicated line number will be "out™" by 1 or 2,
although in rare cases (especially if you have long blocks of bracketed code and you've
omitted a bracket or added an extra one) it can be even more inaccurate.

One useful technique, if you're stuck with a particularly elusive syntax error, is "the chop".
Split the PHP file into two separate files, of roughly even lengths. So long asyou don't break
up any blocks of bracketed code, ie so long as the opening or closing bracket doesn't end up
in the other file, you should be safe. The programs won'twork the way you expect, but that
doesn't matter. What matters is that one of them will generate a syntax error when you surf
to it, and onewon't. You now know for sure which half of the file contains the error. So split
that file into 2 and repeat the process. Eventually, the "half" which contains the syntax error
will be small enough that you should be able to recognise where the problem lies.

Coding Errors

When it comes to tracking down coding errors, your best friend a simple echo statement,
possibly followed by exi t (). For example, in the case mentioned above, precede the line

with:

echo $roonf 1] ;
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exit();

When your program reaches this point, it will display the value of the variable and then stop.
Of course, the fact that the variable is blank means that you won't see anything, so you might
prefer:

echo "Xyz" . $roonjl] ;
exit();

You can now look on the generated web page for XY Z, and you'll know where to expect to see
the room number displayed alongside.

And one final addition, which will also help. Change the code to:

echo "XYZ" . $roonjl]; #debug
exit(); #debug

This way, once the program is working properly, you can easily search for the lines with the
comment in order to remove them.

If all this effort doesn't bring the bug out of the woodwork, then move your debug code
further up the file, to just after the place where $room[1] is initially defined. Hopefully, its
value at that point should be correct. So somewhere between those two points it's being
changed. All that remains is to position your debug code, in tum, just after every line that
changes (or which you suspect might change) the value of $room[1]. Chances are, the
problem will be down to a simple mis-spelling, eg rooms rather than room, or "1" rather than
1.

If you want to output the values of an entire array rather than a single variable, you don't
have to write a for... loop to do it. PHP has such a feature built in. Assuming there's a
problem with one or more elements of the $rooms array, and you want to see the whole array
rather than just element 1, use var_dump. The following code:

<?php

$roons[1] = "ABC';
$rooms[2] = "DEF";
$roons[3] = "CGH ";

echo "<pre>";
var _dunp( $r oons) ;
echo "</ pre>";
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?>

Produces the following output:

array(3) {
[11=>
string(3) "ABC"™
[2]1=>
ztring (3) "DEE"™
[3]1=>
string (3) "GHI"™

This tells you that the array has 3 elements. Element [1] is a 3-letter string comprising ABC.
Element 2 isa 3-letter string of DEF, and so on.

I this still doesn't help, you can go one step further and output the contents of every variable
that the program knows about. Just do this:

echo "<pre>";
var _dunp(get_defined_vars());
echo "</ pre>";

This works because there's a PHP function which creates an array containing all of the
variables. So we call this function, then use var _dunp to display the array. As for the other
two lines, the <pre> tag tells the web browser that it’s being asked to display preformatted
text, and is often used when displaying program listings and the like. Just trust me that the
output of var_dump looks much more readable if surrounded by such tags.

While this also produces the list of the contents of the rooms array, it comes at the end of a
very long (many hundreds of lines) listing of lots of other variables as well. These are not
variables that your program has created, but ones which the web server and PHP use for
their own internal purposes. Some of these are very useful. For example, take a look at this
extract from the list that is returned on the the-web-book.com server:
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["_SERVER"]=>
array(31) {
["DOCUMENT ROOT"]=>
string (27) "/home7/thewebbo/public_html"
["GRTEWAY INTERFACE"]=X>
string(7) "CGI/1.1"
["HITF_ACCEFI"]=>
string(222) "image/jpeg, application/x-ms-application, image/gif, application/xaml+:
["HTTF RCCEPT ENCODING"]=>
string (13} "gzip, deflatce"™
["HTTEF_RCCEPT LANGUAGE"]=>
scring(5) "en-GE"
["HITF_CACHE CONIROL"]=>
string(l14) "max-age=253200™
["HTITF_CONNECTION"]=>
string (10} "keep-alive™
["HITF_HOSTI"]=>
string (20} "www.the-web-book.com™
["HTTE_USER AGENT"]=>
string(151) "Mozilla/ /4.0 (compatible; MSIE B8.0; Windows NT &.1; Trident/4.0; SLCCZ2;
["HITE_VIAR"]=>
string(61) "1.1 sulafat.brighton.ac.uk:8080 (squid/2.5.5TRABLE1Z2-20051129)"
["HITF_X FORWARDED FOR"]=>
string(13) "194.,83.112,38"
["PATH"]=2>
string(13) "/bin:/usr/bin"
["QUERY STRING"]=>
string(0) ™"
["REDIRECT STATUS"]=>
string(3) "200"
["REMOTE_RDDR"]=>>
string(13) "194.81.199.53"
["REMOTE FORI"]=>
string(5) "64425"
["REQUEST METHOD"]=>
string(3) "GET"
["REQUEST_URI"]=>>
string(14) "/breakfast.php"

This section, as you can see from the top line, is concerned with the contents of the
$ SERVER]] array, which contains 31 elements. The element called “REQUEST_URI”
(remember that element names don’t have to be numeric) , right down at the bottom of the
list here, seems to contain the name of our program file. Let’s just check this, by writing a
program thus:

<?php
echo $_SERVER "REQUEST_URI "];
?>

And here’s the result:
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[€ http:/feww.the-web-book.com

@ u http:/fwww.the-web-book.com/testd9.php

i:j’ Favorites Q http:/fwww the-web-book.com/testd9.php

/test99 php

This is hugely useful, for reasons we’ll come onto in the next chapter.

The $ SERVER Variables

There are lots of other useful items in the $_SERVER([] array. Let's havea look at it witha
var _dunp($_SERVER) call, This gives us:

/& http://www.the-web-book com/testdd.pl

@;’\:J : |gihﬂp:"'m\-\\-.the-web-book.mm leitig.rshp " @J ‘:|2 ‘E"ive feam" A

M~ B - @& v Pag

< Favorites L) http://www the-web-book.com/testd9.php

array(31) { [DOCUMENT_ROOT"]=> string(27) "/home7/thewebbo/public_html" ['GATEWAY_INTERFACE"]=> string(7) "CGI/1.1" ['HTTP_ACCEPT"]=> string(222) "ima|
ms-application, image/gif, application/xaml+xml, image/pjpeg, application’x-ms-xbap, application/x-shoclowave-flash, application’vnd.ms-excel, application’vnd ms-powerpoint, applj
*/*' ["HTTP_ACCEPT_ENCODING"]=> string(13) "gzip, deflate” ['HTTP_ACCEPT_LANGUAGE"]=> string(5) "en-GB" ['HTTP_CACHE_CONTROL"]=> string{14) "max-|
age=259200" ['HTTP_CONNECTION"]=> string(10) "keep-alive" ['HTTP_HOST"]=> string(20) "www.the-web-book.com" ['HTTP_USER_AGENT"]=> string(151) "Mozilla|
8.0; Windows NT 6.1; Trident'4.0; SLCC2; NET CLR 2.0.50727; NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0)" ['HTTP_VIA"]== string(60) "1.1 mink]
(squid/2.5. STABLE12-20051129)" ['HTTP_X_FORWARDED_FOR"]=> string(13) "194.83.112.39" ['PATH"]=> string(13) "/binusr/bin" ["QUERY_STRING"]=> string(0)

" ['REDIRECT_STATUS"|=> string(3) "200" [REMOTE_ADDR"|=> string(13) "194.81.199.56" ['[REMOTE_PORT"|=> string(5) "41986" ['REQUEST_METHOD"]=> string
"GET" ['[REQUEST_URI"]=> strmg(11) "/test99 php" ['SCRIPT_FILENAME"]=> string(38) ""home7/thewebbo/public_html'test99 php" ['SCRIPT_NAME"]=> string(11)
"/test99.php" ['SERVER_ADDR"|=> string(14) "66.147.240.168" ['SERVER_ADMIN"|=> string(26) "webmaster @the-web-book.com" ['SERVER_NAME"]=> string(20) "ww
book.com" ["SERVER_PORT"|=> string(2) "80" ['SERVER_PROTOCOL"}=> string(8) "HTTP/1.0" ["SERVER_SIGNATURE"|=> string(179) "

" ['SERVER_SOFTWARE']=> string(120) "Apache/2.2.11 (Unix) mod_ssl'2.2.11 OpenSSL/0.9 8k DAV/2 mod_anth_passthrough’2.1 mod_bwimited'1 4 FrontPage’5.0.2.263
string(11) "/test90 php" ["REQUEST TIME'|=> int(1249398676) ["argv"}=> array(0) { } ["arge"]=> int(0) }

Oops, that'swhat happens if you forget the <pre> tags! Let’s try that again:

array(32) {
[ " DOCUMENT_ROOT" ] =>
string(27) "/home7/thewebbo/public_htm™"
[ " GATEWAY_| NTERFACE" ] =>
string(7) "Cd/1.1"
["HTTP_ACCEPT"] =>
string(3) "*/*"
[ "HTTP_ACCEPT_ENCODI NG'] =>
string(13) "gzip, deflate"
["HTTP_ACCEPT_LANGUAGE"] =>
string(5) "en-GB"
["HTTP_CACHE_CONTROL"] =>
string(14) "max-age=259200"
["HTTP_CONNECTI ON"] =>
string(10) "keep-alive"
["HTTP_HOST"] =>
string(20) "ww.the-web-book. cont
["HTTP_PRAGVA"] =>
string(8) "no-cache"
["HTTP_USER_AGENT"] =>
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string(151) "Mozilla/4.0 (conpatible; MSIE 8.0; Wndows NT 6. 1;
Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0)"

["HTTP_VI A"] =>

string(60) "1.1 m nk.brighton.ac.uk:80 (squid/2.5. STABLE12-20051129)"

["HTTP_X_FORWARDED_FOR'] =>

string(13) "191.82.12.39"

["PATH'] =>

string(13) "/bin:/usr/bin"

[" QUERY_STRI NG'] =>

string(0) ""

[ " REDI RECT_STATUS"] =>

string(3) "200"

[ " REMOTE_ADDR"'] =>

string(13) "191.82.12.56"

[ " REMOTE_PORT"] =>

string(5) "42476"

[ " REQUEST_METHOD'] =>

string(3) "CET"

["REQUEST_URI "] =>

string(1l1l) "/test99. php"

[ " SCRI PT_FI LENAME" ] =>

string(38) "/home7/thewebbo/public_html/test99. php"

["SCRI PT_NAME"] =>

string(11) "/test99. php"

[ " SERVER_ADDR"'] =>

string(14) "66.147.240. 168"

[" SERVER_ADM N'] =>

string(26) "webmaster @ he-web- book. cont

[ " SERVER_NAME"] =>

string(20) "ww.the-web-book.cont

[ " SERVER PORT"] =>

string(2) "80"

[ " SERVER_PROTOCOL"] =>

string(8) "HTTP/1.0"

[ " SERVER_SI GNATURE"] =>

string(179) "

Apache/2.2.11 (Unix) mod_ssl/2.2.11 OpenSSL/ 0. 9. 8k DAV/ 2
mod_aut h_passt hrough/ 2.1 nod_bw i m ted/ 1.4 FrontPage/5.0.2.2635 Server at
www. t he- web- book. com Port 80

[ " SERVER_SCOFTWARE"] =>

string(120) "Apache/2.2.11 (Unix) nod_ssl/2.2.11 OpenSSL/0. 9. 8k DAV/ 2
mod_aut h_passt hrough/ 2.1 nod_bwi i mited/ 1.4 FrontPage/5.0.2.2635"

["PHP_SELF"]=>

string(1l1) "/test99. php"

[ " REQUEST_TI ME"] =>

i nt(1249398795)

["argv"]=>

array(0) {

}

["argc"]=>

i nt(0)
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That's a lot better. Although this data may be useful to you, be aware that it's server-specific.
Some servers don’t include as much information. Some include a lot more. Some don’'t
actually provide anything at all in $ SERVER, citing security reasons. So use what’s
available on your server, while remembering that it may change if you move to a different
one.

One particularly interesting server variable is $_SERVER[ “ HTTP_REFERER’ ] , which lists

the URL that the visitor to your site came from. So if, for example, your visitor was at
www. si tel. conf exanpl e. ht Ml and clicked on a link to your PHP program,
$_SERVER] “HTTP_REFERER’] would be ww. si tel. conf exanpl e. ht M. However,
not all web servers pass on this information, so you can’t always rely on it being set. In
which case, you could do something like:

<?php

if (isset($_SERVER "HTTP_REFERER'])

{

echo "You came from" . $_SERVER“HITP_REFERER’];
}

?>

Note thei sset () function, which tells you whether a variable exists or not (ie, whether or
not it is set).

You will see that there are no less than 3 server variables in the above list whose value is
test99.php, ie the name of the PHP program file. These are REQUEST_URI,
SCRIPT_NAME and PHP_SELF. We'll use one of these in amoment.
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Application Structure Revisited

Imagine, if youwill, a shopkeeper in a small store which sells a variety of grocery items. This
is no self-service emporium. Everything is behind the counter, so you need to ask for an
item, wait for the shopkeeper to hand it toyou, then place it in your basket.

But this shopkeeper, though extremely fast and polite, has a flaw. He has no memory for
names or faces. As far as he's concerned, if you ask for a can of tuna and then a loaf of bread,
he won't remember that the person who wants the bread is the same person who wanted the
tuna a few seconds ago. He does, though, have a secret weapon. He has a notepad, and he's
very good atwriting notes to help him remember what's going on around him.

The shop, too, has a flaw. There are a series of high sound-proof barriers at the counter, like
the starting stalls on a racecourse. The customer has no idea, when gqueuing at the counter,
whether any of the other stalls are occupied or whether he/she is the only patron in the shop.

To help with preparing the accounts at the end of the month, the shopkeeper records every
transaction in his notebook. The writes down the item sold, the date and time, and which
stall he handed the item to.

Alice, Bob and Charles are in the shop. Alice asks for some bread, which the shopkeeper duly
hands over. Bob then asks for some bread, and gets it. Then Charles asks for some cheese.
Then Alice wants bacon. Then Charles wants bacon too. Then Alice wants apples.

Alice then leaves. David arrives, and happens to end up in the stall previously occupied by
Alice. He buys potatoes and red wine.

As far as Alice is concerned, she asked for, and got, bread, bacon and apples. She is
convinced that she was the only person in the shop. The shopkeeper was serving her, and no
one else.

As far as Bob is concerned, he too was the only person in the shop. He asked for bread, and
received it. Charles, too, asked for cheese and bacon and was duly served. And David got his
potatoes and red wine.

The shopkeeper, of course, has no idea who he served. Each time someone asked for an
item, he retrieved it from the shelf and handed it over. Though he did keep a record in his
notebook, so he knows what was handed over, in what order, and which of the “stalls” he
handed it to. One particular stall, for example, got bread, bacon, apples, potatoes and red
wine. As it happens, those 5 itemswent to 2 different people but the log doesn't record this.
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Web Servers and the Real World

OK, you can open your eyes now. We're back in the realworld.

The shop analogy describes exactly how a web server works. Requests for pages come in
from all over the world and they are handled, one at a time, by the web server. Maybe Alice
wants to see the home page, so we send it down the line to her. Then Bob wants to see the
Contact Us page, so we send it. Then Alice clicks on the “Our New Widget” link, from the
home page, so we send it to her. There is no linkage between Alice’s two page requests.
First, she got the home page. Then, some time later, we sent her the page about the new
widget. In the mean time, 1, 2, 3 or a million other people might have requested pages. All
we have to tie everything together is the server’'s log file, like the shopkeeper's notepad,
which tells us who asked for what, and in what order.

Alice and David both used the same stall, but the log file doesn’t provide any way to record
this. All that the shopkeeper knows is which stall a particular item was handed to, and not
the name of the person in that stall at the time. In the same way, two different users of a web
server may use the same I P address, albeit not at the same time.

This lack of an ability to tie one user's chain of actions together is called statelessness. In
other words, a web page (or a request from a user's browser for the web server to send a
page) is stateless. It doesn't contain any information about the state of the connection
between the user and the server.

When the server simply contains static HTML pages, this isn’t a problem. People send in
requests for pages, and we send them out as fast as possible. But with web-based, server-
side applications, things are different. Here'sa trivial example. The receptionist at the hotel
views the list of guests, and clicks to see the full details about guest number 64. By clicking
on the "View Full Info" button, he/she launches another PHP program. This program is
quite capable of showing all the information about a guest, but doesn't know which one to
show. Sure, 64 was chosen in the previous program, but thatwasn't passed on.

Here's another example. Take the case of our hotel management system, and imagine a page
that lets members of the public check availability. Brian surfs to the site, and enters
"January 9h" in a drop-down box on the availability checker form. He clicks submit. A PHP
program receives his date, checks the database, discovers there's one spare room, and sends
back a page saying "yes, we have a room on that date". Three seconds later, Janet fills in the
form. She, too, is looking for somewhere to stay on the night of January the 9th. Again, the

The Web Book is free of charge. See www.the-web-book.com to download the latest version.
To sign up with any of the web hosting companies featured in this book, visit www.the-web-book.com/hosting
It costs you justthe same, but brings me a small commission that funds the development of this book.
317



PHP program checks the database and, what do you know, there's one vacancy. Janet and
Brian both begin to fill in the booking form...

Welcome to theworld of multi-user database applications.

How do you solve the problem? One way is for the system to reserve the room for Brian for,
say, 15 minutes. Until then, anyone else who tries to book that room will be told it's not
available. After 15 minutes, the lock is released and it goes back into the pool of available
rooms, assuming Brian hasn't booked it.

How do you do this in practice? One way is to have a column in the rooms table called
locked_until. To lock a room, just look up the current timestamp, add 900 to it (900
seconds is 15 minutes), and write that into the locked until field of the room that Brian's
interested in. When you come to search for availability, if there's anything in a room's
locked_until field, assume the room is not available. And every 5 minutes or so, run a
database query that removes every locked until field which is less than the current
timestamp.

This is just one of the concepts you need to appreciate when writing web-based applications
using server-side languages such as PHP. Something else that you need to consider is how to
structure your app. For example, do you keep all of the code in a single file, or do you use
one single, larger file to contain your entire application? This is something we have already
discussed.

Saving State

Earlier in this chapter, we talked about the way that web servers are stateless. When a server
receives a request from a visitor to send out a page, the server has no idea who the user is, or
what state their session is in. Have they just arrived at the site? Or have they been browsing
for awhile? Are they logged in, or are they an untrusted user?

One way to solve this problem is to use a PHP feature called sessions. This is an advanced
topic, beyond the scope of this introductory book. If you want to know more, type "php
sessions” into your favourite search engine.
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How to Back Up your Web Site

Like any other collection of computer-based files, you need to back up your web site. Sure,
most web hosting companies have their own backups, but that's only to protect themselves
against major disasters like the loss of an entire server and all of the customers' sites that it
contained. If you accidentally delete a key file from your site, or someone manages to hack
one of your pages and replace its contents with porn, it's unlikely that your hosting company
will be willing or able to help. Many companies don't do backups properly, and web hosting
companies are no exception. So it's much better to back up your own site and be safe rather
than sorry. Also, if you ever want to move your site to a different server, having a backup to
upload to the new server makes the process relatively easy.

At the very least, your web site will consist of a collection of assorted files (mostly HTML and
some images, probably) in a top-level folder called something like public_html. There may
also be some additional folders within that top-level one too. All of these folders (ie, the
entire contents of public_html and everything within it) will need to be backed up.

Unless you know for sure that you need to, it's unlikely that you'll need to back up anything
that's outside of public_html. Generally speaking, these files are there to help the server
rather than you, and contain non-essential things such as logs. So for backup purposes they
can be ignored. One example of where data outside of public_htmI does need to be backed
up, though, is if your host insists on .htaccess files being placed in a specific folder outside of
the public_html one.

Backing up a web site is simply a case of downloading the files to a local PC for safekeeping.
To download the files you can use any FTP program, including FileZilla. Just connect to
your site, navigate to a suitable empty folder on your local computer. Then find the remote
folder on the server (eg, public _html), right-click it, and choose Download. The files will
begin downloading. Once it's finished, either keep the files on your PC, or perhaps archive
them to a CD, DVD, USB pen drive or external drive for safekeeping. Now, if anything
happens to the contents of yourweb server, you have a safe copy.

You don't have to back up the entire site at once, of course. If you just want to download a
single file, the same rule applies. In FileZilla, right-click the filename on the remote server
and choose the Download option.

Don't Forget the Data

Having backed up the HTML and image files from your site, you also need to back up your
MySQL databases. Obviously this won't be relevant if you don't use a database. But if you
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do, failing to back up the database aswell as the contents of public_html| means thatmuch of
the content of your site has not been backed up. Thankfully, backing up is easy with
phpMyAdmin, which is a tool we first encountered on page 210 for creating database tables
and inserting information into them.

To back up a database, start phpMyAdmin by surfing to its URL, or via the control panel on
your web host. Select your database from the list on the left hand side, and click on Export
from themenu items along the top. You'll then see something like this:

EF Structure B SQL  OSearch @i Query @Export  mylmport %2 Operations

r View dump (schema) of database

r Export r Options
Select All / Unselect All Add custom comment into header (\n splits lines)
joomla_banner |
joomla_bannerclient [~ Enclose export in a transaction
chrcrmla_banﬁert_riack [~ Disable foreign key checks
joomla_categories -
Joomla_components I_L_XISQL compatibility mode
joomla_contact details NOMNE A
 CSV
- ¥ Structure

£ CSV for MS Excel [~ Add DROP TABLE / VIEW / PROCEDURE / FUNCTION

¥ Add IF NOT EXISTS
" Microsoft Excel 2000 [ Add AUTO_INCREMENT value

¥ Enclose table and field names with backquotes
¢ Microsoft Word 2000 [~ Add CREATE PROCEDURE / FUNCTION
o LaTexX Add into comments

’V [~ Creation/Update/Check dates
" Open Document Spreadsheet
" Open Document Text
r ¥ Data

 PDF ¥ Complete inserts

¥ Extended inserts
~ SaL Maximal length of created query

{50000
XML [~ Use delayed inserts

[~ Use ignore inserts
 YAML ¥ Use hexadecimal for BLOB

Export type

IINSERT 'l

r I~ Save as file
File name template (- DB {  remember template }

Compression: & None ¢ "zipped” ¢ "gzipped”

oo

In the "Export” box, choose which tables in the database you want to back up. Assuming
you'll be wanting to restore the backup onto a web server and into a MySQL database in the
future, leave the export format set to SQL. But you may wish to explore the other options,
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such as CSV or Excel, if you want to export the MySQL database tables into a text or
spreadsheet format. This can be useful if, for example, you have been running an online
survey which saves its data into a database and you then want to extract the information into
a spreadsheet to analyze offline.

All that remains is to tick the "save as file" box, type a name into the filename template area,
and phpMyAdmin will start the backup.

The backup itself will consist of a text file, downloaded to your PC, which contains a program
script. By uploading this script to phpMyAdmin in the future, it will restore the contents of
the backup into the database tables.

Note that most hosting companies place a limit on the size of a backup script that you can
upload in order to restore. Check yours by clicking on the Import link and looking for any
hint. Here's the screen from hostmonster.com's version of phpMyAdmin which, as you can
see, hasa limit of 51,200 KiB, which is around 50 megabytes.

phpﬁ;];jﬁﬂmjﬂ = 53 Server: localhost » (B Database: thewebbo_cms

AEE Structure SQL jSearch (@Query faBxport Erlmport ggOperations
Database Import
[_cms (116) =] P
th bb (116) File to import
ewebbo_cms
- Location of the text file | Browse... | (Max: 51,200 KiB)
E jcomla_banner
B jeomla_bannerclient Character set of the file: Iutfa vl

Imported file compression will be automatically detected from: None, gzip, zip

= jnnmla:bannertrack
E jcomla_categories

Here’s the same screen from site5’s version of phpMyAdmin, which hasa limit of 105 MiB, or
100 megabytes.

phpj".i]_lj,flﬂ.rﬂjﬂ 3 Server: localhost » [ Database: foodarco_test
= % Structure SQL  Search [EQue 44 Export i Import Operations
Ri=lE|E) SSAL J g1 Query #Export c#lmport %% 0p
Database File to import
foodarco_test [=| | Location of the text file (Max: 105 MiB)
Character set of the file:
foodarco_test (0) A UH.B El : . L
Imported file compression will be automatically detected from: None, gzip, zip

If you find that backing up all of the tables of a database results in a script file larger than
your host’s import feature will allow, re-do the backup in multiple parts, a few tables at a
time, ensuring that each script is a suitable size. Otherwise, when you come to restore your
backup, it isn’t going towork.
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Restoring Lost Information

Hopefully you'll never lose information from your site and so you won't ever need to restore
from a backup. Ifyou do, though, it's not particularly difficult.

In the case of static files, such as HTML files and images, just use FileZilla to re-upload the
files to your site.

To restore a MySQL database thatwas backed up with phpMyAdmin, start phpMyAdmin, go
to the database you want to restore, then click the Import link on the top menu line. Choose
the script file to upload (this needs to be one that was created by phpMyAdmin's export
feature) and your database is restored.

If you've never tried backing up and restoring a MySQL database table, now might be a good
time to make sure that you know how to do it. Use phpMyAdmin to create a test table, insert
a couple of rows, then back up the table and delete it. Now try restoring the table from the
backup and check that it reappears.
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Promoting and Profiting

As you begin to create Web-based applications, your attention will probably turn at some
point to wondering whether you can make money from your sites. After all, Facebook and
Twitter are just web-based applications, as indeed is Google. If your site could make just a
thousandth of the revenue that those systems make, life would be wonderful.

If you're serious about this side of things, | strongly recommend that you also pick up a
business textbook as well as this technical one. Making money from web sites is as much
about knowing about marketing as being able to write programs. But for now, I'll assume
you simply want an overview of the ways that you can promote your site and make money
from it.

This chapter covers two main topics, which are closely linked. First, spending money to
advertise your site online. Second, making money from your site, by hosting other people's
advertising.

Promoting Your Site

One of the most costly mistakes that web site developers make is to assume that, if you build
a site, the visitorswill come in their droves. Frankly, they won't. However good your site is,
your weekly total of visitors will be close to zero unless you can promote it. Attracting a
healthy number of visitors is difficult. Keeping them coming back to your site, week after
week, is even harder. Afterall, think of how many hundreds or thousands of web sites you've
visited in the past. How many of them do you visit at least once a week?

Attracting visitors to your site (or, as the professionals call it, driving traffic to your site) can
be done in many ways. The cheapest option is to simply plug away, relentlessly mentioning
it in as many online forums and message boards as you can find. But do it too often, or
mention it in places that aren't relevant, and you'll rapidly gain a reputation asa spammer.

The other end of the scale, if you have a large marketing budget, is to advertise the site on
radio, TV, and in newspapers and magazines. However, regardless of the cost, advertising a
web site is relatively ineffective for one simple reason: most people aren't near their
computer at the time they see or hear your ad. And by the time they get to the PC, they'll
have forgotten to visit your site or they'll have forgotten your URL.

Therefore, by far the best way to attract visitors to a web site is through online presence,
where the customer can instantly click through to your site. It pays to spend some time
reading the various documentation that Google makes available to webmasters, to ensure
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that your site is as far up the search results pages as you can possibly make it. Also, spend
some time researching the sort of news sites thatyour ideal visitors might read, and, where
relevant, send a press release to the site.

Don't underestimate just how much of a difference it makes to have your web site mentioned
somewhere online, where people can click straight through, rather than in print. To quote
one fairly unscientific example, when | wrote an article for a UK-based national newspaper,
the mention of my website in print generated a few hundred hits. When | sent a press
release about a new product to about 20 different online news sites, it was published on
about 5 of them and generated a quarter ofa million hits.

If you want to advertise your site online, and you have some money to do so, by far the most
popular service is Adwords, from Google. Sign up for the service via Google's web site, give
them your credit card details, then pay some money into your Adwords account. Then
choose the search terms that you want to buy. For example, if your site is promoting the Star
Inn Hotel in London, you'll probably want to choose terms such as "star inn hotel”, "London
hotel”, "cheap London breaks", and so on. The skill is to think of what the typical Googler
might be searching for.

If you're happy with the price that Google offers you, click a button and your advertising
campaign is up and running. When someone searches for, say, a cheap London break, your
ad will be shown on the right hand side of the search results page in the Sponsored Links
section. It won't be shown every time, necessarily. It depends on how many other
companies have bought that search term, and whether they've elected to pay more than you.

Adwords is a "pay per click”, or PPC, service. Google will automatically display your ad on
search results, but you only pay when someone actually clicks on the link to your sponsored
site. At which point your Adword account is debited by a small amount. You'll know the
amount, because you'll have agreed to it when you set up the campaign. When your account
balance is empty, Google stops displaying your ads and emails you a reminder to add more
credit.

The Adwords management site is very sophisticated. Y ou can log in and view details of how
often your ads are being clicked on, and you can set daily limits so that, for example, your
entire balance won't be used up on day one of a campaign.

If you want to explore the use of Adwords, Google gives away millions of starter vouchers
every month, entitling you to around £30 or $50 of free Adwords credit. Just look for the
vouchers in your favourite computer magazine. Many Web hosts also give away similar
promotions, so check on your web hosting control panel to see if yours does. In the case of
Hostmonster, here's the relevant section of the control panel:
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Promotional [2]

Google ¥xsool miue @deba gg

AdWords Search £50 Free Free Trial Boxed Art  Live Chat Mare

£330 free!!!  Services Ad Credits  Wholasale Templates Free Trial Offers...
325 free Products

As you can see, there's $50 of free Adwords credit available, as well as some credit for
spending with Yahoo and Miva. Considering that all three are free, at least to try out, it
makes sense to spend the free credit and see which, if any, isworth sticking with as a way to
help promote your site. However, note that the free Adwords credit offered by Hostmonster
is only available to US-based customers.

Making Money

If you want to make money from your web site, there are really only two ways to do it. One
is to charge visitors a subscription. The other is to place adverts on your pages, and charge
the advertisers for the privilege.

In general, it's difficult to make money from a subscription site. Most people don't like
paying for access to a site, unless it's for information or other content that they can't get
elsewhere for free. And even then, they’d rather search the web for a pirated username and
password. Marketing subscriptions is expensive, and persuading existing customers to keep
renewing every month/year is also difficult. Therefore, unless you're an experienced web
marketer, charging a subscription fee is not recommended.

The other option, ie carrying ads on your site, makes more sense. Especially if you can find a
company that will do all the hard work for you, to save you having to sell the advertising
space and handle the payments yourself. Thankfully, there are indeed such companies, and
getting everything up and running is incredibly easy. Asyou might expect, the leading player
in this market is, once again, Google.

Google Adsense is a scheme whereby your site carries adverts that have been placed by
Google’s Adwords advertisers. So if, for example, an advertiser has sponsored the search
term “cheap hotel break”, and your web site contains information about holidays, then, in
addition to the advertiser’s ads being shown on Google’s search results page, it will also be
shown on your site. And each time someone who visits your site clicks on one of your
adverts, you make money.

Adsense is well worth signing up for, even if only as a trial to see if it's worth your while. But
like any other internet-based business, you need to invest some time if you want to make the
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most of it. This means continually tweaking the layout of your site, and the content, and the
position of the ads, in order to find outwhat works best for you.

To sign up for Adsense, and hopefully start making money from your web site, go to
www. googl e. com adsense (or the local version of Google in your country, if there is one).

You’'ll need to have a Google account to proceed, so sign up if you don’t already have one.
You can then choose a design for the ads, such as from the examples shown here:

GOugle AdSense

AdSense Home = Google AdSense Ad Formats

I Search AdSense Help | — Help

Google AdSense Ad Formats

Text Ads | Image Ads | Video Ads | Link Units

Text Ads

Leaderhoard (728 x 90) - View sample placements

Cheap hotels

Find Hotels By Price, Star
Rating Or Location, Cheap
hotels

www, ResortGateway, corm

Save on Las ¥eqas Hotels
Arnazing Las WYegas haotel
discounts, Easily book wour
roorm today,

waw, Tripres, com

Devon PA Hotel Deals Beach Hotels in Menorca
Shop and Cormpare Great Deals Deals on Menorca Beach
Hotelz, 1000's of Deals to Book
Cnline!

www, UlaokUboak, cam

on Hotels in Devon PA,
waw, priceline, com

Banner {468 x 60) - “iew sample placements

Cheap hotels
Find Hotels By Price, Star Rating Or
Location. Cheap hotels

Save on las ¥Yeqgas Hotels
Armazing Las Yegas hotel discounts,
Easily book vour room today.

Button {125x125

Cheap hotels

Find Hotels By Price,
Star Rating Cr Location.
Cheap hotels

v, B eso it ateway, com

Half Banner {234x60)

Cheap hotels
Find Hotels By Price, Star Rating Or
Location. Cheap hotels

Ads by Google

You can also choose the colour scheme, font style, and whether the ads have rounded corners
or not. You can even specify the names of your main business competitors to ensure that
ads for those companies won't be displayed onyour pages.

Once you've specified the ad format, Google will display a few lines of HTML code. All you
need to do is copy it, and paste it into your web pages at the point where you want the ads to
appear. That's all there is to it. The HTML code contains a pointer to your unique Google
Adsense account, so your account will automatically be credited whenever someone clicks on
an ad. All that remains is to log into Adsense every few days and check how much you've
earned, and then tell Google how you’d like to receiveyour payment.
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Incidentally, don't be tempted to click on the ads yourself, or persuade friends to do so, in
order to make a quick buck. Itwon'twork. Googlewill quickly noticewhat you're doing, and
close your account.

Accepting Online Payments

Have you ever wondered how sites like Amazon and eBay allow you to buy things online with
your credit card automatically? Would you like to have your web site offer the same facility,
so that people can pay for your products or services online and the money automatically ends
up inyour account? If so, read on.

If you're looking to set up an online shop, to sell either physical goods or downloadable
items, there are various ways to do it. The simplest is to find out whether your web hosting
company and/or your ISP already offer such facilities. Here's the relevant part of the control
panel from one web hosting company, for example. For as little as £8.99 a month, or around
$15, you can have an online shop with 150 items. It just takes a few clicks, and is by far the
easiest way to proceed, short of simply selling on eBay instead.
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Add Ecommerce from £8.99 a month

Everything you need to set up an online shop and sell to the world.

hide ecommerce o

& No thanks

 Plus £8.99 a month / £98 89 a year
b Sell 150 products in 20 Also includes
categories » Product search
b Customisable design b Sophisticated shopping basket
b Secure order process » £30 Google AdWords vouchers
| want to pay for this | monthlhy j
T Prg £18.99 a month / £208.89 a year
» Sell 1,000 products in 100 Also includes
categories b Integrates with shopping portals
b Customisable design » Multi-language and currency
b Secure order process support

b £60 Google AdWords vouchers

| want to pay for this | monthhy j
" Business Pro £39.99 a month / £439.589 a year
b Sell 10,000 products in 500 Also includes
categories ¥ Cross and upsell tools
b Customisable design b MNewsletters, vouchers and
b Secure order process Coupons

» Tell-afriend’ function
b Multiple payment options

If you want to set up your own online shop, however, and do things yourself, you'll need to
learn about two new bits of technology.

First, you'll probably want to find a program that can automatically manage your catalogue
of items, pictures and prices, and turn it into a neat collection of browsable web pages to
publish on your site. You don't have to do it this way, of course. Y ou could create the pages
yourself, but adding new products or categories can be complicated.

If you don't have a budget, check out a free package called osCommerce at
www. osconmrer ce. com If you would rather pay for a commercial product, one major
player is Actinic Catalog (see ww. acti ni c. con).
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The second technology is how to actually handle the payments. The theory is simple. Sign
up for an account with a payment handler such as Paypal and/or Google Checkout. Then
add some PHP programming to your site so that visitors can pay for your goods
electronically.

Shopping cart software such as osCommerce and Actinic Catalog have payment integration
built in. So long as you have an account with one of the supported payment companies, and
your product database contains a unique id number and a price for each item, the software
will do the rest. But if you'd rather write your own integration code, it's not particularly
difficult. Every payment handler publishes an integration manual, which contains complete
instructions and some sample code.

In the case of Paypal, the process is relatively simple. You create (or buy some software that
does it for you) an HTML form that allows the visitor to specify which item they want to buy
from you. The form fields specify the item id and the price. There are also some additional
hidden fields that contain your account number and an order id. You configure the form's
"action" property so that its contents get sent to Paypal, rather than your own site, when the
visitor clicks the "Submit"” (or probably the "Buy Now") button. Paypal then takes over, asks
the user for the credit card details etc, and credits your account. It then sends back a
confirmation message to your site by calling your URL, eg:

www. your si t e. com paypal ?confi r nryes&order _i d=12345

Your PHP code then retrieves the order_id from the URL, and therefore knows which order
has been successfully processed (or not). You can then update your own records accordingly,
such as by adding a record to your customer database to indicate that this customer has paid
for their goods.

Needless to say, the process is slightly more involved than this, partly in order to ensure that
it's secure, but the procedure is very much as described.

If you want to make things even easier, you don't have to go down the route of full payment
integration. For example, on the www.the-web-book.com site is a button that allows you to
make a donation for the book by Paypal. This took just a few minutes to set up, including me
signing up for a Paypal merchant account. The lack of proper integration means that | don't
have an online MySQL database containing precise details of who has paid, but | can get
basic information by logging into my Paypal account so it's not a problem. If youwant to see
online, check out Paypal (and Google Checkout, which is similar) first. 1t may saveyou a lot
of time.
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Managing your Marketing

Whatever you're selling online, and however you're trying to make money from your site, you
need to be able to manage your marketing effort in order to know whether it's actually
working. It's not unknown for large organisations to spend tens of thousands of
pounds/dollars per month advertising their business on Google Adwords. With that sort of
money at risk, or even if you're just spending a tiny proportion of that, you need to know
whether your money is being well spent. Equally, if you're trying your hand with a DIY
approach, and sending out press releases, you need to know whether or not you're wasting
your time.

At the most basic level, you can find this out by looking at the raw hit counts on your site.
Most web hosting companies offer some form of hit counter, so you can always see at a
glance how busy your site has been. In the case of Hostmonster, here's the relevant section
of the control panel:

Logs (=]
= " 2 .-:'1 _|L;.| ] o -
Ii-:' 'S ] e ulul A6 L
Latest Bandwidth webalizer wWebalizer Faw Choose Error Logs Awstats
Wizitors FTP Access Log
Logs Programs

The Bandwidth option shows how much information has left your site. For example:

—Today

Traffiec for Today

o om oo

Eits/sec
o o oo oo u
Moow

NE
DD:D0 D2:00 D4:00 D6:D0 OE:DD 10:00 12:00 14:00 16:00 1E:0D0 20:DD 22:DD
B Http B rop B I1map B rtp W smtp W 11

—This Year
Traffiec faor 200%

o m oo

Eits/sec

o o o o o o
s

Jan F=kL Mar Apr Hay Jun Jul

ey
B Http B rop B I1map B rtp W smtp W 11
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Webalizer and Awstats show graphics which indicate how busy your site has been. You can
view the number of page hits for any given hour, day, month or year. Be aware that not all
hosts offer the same programs, and in some cases you need to enable the logging otherwise it
won't be available. This is the case with Hostmonster — if you don't click on the Choose Log
Programs option and enable Awstats and Webalizer, you won't get any data to analyze.

Here are some of the graphs and reports that Webalizer can show. These are taken from the
site for this book which, asyou can see, was pretty popular during August 2009. The reason
for the traffic peaks around 6am is that, at the time, the book was mostly being promoted on
an Australian web site and yet the server is based in the USA.

Monthly Statistics for August 2009 |
Total Hits 78036
Total Files 58481
Total Pages 15484
Total Visits 6100
Total KBytes 46855908
Total Unigue Sites 5652
Total Unigue UFRLs 669
Total Tnigue Referrers 406
Total Unigque User & gents 1571
Avg | Max
Hits per Hour 191 3669
Hits per Day 4590 33922
Files per Day 3440 26531
Pages per Day 210 5TH4
Visits per Day 358 2014
KEstes per Day 2756230 24634400
Hits by Response Code
Code 200 - Ok 58481
Code 206 - Partial Content 127
Code 301 - Moved Permanently 25
Code 302 - Found 2
Code 304 - Hot Modified 8134
Code 400 - Bad Reguest 1
Code 404 - Mot Found 11266
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Hourly uszage for August 2889
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Fasez /Files /Hits
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Howly Statistics for August 2009 |

. 0 esraa0000 |
[ [ [ [ T [ R

0 136| 2327|( 298%( 105 1794| 07| 32| 558 zcow| S0308| 1365233( 201%
1 122|| 2082\ 267w 1001 1727 2.95%| 21 364 235 B8930| 1511814 z.23%
2 165|| 2809( z6ow( 114 1946| 3330 32| 559 z61%| 99150| 1685544 3.60%
3 165| 2818( zs1%( 101)| 1726| 20s5%| 30| S516| z33%| 80417 1367090( 202%
4 || 226/ IB58| 404w 172 2930 s.01%( 38| 660 426w 8OTIB| 1372383 20n
5 164| 2703( z.5o%w( 124) 2122) z63% 32| 546 z53%( 101315| 1722348( 3.68%
6 || 259 4408| 5650 204 3476 5040 43| T40( 4730 1S5TS94)| 2679102 572w
T | 350| S951| 7eaw| 270 4603 7arw) 60| 1023 6e1%) 245059 4166011 2.20%
8 || 286 4874| 25w 214 3646 6.23% 51| B6B| ss1%| 171834 2921179 523
9 || 291 4963| s.36%| 207 3532 s.04m | 54| 926( seen| 174847 2972401 5.34%
10 || 221 3759 4.20n| 1a6| 2836( 4250 41 704) 4550 1S8957| 2702277\ 577w
11 | 176| 3005 z.25% 135( 2305| z04w( 34 S82| 376% 116895 1987212 424%
12 || 175| 2987 353w 134( 2294 z0ow( 32| S558| z.60%| 114060 1939023 4.14%
13 || 204 3468 4 44n| 137 2244( 4013 40 684) 4429 105917| 1B00S82| 54w
14 | 218| 3710) 475w 157( 2685| 4.50%( 45 765 404% ) 114764 1950982 4.16%
15 | 146| 2497 320 117( 2001 | z42% 36 616 z9:%| 94300| 1603101 s.42%
16 || 1ol| 2740 3515 129 2199( 376w 32| 555 358w 88846| 1510387\ 22w
17 || 220|| 3746) 420w 164| 2796( 4+ 7am( 73| 1241 souw|| 93429 158820B| z39m
18 | 122|| 2076| 2.66% 89| 1528| 261w 21| 364 235%| 83779 1424239 040
19 || 152) 2597 33w 120) 2047( 3.50% | 30| 525 330w 92725| 1576333\ 336%
20 || 141| 2402 zo0aw| 112 1913( z27w( 23| 395 z255%| 104879 1782935 zo1m
21 [ 202| 3448) 442w 135( 2299 z.05%( 33 567 z.66%| 130358 2216083 4.73%
22 | 154 2627 z3mn( 123 2100( 3.50% | 4F( 732 473% 91429| 1554292| 2%
23 || 123) 2091 268w 96| 1632( 270w 25| 438 zazw| 85709 145705B| s.11%

With the graphs from systems like Webalizer at your fingertips, it's easy to see whether your
advertising is working. For example, try cancelling your Adwords campaign for a few days,
then start it again and see if there's a noticeable increase in traffic. Also, log into your
Adwords account on Google and look at your click rates, ie the number (or percentage) of ads
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displayed on your site which people actually click on. Then perhaps try tweaking or
rearranging the site layout slightly and see if the numbers improve.

Our other featured host, site5, offers similar logs and stats facilities to hostmonster. In the
left hand menu on your Site Admin area of Backstage, there’s a Stats and Web Logs entry.

If you want even more stats and data from your site, consider signing up to an analytics
service. Google Analytics lets you tracks visitors as they progress through your site, in order
to build up a picture of how they use it. For example, if you have a site consisting of a home
page, a product catalogue and an order form, Google Analytics will tell you what percentage
of the visitors who browse your catalogue subsequently abandon their shopping cart rather
than paying for its contents.

Google Analytics is free to use. Just sign up for an account, and they'll give you a couple of
lines of HTML code that you need to include in the header section of every page on your site.
Once this is done, Google silently tracks all your visitors, then you just log into the control
panel to view the data.
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Search Engine Optimisation

Having built a web site, whether from static HTML pages or as a PHP/MySQL application,
your job is not finished. You now need to attract visitors to it.

Most people locate web sites of interest by using a search engine such as Google. Therefore,
by far the easiest and cheapest way to attract visitors is to ensure that your site, rather than
anyone else’s, is top of Google’s list.

Sadly, if you're hoping that this chapter will tell you how to achieve this, you’re in for a major
disappointment. For obvious reasons, search engine companies don’t divulge the precise
details of the formulas that they use when deciding whether one site should be higher in the
list than another. However, they do publish a selection of tips which can help. These,
combined with anecdotal evidence from people who run sites that do achieve a good Google
ranking, are clearly worth following.

The art (actually it's more like a science) of getting good search results is known as search
engine optimization, or SEO. If you want to know more about it, search online, or in your
favourite bookshop or library.

If, during your quest, you encounter adverts for companies or software products which
guarantee your site a top-10 placing in return for a fee, avoid. As previously mentioned,
search engines keep their methods highly secret, so anyone who claims to know how to
defeat them is, at best, mistaken. Don’t waste your money. Instead, follow the advice below.

SEO Tips

You can follow these tips to help ensure that your site gets a good search engine placement.
Results are not guaranteed, but what follows is based on official advice from Google as well
as anecdotal evidence from friends of mine who run high-ranking sites.

e Search engines work by automatically scanning, or crawling, the web and adding
every word of every page to their enormous indexes. They normally manage to find
new or changed sites automatically on their regular (every week or 2) crawl.
However, you can kick-start the process for a new site by manually telling the search
engine to add it to its list of sites to crawl. To do this, look for the “submit your site”
link which every search engine site has. Y ou only need to enter the URL of the front
page. The search engine will then automatically follow all of the links within it to
locate other pages.
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e Search engines typically have between 10 and 20 billion web pages in their index. A
database of this size takes a long time to build, so don’t be surprised if an amendment
to your site doesn't show up in Google for a few weeks.

o Ensure thatevery page on your site hasa page title. See page 68 for how to do this.

e Make sure every page has a “description” and “keywords” meta-tag, as outlined on
page 70.

e Every page on the site should be reachable by at least one hyperlink, so that the
search engine can follow the links in order to find all your pages.

o Be aware that search engines are very poor when it comes to indexing information
that is held in MySQL databases and which doesn't exist as a static HTML page. The
reason for this should be obvious. Google can’t access your MySQL database directly,
but only through your website. So if you have a page which says “Please enter a name
to search for”, the only way for Google to extract every name from the database would
be to electronically “type” every possible name in the world into that box. So, in the
case of database-driven sites, it’s especially important to also have a handful of “real”
pages (ie, withouta ? in the URL) that contain lots of relevant information about the

site.

e Google Sitemaps, often known as XML Sitemaps, are a way of helping Google and
other search engines find their way around a web site in order to index it. 1fyou have
a site where the majority of content is generated dynamically from a database, rather
than existing as static HTML files, it is well worth investigating these. Don't get
confused with standard site maps, as mentioned below, which consist of easy-to-read
collections of links, which are designed to help human visitors navigate your site. An
XML or Google Sitemap isn't as easy to read, at least not by humans.

e Offer a site map to your visitors, with links that point to the important parts of your
site. Even if visitors don’t use it, search engines will. If the site map is larger than 100
or so links, you may want to break the site map into separate pages.

e Don't try to cheat. Some people include keywords that don’t accurately reflect the
content of their pages. Or they use tricks such as white text on a white background to
hide extra information within a page that Google will see but which is hidden from
human visitors. When Google’s automatic systems detect this, your site will be
removed from all of Google’s indexes and it’s very difficult to get reinstated.
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e Think about the words users would type to find your pages, and make sure that your
site actually includes those words within it.

e Use text instead of images to display important names, content, or links. The Google
crawler doesn't recognize text contained in images. If you must use images (such asa
logo, or a picture of a chart or graph) for textual content, also use the "alt" attribute to
include a few words of descriptive text.

e Make sure there are no broken HTML links inyour pages.
e Ensure that all pages validate correctly. There's more about this on page 71.
o Ensure thatevery page specifiesa DOCTYPE. There's more about this on page 75.

e If you use a "keywords" meta-tag on a page, ensure that the page also mentions those
keywords. Otherwise Google might assume that you're trying to cheat, by listing
keywords that are actually nothing to do with the content of the page.

o Ensure that HTML page filenames and image filenames are, where possible, relevant
to the content of the site rather than just a meaningless name. For example, in a site
about a hotel, a page called vacant_rooms.html| which contains an image called
sample_room.jpg is better than a file called vrO1.html and an image called samp.jpg.

e The more often you update your pages, the higher they’ll be ranked by search
engines. Google doesn't favour out-of-date sites.

e Use proper hierarchical HTML tags inyour pages, regardless of whether you generate
the content from a database or you use static HTML files. This is known as using
semantic markup, and you'll find out more by searching for the phrase in Google.
Essentially, use the built-in hl, h2, h3 etc heading tags, correctly structured. So start
with an hl tag at the top of the page, then one ormore h2 tags, and perhaps also some
h3 headings within the h2 ones. Don't put, say, an h3 heading directly within hl
section. This all helps the search engine understand the structure of the page.

e Google regards your page as especially important if there are lots of links to it from
other sites. So encourage friends and business partners to link from their site to
yours, perhaps in exchange for a link from your site to theirs.

Keeping the Crawlers Away
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Most of the time, you want to encourage Google and other search engines to crawl your site
and add your content to their index. But sometimes there will be areas of your site that you
would rather didn't get indexed. For example, the folder or directory that holds unfinished
pages that aren't for public consumption.

There's a way of telling search engines which folders to ignore, and it's done through the use
of a robots.txt file. This is a special text file that you need to place in the top-level folder of
the publicly accessible part of your web site. In the case of hostmonster and site5, that
means the public_html folder. A typical robots.txt file, which you can create with any text
editor such as Wordpad or PSPad (but not aword processor like Word), might look like this:

User-agent: *
Di sal | ow /j oom a/ i mages
Di sal | ow / hns

The first line is where you could, if you wanted, specify which search enginesyou wish to ban
from your site. Chances are, you'll want to block them all, which is what the line in the above
example does. Then, just list all the folders you want to block, using Disallow commands. In
this case, I'm blocking Joomla's images folder and our HMS system.

Note that there's no compulsion for search engines to obey the contents of a robots.txt file,
but almost all of them do.

Regardless of whether you use a robots.txt file or not, don't use a web server as a way of
storing or exchanging private information. That's not what they're designed for. Even
though you don't include a link to your private file area from your public web pages, that
doesn't mean that Google won't already have found the files and indexed them for the rest of
the world to find. This happens a lot. Try a Google search for "private and confidential” or
"commercial in confidence" for some worrying examples.

If at First you Don’t Succeed, Pay

Each page of Google search results contains two sorts of information. In the image below,
where I've used Google to search for a "cheap camera”, the results at the very top, as well as
those down the right hand side, are discretely labelled as Sponsored Links and shaded in a
very pale yellow. I'vemade the yellow a little brighter, and highlighted the "sponsored links"
text, to illustrate just how much of Google's results are not as independent and merit-based
asyou might think.
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So how do you sponsor a link, and get your page into those yellow boxes? All you need to do
is pay. It'sa Google product called Adwords. You can read more about it on page 324.
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The End. So, What Now?

Congratulations. That's the end of this book, and you’'ve managed to make it all the way
through. So where do you go from here? Hopefully you’ll have followed some or all of the
examples, and you’ll have one or more web sites that do much of what you set out to achieve.
But a web developer’s work is never done, so there are probably more things that you're
aching to do.

Sadly, this book can’t cover everything about the subject. If you were to buy or borrow
comprehensive books on everything we've covered here, such as HTML, CSS, Javascript,
PHP, MySQL and web page design, it’s likely that your collection would run to 10,000 pages
or more.

This book is being expanded all the time, however, so check back at www. t he- web-
book. comregularly to ensure that you’re always working from the latest revision. But if
there’s more that you want to find out, then the web, and especially a search engine, should
be your next stop. Whether you need to know about one specific PHP function, or general
advice about how to make your CSS-based designs look better, everything you need to know
is out there if you know how to search. And because PHP is such a popular choice for writing
software, there are hundreds of web sites and helpful forums devoted to it. Whatever you
want to do, chances are that someone's already done much of the hard work for you and is
willing to share the code.

In the future, I'm hoping to include some more advanced topics in The Web Book. These will
include:

Ajax, DHTML and the DOM

Adding indexes to your MySQL databases for faster searching

A complete login and authentication framework for building secure sites
MySQL table joins and other advanced data query techniques

PHP Sessions

Object-oriented PHP programming

Multidimensional arrays in PHP

Developing PHP apps locally using WAMP Server

Maintaining state during PHP applications using sessions

The web is indeed a wonderful place. Butyou probably knew that already. I guess that'swhy
you started reading this book. | just hope you enjoyed it, and that you’ll tell your friends and
colleagues to download their own copy too. Just see www.the-web-book.com.
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Appendix A — Building a Test Server

If you want to set up a test web server, and you already know the basics of things like FTP,
php and mysql, this appendix will tell you how to do it. However, unless you specifically
need (or want) to do this, it's perfectly acceptable to stick with the hosting space you've
bought, both for hosting your live site and also for work in progress. In which case you can
safely ignore this appendix. Building web servers is mostly for technophiles.

For setting up a test web server, you'll need a spare computer from which you don’t mind
deleting all data and programs. It needs to be Windows-compatible, even though we won't
be running Windows on it. It doesn’t need to be particularly new or powerful, though.

For a test web server, a server-oriented version of Linux is a good choice. Why server-
oriented? Because the added GUI desktop is totally unnecessary. Why not Windows?
Because this book is all about doing things as cheaply as possible, and you probably don’t
want to buy another copy of Windows foryour test server.

The only thing you need to check is that your computer has a built-in Ethernet connector on
the motherboard. If its networking capability comes via a USB or PCMCIA plug-in adaptor,
chances are that itwon't work without you getting involved in some substantial fiddling.

I'm going to use Ubuntu Server 7.10 for this project. It’s ideally suited to the task, and it (and
all the other components we’ll be installing) is available totally free of charge. So if you fancy
giving ita go, here’s what you need to do.

Our Goal

By the end of this chapter you’ll have a working Web server onto which users can safely and
securely upload files via FTP. You’'ll also have Webmin installed, for remote admin
functionality, plus Webalizer for generating web usage stats. Plus, you’ll be able to host
PHP/MySQL sites too.

Note that commands you need to type are in a bold Courier typeface | i ke thi s.

Also, you are strongly advised to keep your new web server within the confines of your own
LAN and use it purely for your own education and experimentation. Assuming your new
server is connected to the internet via a broadband router, it won’t be accessible by the world
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in general unless you change your firewall settings in order to allow incoming connections on
port 80. And frankly, that’s the way it should stay. If you want to host real live web sites,
open to the public, leave the hosting to the professionals.

First Install the OS

Get hold of a Ubuntu Server 7.10 CD, which you can download from
http://releases.ubuntu.com/7.10/ubuntu-7.10-server-i386.iso. Y es, | know that this isn't the
very latest version, but it's perfectly acceptable for this project and it works well. Ifyou really
want to get the latest version of Ubuntu Server instead then feel free, but the instructions
below might not work exactly as you expect.

To get started, boot the PC from the CD-ROM. When asked, name your machine. | called
mine webtest, but the precise name that you choose doesn't really matter.

Your PC is probably connected to the internet via a broadband or cable router that handles
DHCP, in which case the Ubuntu installer should be able to make contact with the internet
automatically and obtain from the router an IP address for your server. If it can't, you'll be
asked to enter an IP address, netmask and gateway address. If this works, then that's just
fine.

A word of advice. If Ubuntu can't detect a working network connection at all, that's probably
because it doesn't have the necessary drivers available for your computer's ethernet socket.
In which case, to be brutally frank, you should probably give up at this point. Youwon't have
messed up your PC with a half-installed copy of Linux yet, and trying to troubleshoot Ubuntu
networking is not something for amateurs.

Anyway, assuming that Ubuntu detected a network connection, you'll now be asked how to
format the hard disk. Choose “guided — use entire disk".

When asked, choose a name and password for your day-to-day user account.

From the software selection menu, select only LAMP server. That's Linux, Apache, MySQL
and PHP.

Next you'll be asked for a mysqgl root password. Be aware that you'll only be asked once (no
confirmation required) and that the password you enter isn't shown on screen. So make sure
you know whatyou’re typing.

That's the basic Linux installation over. Remove the CD when prompted and the machine
will restart. If you don’t see a login: prompt after a minute or so, press Return and one
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should appear. Remember that this is a server installation so there's no pretty graphical
interface here (and thus no need to connect a mouse to this computer).

At the login: prompt, log inwith the username and password you created earlier.

If the server acquired its own IP address using DHCP, you'll need to know what address it
was allocated. Type ifconfig and have a look at what's listed for inet addr. You'll need to
know this address in order to connect to the machine, unless you register a domain name
that points to it or you add an entry to your company’s internal DNS servers. If there's more
than one entry under ifconfig, make an intelligent guess as to which is the right one. You
may find, for example, that a non-existent wi-fi connection with an IP address of 127.0.0.1 is
also shown.

From now on we'll assume that your server is on 192.168.1.10. Whenever you see this
address mentioned below, substitute the correct address for your server.

So far, we've only got one account set up. We also need to set a password for the root (ie,
administrator) account for when we need to do things that require root access. So type sudo
passwd r oot , specify your current password when asked, then choose a password for the

root username.

Linux doesn’t normally allow you to log in as root directly so if/when you need to use your
root privileges, log in with your normal user account and then type su, then enter the root

password when prompted. In case you're wondering, it stands for super-user. If you ever
forget who you're logged in as, the whoami command will tell you. Or look at the command
prompt, which will end with $ for a normal user and # for a root user.

Some Useful Commands

Here are some useful commands to get you started, now that you've got a usable Linux
system:

shut down —h nowturns off the computer.

exi t logsyou out. You'll need to do this twice if you used su. Remember that the web server
is still running when you log out, so web/telnet connections to it will still work just fine.
There’s no need to remain logged in all the time.

| s showsa directory listing (that's LS, not 1S).

| s —I ashowsa better one (that's LS-LA).
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cd / switches to the root directory.
cd di r name switches to the specified directory name, eg cd /etc.
cl ear clears the screen, like cls does in Windows.

cat isthe linux version of the Windows "type" command if you want to display the contents
of a text file.

r mdeletes a file
cp is the linux equivalent of the DOS/Windows copy command.
find / -nanme xyz.ext will search the entire system fora file named xyz.ext

pwd (print working directory) tells you which directory you're currently in

Within an Is —la directory listing, lines that start with a "d" are directories, otherwise they're
files. The other characters at the start of the line (such as rwxr--rw-) tell you who has
permission to read, write, and execute the file. A Google search for chmod will tell you how
to understand and change these.

Get Updated

Now we need to scan the internet for any important updates. The list of locations in which
Ubuntu Server searches for updates is stored in a text file at /etc/apt/sources.list but the first
entry in this file points to the Ubuntu Server CD-ROM. We need to remove this entry from
the list, otherwise we’ll keep getting prompted to insert the CD whenever we perform an
update.

This file is read-only, so you’ll need to be logged in as root (via su) to proceed beyond this
point. In fact, everything that follows is best done as root (this is an exception rather than a
rule - if you're not doing server maintenance, never log in as root).

Typecd /etc/ apt
Typevi sources.|ist

You’'ll now find yourself facing vi, undoubtedly the worst editor ever invented. But without a
GUI on your server you have little choice. Plus, it's very handy to know the basics of vi
because it's part of every Linux and unix system.
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To move the cursor up, down, left and right, use the k, j, h and | keys (I told you it was bad).
To delete the character under the cursor, press x. That should be enough to allow you to
delete any line that makes reference to "deb cdrom™ and which isn’t already commented out
(ie, which doesn’t have a # at the start).

Ifyoumess up, type : q! and press return to abandon vi. Ifyou manage to make it work, type
: wto save the file and then : g to quit vi.

You won’t have to use vi very often. Later on we’ll install Webmin, which lets you maintain
your server from another machine via a web browser. There’s a proper file manager and
editor built into Webmin, thankfully.

It's now time to update the system so that you're running the latest versions of everything.

Type apt - get updat e to update the catalogue of possible updates.
Then type apt - get upgr ade to download and install any that need installing.

Note that apt-get may not work if your internet connection goes via a proxy server. Even if
you entered the name of a proxy server when you first set up the machine and configured it
with an I Paddress, apt-get doesn’t take any notice. To fix this, type:

export http_proxy="http://yourproxy.com 80"

specifying the address (and port) of your company’s proxy server. Then try the apt-get again.

Test Your Web Server

You should now have a basic working web server, although we're not finished yet. But you
can test that everything is working by typing the server’s IP address into a web browser on
another machine on your LAN. You should see a web page with a link to apache2-default,

and clicking on the link will bring up a brief message. Depending on your web browser, you
may need to add http:// at the start of the address, eg type ht t p: // 192. 168. 1. 10.

Next we'll install a telnet server so that we can connect to the machine remotely over the
LAN in command-prompt mode without the need to actually be seated at the server itself.

Install the Telnet Server

Typeapt-get install telnetd
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This will download and install the telnet server. Now we need to kick-start it, by typing:

/etc/init.d/ openbsd-inetd restart

You can now log out by typing exit (you need to type it twice because you used the su
command, and the first time just takes you back into non-root mode).

Everything we do from now on can be done remotely via telnet so, if you want to install the
server in a hard-to-reach cupboard, that’'s no problem. You won’t need physical access to the
server again unless something goeswrong or if you need to turn it back on after a shutdown
command.

To access your server type tel net 192. 168.1. 10 (or whatever the IP address of your
server is) from any machine on your LAN andyou’ll get a login prompt. You can do this from
Windows or Linux or even a Mac.

An FTP server

Next, we need to install an FTP server so that people can upload HTML pages to your new
web server. An ideal tool for this particular job is proFTPd (that's Unix-speak for the Pro FTP
Daemon).

If you haven’t done so already, telnet to your server and type su to get root access. Or you
canwork on the server directly if it's easier, of course.

We need to take a little care to set up the FTP server in a reasonably secure manner, even
though this is only for test or educational purposes. We need to make sure that a user who
logs into the FTP server in order to upload web pages can’t browse the entire server but is
locked into one directory. Also, a user who has an FTP username and password with which to
upload web pages shouldn’t be able to use those credentials to access the system via telnet, as
that would grant them far toomuch power.

Type apt-get install proFTPd todownload and install the FTP server. Y ou’ll be asked
whether to choose an inetd installation or standalone. Choose inetd.

The basic FTP server is now up and running, and you should be able to log into it with your
non-root account, using any FTP client application. But we still need to set up an account
that will allow someone to upload their web pages without also having access to any other
parts of the system.
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First, switch to the /etc directory by typing cd / et c. We need to edit the file called shells
and add a new line that says /bin/false to the file. Then, when we set up a new user account
for our web user, we'll configure their account so that /bin/false is their command shell.
Because there’s no such shell, they won't be able to log in with telnet.

Typevi shel | s to edit the file. Use the cursor keys (h,j,k,l) to move the cursor to the start

of a new line, then press i to enter insert mode. Press Return to insert a new line, and add
/bin/false as a new line in the file. Press Esc to leave insert mode, save the file with: w then

exit viwith : g andyou’re done.

Each user has a home directory which contains their various files. I1t’s like My Documents in
Windows and normally it resides in the /home directory. For web users, rather than setting
their home directory to be somewhere within /home we’ll put it under /var/iwww, which is
the root of theweb server.

Let’'s make an account for a user called webuserl with a password of flintstone. These are the
steps that you need to do for each web user account you want to create:

cd /var/ ww

nkdi r webuserl

useradd webuserl —-p xxxx —-d /var/ww webuserl —-s /bin/false chown
webuserl webuserl

passwd webuser 1 and, when asked, choose flintstone as the password.

Note that xxxx above is your root password, not the one that you want to assign for the
webuserl account.

Also note the chown command which changes the ownership of the webuserl directory from
root (which created it) to webuserl. If you don’t do this, webuserl won’t be able to upload
files.

Just to make sure that everything is working, verify that you can’t telnet to the server using
the webuserl account. FTP access should work, but telnet should not.

Now create a simple index.html file and use FTP to upload it, using the webuserl/flintstone
account. Then surf to http://192.168.1.10/webuserl from any machine on your LAN and you
should see the uploaded page.

Before we leave proFTPd, there are a couple of changes that we need to make to its
configuration file in order to improve security and make things neater.
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Type cd /etc/proFTPd and then vi proFTPd. conf to edit the config file. Move the
cursor up and down with j and k until you reach the DefaultRoot line, and remove the #
symbol from the start of the line by pressing the x key. Thiswill lock all FTP users into their
home directory (eg /var/www/webuserl) and won't let them view files that are further up the
tree. Without this step, our webuser account holders could use their FTP software to browse
the entire server's directory structure.

While you're in proFTPd.conf, add a new line near the top of the file which says:

| dent Lookups of f

This will fix the problem which you’ll no doubt have noticed, of a few seconds’ delay when
logging into the FTP server or uploading files.

You may also wish to change the ServerName entry from Debian to the name of your server,
to make the welcome message more relevant. With vi, remember that typing i puts you into
insert mode, for typing text, and Esc then puts you back into command mode from where
you can type : wto save the file and : g to quit vi.

Webmin

Now that FTP isworking, let’s install Webmin so that we can remotely administer the server
from anywhere on our LAN via a web browser. It's more fun and friendly than using telnet,
anda great way to explore the machine.

First, make sure you’re logged in as root (via your normal user account and su) then type the
following, all on one line:

apt-get install openssl |ibnet-ssleay-perl |ibauthen-pamperl 1ibio-
pty-perl |ibnmd5-perl

Then type (again, all on one line):

wget
htt p: //prdownl oads. sourcef orge. net/ webadm n/ webm n_1. 380_al | . deb

Note that wget probably won't work if your internet connection goes through a proxy server.
In which case, type:

export http_proxy="http://yourproxy.com 80"
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first, and then issue thewget command.

Finally type dpkg -i webmi n_1.380 al | . deb and Webmin should be installed and
ready to use.

From another machine on your LAN, surf to https://192.168.1.10:10000 and log in as root,
using your server’s root password. Note the https bit — it won't work with plain http. Also
note the :10000, which is essential.

Ignore the warning about a missing SSL security certificate — you can trust this server
unconditionally because it's yours. Y ou will, though, need Java installed on the PC from
which you intend to use Webmin, otherwise it won’t work.

Possibly the most useful part of Webmin is the file manager, which also lets you edit files.
You'll find it in the "others" category at the bottom of the left-hand menu.

Webalizer

Now we'll install Webalizer, which is a great tool that produces graphical stats to show your
web site usage. Even if you're only using your server for test or educational purposes, it's
useful to be able to see the sort of stats that are available with such programs.

To install webalizer type apt - get i nstall webali zer

You need to tweak the Webalizer config file before the program will work. Type cd
/ et c/ webal i zer thenvi webal i zer. conf and delete the .1 from the end of the LogFile

entry.

Webalizer produces its reports by analyzing the Apache web server log file on a regular basis.
To make it do this, you need to set up what's called a cron job in order to run
/usr/bin/webalizer regularly. Every 15 minutes should do nicely, and the easiest way to do
this is via Webmin.

Go into Webmin via https://192.168.1.10:10000 from another PC and, under the System
category, click on "Scheduled Cron Jobs". Then click "Create A New Scheduled Cron Job".

Choose to execute the job as root. The command to execute is/ usr/ bi n/ webal i zer . Click
on "Times And Dates Selected Below". Under the minutes, tick "Selected" and choose 0O, 15,
30 and 45. For hours, days, months and weekdays, select "All".
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Now click the Create button and close your web browser. After 15 minutes or so, surf to
http://192.168.1.10/webalizer and you should see the reports and stats. Wait another 15
minutes and you should see an updated version.

PHP and MySQL

Now we need to make PHP and MySQL work, to ensure that we can host not just static
HTML sites but also dynamic database-driven ones. PHP should already be working just
fine, so we need to test that. Create a file called test.php which contains:

<?
echo "this is a test file";
?>

Upload it using the webuserl account. Surf to http://192.168.1.10/webuserl/test.php and
check that you see aweb page containing just the message "this is a test file". If it works, PHP
is working on your web server.

To allow users to create database-driven sites we’'ll install phpMyAdmin, which is a graphical
web-based tool for managing MySQL databases. I1t’s best if we don’t allow web users to create
their own databases, but we do want them to be able to manage the databases that we set up
for them. PhpMyAdmin will work for both of these tasks. | E, for us to create databases and
for ourweb users to maintain the tables within their allocated database.

As root, type apt -get install phpnyadnin
When asked which web serveryou’re using, choose apache2.

To use phpMyAdmin, surf to http://192.168.1.10/phpmyadmin and log in with a username
of root and the MySQL root password that you set up right at the start of this chapter.

On the front page of phpMyAdmin, scroll down to the Privileges link and click it. Then click
"Add A New User". Enter their username (webuserl in this case), and assign them a
password. This will be used for them to log into phpmyadmin, and they’ll also use it in their
PHP code in order to connect to their database (using a host name of localhost). It’s up to
you whether you make it the same as their FTP password (flintstone). I n this example, let’s
set the password as barney.

Click "Create database with same name and grantall privileges” and all the hard work will be
done for you. A database called webuserl will be created, with permission for the webuserl
account to do everything except creating new databases.
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Log out of phpmyadmin (just close your browser), and then log in again. This time, use a
username of webuserl and a password of barney. You should see only the webuserl database
and no others, and you should find that you can create tables on the database but you can’t
create new databases.

You may also find that you can see a database called information_schema as well as your
webuserl database. However, this is harmless and can be ignored — it's not a security risk.

And that's it. You now have a fully working web server that you can use for test,
development and training purposes.

As mentioned above, having your own web server for test purposes is fun, but isn’t generally
necessary. The rest of this book assumes that you have a hosting account somewhere, and
that you’ll use this account to hold your web sites rather than putting them on your own test
server.
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